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1424  meeting, 9 February 2022
2 Current Political Questions

 

2.4 European Committee on Democracy and Governance (CDDG)

b.*Committee of Ministers’ Guidelines on the use of information and communication technology (ICT) in electoral processes in Council of Europe member States
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−             *“universal suffrage”: all human beings have the right to vote and to stand for election subject to certain conditions, such as age, nationality or residence;

−             *“equal suffrage”: each voter has the same number of votes; each vote has the same weight and the equality of opportunity must be ensured;

−             *“free suffrage”: the voter has the right to form and to express his or her opinion in a free manner, without any coercion or undue influence;

−             *“secret suffrage”: the voter has the right to vote secretly as an individual, and the State has the duty to protect that right;
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−             *“direct suffrage”: the ballots cast by the voters directly determine the person(s) elected;

−             *“frequency of elections”: elections must be held at regular intervals;

−             *“respect for fundamental rights”: democratic elections require respect for human rights, such as freedom of expression, freedom of movement, freedom of assembly and freedom

of association;

−             *“regulatory levels and stability of electoral law”: rules of electoral law must have at least the rank of a statute; rules on technical matters and detail may be included in regulations

of the executive. The fundamental elements of electoral law should not be open to amendment less than one year before an election, or should be written into the constitution or

at a level higher than ordinary law;

−             *“procedural guarantees”: these include procedural safeguards aimed at ensuring the organisation of elections by an impartial body, the observation of elections by national and

international observers and an effective system of appeal, among other things;
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            *there might be a real or perceived conflict between principles (between secrecy and data protection on one side and transparency on the other, for example) for which a balanced level to

which each of them should be ensured needs to be defined.

            *solutions, be they on paper and manual or based on ICT, usually rely on assumptions (such as assumptions about users’ interactions with each other or with the ICT, or assumptions about

the capability of potential attackers). Only if these assumptions hold true can the principles and derived requirements be ensured. If the assumptions are not realistic, it is very likely that

the principles will be compromised and/or violated.
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;.,.''-'?*-B%(G.'-/2*;,3)-0%,-?*.))-44(&'-*23*5342*%4-,4?*5.7*&-*/-)-44.,7*(/*).4-4*J6-,-*26-*=!9*43'%2(3/*(4*/32*%/(G-,4.''7*.))-44(&'-8*=2
463%'0*.'43*&-*/32-0*26.2*(/*435-*).4-4*26-*%4-*31*=!9*)./*&-*53,-*.))-44(&'-*23*435-*;-3;'-*26./*2,.0(2(3/.'*;.;-,#&.4-0*43'%2(3/48

c7*5.(/2.(/(/:*./*.'2-,/.2(G-*;,3)-0%,-*(/*.00(2(3/*23*3/-*%4(/:*=!9?*5-5&-,*D2.2-4*-/4%,-*26.2*.''*42.K-63'0-,4*-/2(2'-0*23*%/(G-,4.'*4%E,.:-
6.G-*.))-44*./0*26%4*.G3(0*),-.2(/:*3,*0--;-/(/:*26-*0(:(2.'*0(G(0-8*96(4*(5;'(-4*26.2*;32-/2(.'*%4-,4*.,-*(0-/2(W-0?*.))-44(&('(27*(4*.44-44-0?*./0
./*.'2-,/.2(G-*./0*&,3.0'7*.))-44(&'-*43'%2(3/*(4*0-G-'3;-0*./0*5.(/2.(/-08*96-*;%&'()*463%'0*&-*(/13,5-0*.&3%2*26-*.'2-,/.2(G-*43'%2(3/8

Q-:%'.2(3/*463%'0*)'.,(17*26-*'-:.'*G.'%-*31*26-*,-4%'24*;,30%)-0*&7*)3#-I(42(/:*.'2-,/.2(G-*43'%2(3/4*.4*J-''*.4*26-*.;;'().&'-*,%'-4*(/*).4-*26-7
.,-*%4-0*&7*26-*4.5-*;-,43/8*+%,26-,53,-?*,-:%'.2(3/*463%'0*)'.,(17*63J*23*0-.'*J(26*)3/d()24*./0*326-,*;344(&'-*(44%-4*.,(4(/:*1,35*26-*%4-*31
5%'2(;'-*)6.//-'4*13,*26-*4.5-*;,3)-448

D"#$%&'%(#)*+*%,#,-./01#%2,/(%#*-%#62*%<(6*?#+21#+/*-%2*686*?#.9#*-%#629.(&+*6.2#7(.=61%1#'?#345#,.0/*6.2,#/,%1#62#*-%#%0%8*.(+0#7(.8%,,"
E(.8%1/(%,#,-./01#'%#7/*#62#70+8%#*.#1%*%8*#+21:#69#7.,,6'0%:#8.((%8*#+2?#%((.(,#.(#/2+/*-.(6,%1#62*%(=%2*6.2"

=!9*43'%2(3/4*463%'0*(5;'-5-/2*.%26-/2().2(3/*5-)6./(454*23*.G3(0*%/.%263,(4-0*)6./:-4*.))3,0(/:*23*26-*.44%5;2(3/4*0-W/-0*.4*;.,2*31
_%(0-'(/-*L8*=!9*43'%2(3/4*(/*26-*-'-)23,.'*;,3)-44*463%'0*3;-,.2-*J(263%2*-,,3,4*3,*%/.%263,(4-0*)6./:-4?*26%4*)3/2,(&%2(/:*23*26-*(/2-:,(27*31
26-*-'-)2(3/8*96-*3,:./(4.2(3/*31*26-*-'-)2(3/*463%'0*;,3G(0-*13,*.))%,.2-*)6-)K4*./0*&.'./)-4*26,3%:63%2*.''*,-'-G./2*-'-)2(3/*;6.4-48*D%)6
(/2-:,(27*)6-)K4*.,-*-44-/2(.'*;.,24*31*26-*3G-,.''*4-)%,(27*./0*)7&-,4-)%,(27*-E3,24*23*;,32-)2*26-*-'-)2(3/4*.:.(/42*.22.)K4?*1,35*-I2-,/.'
.22.)K-,4*./0P3,*%/.%263,(4-0*(/2-,/.'*.))-44?*./0*31*26-*-E3,24*23*.00,-44*;32-/2(.'*5(46./0'(/:*3,*-,,3,4*(/*4312J.,-*3,*6.,0J.,-8*$,323)3'4
463%'0*&-*(/*;'.)-*23*0-2-)2*./0*,-4;3/0*-E-)2(G-'7*23*4%)6*(/)(0-/248*96-*)6-)K4*463%'0*&-*).,,(-0*3%2*J(26*./*.;;,3;,(.2-*0-:,--*31
(/0-;-/0-/)-8

=0-.''7?*./7*%/.%263,(4-0*)6./:-4*3,*-,,3,4*(/*26-*-#;,3)-44*3,*-#03)%5-/24*463%'0*&-*0-2-)2-0*./0*)3,,-)2-08*=1*26.2*(4*/32*;344(&'-?
.44%5;2(3/4*463%'0*&-*13,5%'.2-0*.))3,0(/:'7?*.4*;.,2*31*_%(0-'(/-*L8*96-*;344(&('(27*23*0-2-)2*./0*)3,,-)2*-,,3,4*3,*5./(;%'.2(3/4*(4
(5;3,2./2*(/*.''*;6.4-4*31*26-*-'-)23,.'*;,3)-44?*(/)'%0(/:*J6-/*6./0'(/:*G32-,*,3''4*.4*J-''*.4*(/*,-4;-)2*23*2.''7(/:*./0*26-*2,./45(44(3/*31
,-4%'24*1,35*;3''(/:*42.2(3/4*23*.*,-:(3/.'*3,*)-/2,.'*.%263,(27?*-4;-)(.''7*(1*2,./45(44(3/*(4*03/-*G(.*26-*(/2-,/-28

$,-1-,.&'7?*(2*463%'0*&-*;344(&'-*23*5.K-*435-3/-*.))3%/2.&'-*(1*%/.%263,(4-0*)6./:-4*3,*-,,3,4*3))%,8*=2*(4*-44-/2(.'*23*;,3G(0-*13,*./
.))3%/2.&'-*./0*2,./4;.,-/2*;,3)-0%,-*)3/)-,/(/:*63J*23*(/2-,.)2*J(26*.*,%//(/:*4742-5?*)3,,-)2*./7*0.2.?*3,*)6./:-*3,*,-;'.)-*.
5.'1%/)2(3/(/:*4742-58*=/2-,.)2(/:*J(26*.*,%//(/:*4742-5*13,*4%)6*;%,;34-4*463%'0*&-*.00,-44-0*(/*26-*,(4K*./.'74-4*<4--*_%(0-'(/-4*L*./0*M>8

D2.K-63'0-,4*463%'0*&-*.&'-*23*G-,(17*26.2*26-*2.''7(/:*./0*26-*2,./45(44(3/*31*,-4%'24*J-,-*03/-*)3,,-)2'7?*(/)'%0(/:*&%2*/32*'(5(2-0*23*%4(/:
42.2(42().'*2-424*31*/%5-,().'*-'-)2(3/*,-4%'24*4%)6*.4*,(4K#'(5(2(/:*.%0(24*./0*0(E-,-/2*27;-4*31*3&4-,G.2(3/4?*(/13,5-0*&7*)3%/2,7#4;-)(W)
-I;-,2(4-8

F"#$%&'%(#)*+*%,#,-./01#%2,/(%#*-%#+=+60+'606*?#+21#(%06+'606*?#.9#*-%#345#,.0/*6.2,#/,%1#62#*-%#%0%8*.(+0#7(.8%,,"

=!9*43'%2(3/4*463%'0*&-*.G.('.&'-*./0*,-'(.&'-8*O/*=!9*43'%2(3/*463%'0*&-*1%/)2(3/.'?*(/*'(/-*J(26*26-*,-B%(,-5-/24*./0*.44%5;2(3/4*-G-/*(/*26-
-G-/2*31*.*4742-5*1.('%,-*3,*-,,3,4*&7*%4-,4*3,*326-,4?*3,*(/*).4-*31*.22.)K48*+%,26-,53,-?*26-*=!9*43'%2(3/*463%'0*&-*,-'(.&'-8*=2*463%'0*,-2.(/*(24
1%/)2(3/.'(27?*(,,-4;-)2(G-*31*463,2)35(/:4*(/*26-*6.,0J.,-*3,*4312J.,-*(/*326-,*;.,24*31*26-*-'-)23,.'*;,3)-448*O'2-,/.2(G-'7?*5-.4%,-4*463%'0
&-*(/*;'.)-*23*;,3G(0-*(/13,5.2(3/*.&3%2*./0*23*.)2(G.2-*;,-#-42.&'(46-0*1.''&.)K*43'%2(3/4*./0*)6.//-'4?*(/)'%0(/:*43'%2(3/4*26.2*03*/32*,-'7*3/
.)2(G-*)3//-)2(3/48

=/)(0-/2*,-4;3/4-*./0*&%4(/-44*)3/2(/%(27*;'./4*463%'0*&-*;%2*(/*;'.)-*./0*,-:%'.,'7*2-42-08*D-)%,(27*5-.4%,-4*23*-/4%,-*.G.('.&('(27*./0
,-'(.&('(27*(/)'%0-*<26(4*'(42*(4*/32*-I6.%42(G->*5./.:-5-/2*31*.))-44*,(:624*23*26-*4742-5?*;,3)-0%,-4*13,*2-42(/:*26-*4742-5*&-13,-*26-*.)2%.'
-'-)2(3/*;,3)-44?*;,3)-0%,-4*13,*).,,7(/:*3%2*%;0.2-4*0%,(/:*26-*3;-,.2(3/*;6.4-?*4-)%,(27*,%'-4*13,*2,./45(22(/:*(/13,5.2(3/*3%24(0-*)3/2,3''-0
-/G(,3/5-/24?*0.2.#;,32-)2(3/*,-B%(,-5-/24?*6.G(/:*26-*4742-5*(0-/2(17*(,,-:%'.,(2(-4?*./0*)355%/().2(3/*(/*).4-*31*;,3&'-548*96(4*5.7
(/)'%0-*;,3)-0%,-4*.4*,-B%(,-0*&7*=Da*42./0.,04*4%)6*.4*26-*=Da*RTSSS*4-,(-48

G"#$%&'%(#)*+*%,#,-./01#%2,/(%#*-%#,%8(%8?#+21#8.2H1%2*6+06*?#.9#629.(&+*6.2#,*.(%1#C6*-62#*-%#345#,.0/*6.2:#+,#(%I/6(%1#'?#%0%8*6.2#+21
1+*+@7(.*%8*6.2#0+C,"

D-),-)7*./0*)3/W0-/2(.'(27*,-B%(,-5-/24*0-,(G-0*1,35*26-*,-'-G./2*'-:.'*;,(/)(;'-4*463%'0*&-*-/4%,-0?*2.K(/:*(/23*.))3%/2*26-*.44%5;2(3/4?
J6()6*463%'0*.'43*&-*0-W/-0?*.4*0(4)%44-0*(/*_%(0-'(/-*L8*96(4*(/)'%0-4*)3/4(0-,.2(3/4*.&3%2*'3/:#2-,5*4-),-)7?*26.2*(4?*J6-26-,*3,*/32*4-),-)7
463%'0*&-*.44%,-0*3G-,*2(5-*<13,*-I.5;'-?*:(G-/*26.2*(2*(4*;344(&'-*23*423,-*-/),7;2-0*0.2.*230.7*./0*0-),7;2*(2*'.2-,?*J(26*-I(42(/:*3,*/-J
43'%2(3/4?*4%)6*.4*B%./2%5*)35;%2-,4?*J6()6*.,-*-I;-)2-0*23*&-)35-*&,3.0'7*.G.('.&'->8

X.2.#;,32-)2(3/*;,(/)(;'-4*4%)6*.4*;,(G.)7*&7*0-4(:/*3,*0.2.*5(/(5(4.2(3/*.,-*5(/(5%5*,-B%(,-5-/24*./0*463%'0*&-*)3/4(0-,-0*J6-/-G-,*=!9
(4*%4-0*(/*26-*-'-)23,.'*;,3)-448*+%,26-,53,-?*13,*-.)6*4;-)(W)*=!9*43'%2(3/*%4-0?*5-5&-,*D2.2-4*463%'0*)3/4(0-,*J6-26-,*.00(2(3/.'?*4%(2.&'-?
./0*4;-)(W)*5-.4%,-4*26.2*:3*&-73/0*0.2.#;,32-)2(3/*5-.4%,-4*.,-*/--0-0*23*4.1-:%.,0*26-*1%/0.5-/2.'*,(:624*31*26-*0.2.*4%&]-)2?*.4
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,-B%(,-0?*13,*(/42./)-?*&7*O,2()'-*e?*;.,.:,.;6*L?*31*26-*!3%/)('*31*C%,3;-*!3/G-/2(3/*13,*26-*$,32-)2(3/*31*=/0(G(0%.'4*J(26*,-:.,0*23*26-
$,3)-44(/:*31*$-,43/.'*X.2.*<C9D*f38*LSg>8*=1*26-*5-5&-,*D2.2-*(0-/2(W-4*.*/--0*13,*4%)6*4;-)(W)*5-.4%,-4?*26-7*463%'0*&-)35-*;.,2*31*26-
-'-)23,.'*,-:%'.2(3/48

!3/d()24*&-2J--/*2,./4;.,-/)7*3/*26-*3/-*6./0*./0*)3/W0-/2(.'(27*./0*4-),-)7*3/*26-*326-,*463%'0*&-*).,-1%''7*)3/4(0-,-0*<4--*.'43
_%(0-'(/-*T>8**

J"#$%&'%(#)*+*%,#,-./01#%2,/(%#*(+2,7+(%28?#.9#*-%#%0%8*6.2#+21#.9#*-%#345#,.0/*6.2,#/,%1"

$,3G(0(/:*2,./4;.,-/)7*(/*.''*.4;-)24*31*./*-'-)2(3/*(4*K-7*23*)3/0%)2(/:*.*4%))-441%'*./0*2,%42J3,267*-'-)2(3/?*./0*23*;,3532(/:*2,%42*(/*26-
;,3)-44?*-G-/*53,-*43*J6-/*=!9*43'%2(3/4*.,-*%4-08*=/),-.4(/:'7?*/3/#=9*-I;-,24*-I;-,(-/)-*0(N)%'2(-4*%/0-,42./0(/:*=!9*43'%2(3/48*96-,-13,-?
26-,-*(4*.*/--0*23*(/),-.4-*26-*).;.)(27*31*.''*42.K-63'0-,4*13,*%/0-,42./0(/:*26-*=!9*43'%2(3/48

O''*,-'-G./2*42.K-63'0-,4*463%'0*&-*(/13,5-0*.&3%2*26-*%4-*31*=!9*43'%2(3/4?*(/)'%0(/:*26-(,*(/2,30%)2(3/*(/23*26-*-'-)2(3/*;,3)-44?*26-(,
3;-,.2(3/*./0*26-*;342#-'-)2(3/*.44-445-/2*31*26-*%4-*31*26-*43'%2(3/8*X-2.('4*.&3%2*(24*(/2,30%)2(3/*463%'0*(/)'%0-F

L8*******-'.&3,.2(/:*3/*26-*3G-,.''*42,.2-:7H

R8*******;%&'(46(/:*2-)6/().'*,-B%(,-5-/24?*.44%5;2(3/4*./0*(/13,5.2(3/*3/*63J*26-*,-B%(,-5-/24*463%'0*&-*5-2H

h8*******.00,-44(/:*;-,)-(G-0*463,2)35(/:4*1,35*;,-G(3%4*-'-)2(3/4H

b8*******)355%/().2(/:*.&3%2*26-*0-G-'3;5-/2*./0*0-)(4(3/*;,3)-44?*(/)'%0(/:*26-*)3''-)2-0*(/;%24*./0*26-*<(/2-,0(4)(;'(/.,7>*2-.5*(/G3'G-0H

U8*******;,3G(0(/:*(/13,5.2(3/*3/*26-*1-.4(&('(27*31*26-*3G-,.''*(5;'-5-/2.2(3/H

e8*******;,3G(0(/:*(/13,5.2(3/*.&3%2*26-*;,3)%,-5-/2*31*26-*43'%2(3/*./0*(24*3,:./(4.2(3/H

T8*******;,3G(0(/:*(/13,5.2(3/*.&3%2*26-*-I6.%42(G-*-G.'%.2(3/*&-13,-*42.,2(/:*23*%4-*26-*=!9*43'%2(3/?*.4*J-''*.4*(/13,5.2(3/*3/*26-*,-4%'24*31*26-
)3/2(/%3%4*,(4K*.44-445-/2H

g8*******;,3G(0(/:*(/13,5.2(3/*3/*63J*)3/d()2(/:*3,*)35;-2(/:*;,(/)(;'-4*4%)6*.4*;,(G.)7*./0*4-),-)7*G-,4%4*2,./4;.,-/)7*.,-*23*&-*.00,-44-0H

M8*******;%&'(46(/:*26-*43%,)-*)30-8

9,./4;.,-/)7*.'43*(/)'%0-4*;,3G(0(/:*3&4-,G-,4*J(26*.))-44*23*03)%5-/2.2(3/*./0*23*26-*;,3)-44-4?*(0-.''7*(/*.*'./:%.:-*1.5('(.,*23*26-58

+%,26-,?*2,./4;.,-/)7*5-.4%,-4*463%'0*.'43*(/)'%0-*;,3G(4(3/4*13,*42,%)2%,-0*<5.)6(/-#,-.0.&'->*0.2.*.&3%2*26-*-'-)2(3/*;,3)-44*<4%)6*.4*26-
'3).2(3/*31*;3''(/:*42.2(3/4*./0*26-(,*3;-/(/:*63%,4?*'(424*31*)./0(0.2-4*./0*-'-)2(3/*,-4%'24>?*(/)'%0(/:*.4*3;-/*0.2.8

9,./4;.,-/)7*,-B%(,-5-/24*463%'0*.(5*.2*-/.&'(/:*;%&'()*4),%2(/78*O;;,3;,(.2-*;,3)-44-4*463%'0*&-*(/*;'.)-*13,*,-)-(G(/:?*./4J-,(/:*3,
0(4)%44(/:*1--0&.)K*1,35*26-*;%&'()*./0*13,*;,3)-44(/:*26-*)3/)'%4(3/48*=/*26(4*J.7?*2,./4;.,-/)7*)./*)3/2,(&%2-*23*26-*3G-,.''*4-)%,(27*31*./0
2,%42*(/*26-*-'-)23,.'*;,3)-448

Y.42?*2,./4;.,-/)7*(4*.*),344#)%22(/:*26-5-*./0*.4*4%)6*23%)6-4*3/*326-,*:%(0-'(/-4*.4*J-''8*=2*,-B%(,-4?*.53/:*326-,*26(/:4?*;%&'(46(/:
.44%5;2(3/4*<_%(0-'(/-*L>H*;,3G(0(/:*(/13,5.2(3/*.&3%2*26-*0-G-'3;5-/2*./0*0-)(4(3/#5.K(/:*;,3)-44*13,*-42.&'(46(/:*26-*%4.&('(27*./0
.))-44(&('(27*),(2-,(.*<_%(0-'(/-*R>H*3,:./(4(/:*.*2,./4;.,-/2*;,3)-0%,-*3/*63J*23*(/2-,.)2*J(26*.*,%//(/:*4742-5?*)3,,-)2*./7*0.2.?*3,*)6./:-*3,
,-;'.)-*.*5.'1%/)2(3/(/:*4742-5*<_%(0-'(/-*b>H*03)%5-/2(/:*0-)(4(3/4*3/*.G.('.&('(27*./0*,-'(.&('(27?*(/)'%0(/:*26-*,-4;-)2(G-*,-B%(,-5-/24
<_%(0-'(/-*U>H*03)%5-/2(/:*0-)(4(3/4*3/*4-)%,(27*./0*)3/W0-/2(.'(27?*(/)'%0(/:*0-)(4(3/4*3/*,-)3/)('(/:*26-5*J(26*2,./4;.,-/)7*,-B%(,-5-/24
<_%(0-'(/-*e>H*03)%5-/2(/:*,-B%(,-5-/24*13,*4742-5*-G.'%.2(3/*<_%(0-'(/-*g>H*3,*03)%5-/2(/:*26-*,(4K#5./.:-5-/2*;,3)-44*<_%(0-'(/-*M>8

K"#$%&'%(#)*+*%,#,-./01#.(<+26,%#+2#%=+0/+*6.2#.9#*-%#345#,.0/*6.2,#/,%1#62#*-%#%0%8*6.2#7(.8%,,#'?#621%7%21%2*#%L7%(*,#7(6.(#*.
6&70%&%2*+*6.2"

96(4*:%(0-'(/-*0-.'4*J(26*26-*;,3)-44*31*-G.'%.2(3/*;,(3,*23*(5;'-5-/2(/:*./*=!9*43'%2(3/*(/*26-*-'-)2(3/*;,3)-448*96-*-G.'%.2(3/*463%'0*-I2-/0
23?*&%2*/32*&-*'(5(2-0*23?*4-)%,(27?*%4.&('(27?*./0*.))-44(&('(27*.4;-)248*=24*4)3;-*463%'0*)3G-,*26-*J63'-*=!9*43'%2(3/*./0*(24*%4.:-*-/G(,3/5-/28

CG.'%.2(3/*.;;,3.)6-4*463%'0*&-*0-W/-0?*(/)'%0(/:*26-*-G.'%.2(3/*.44%,./)-*'-G-'8*=0-.''7?*;,-1-,-/)-*463%'0*&-*:(G-/*23*.*42./0.,0(4-0
-G.'%.2(3/*.;;,3.)68*O4*.*;,-)3/0(2(3/?*26-*2.,:-2*31*26-*-G.'%.2(3/*463%'0*&-*)'-.,'7*0-W/-08

96-*-G.'%.2(3/*,-B%(,-4*4-G-,.'*03)%5-/24*J6()6?*(/*26-*).4-*31*.*42./0.,0(4-0*-G.'%.2(3/?*/--0*23*&-*)'-.,'7*0-W/-08*=2*463%'0*&-*0-2-,5(/-0
`*.2*.*G-,7*-.,'7*42.:-*`*J6-26-,*26-*-G.'%.2(3/*(4*23*&-*)3/0%)2-0*3/'7*&7*4-'-)2-0*-I;-,24*J(26*.))-44*23*26-*=!9*43'%2(3/?*26-*43%,)-*)30-*./0
03)%5-/2.2(3/*./0P3,*J6-26-,*./*.44-445-/2*<3,*;.,24*31*(2>*)./*&-*)3/0%)2-0*&7*./73/-*&-).%4-*26-*=!9*43'%2(3/?*43%,)-*)30-*./0
03)%5-/2.2(3/*.,-*;%&'()'7*.G.('.&'-8

=2*463%'0*.'43*&-*42(;%'.2-0*63J*./*(/0-;-/0-/2*-G.'%.2(3/*(4*23*&-*,-.)6-08*CI;-,24*463%'0*&-*.4*(/0-;-/0-/2*.4*;344(&'-8*96(4*)./*&-
.))35;'(46-0*(1*2J3*-/2(2(-4*.,-*(/G3'G-0F*3/-*(4*5./0.2-0*23*)3/0%)2*26-*.)2%.'*-G.'%.2(3/*./0*26-*326-,?*.*D2.2-*3,:./(4.2(3/?*4%;-,G(4-4*26-
-G.'%.2(/:*-/2(278*X(E-,-/2*-I;-,24*5(:62*&-*/--0-0*13,*0(E-,-/2*,-B%(,-5-/2*.,-.4*<4%)6*.4*4-)%,(27*3,*%4.&('(27P.))-44(&('(27>8*+(/.''7?*(2*(4
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·        *Accessibility:*accessibility is about designing products and systems that are accessible for everyone, whether a person has a disability or not. At the same time, accessibility may

specifically address discriminatory aspects related to equivalent user experiences, focusing on people with disabilities to ensure inclusion.[3]

·        *Assumption: Assumptions describe conditions that the operational environment in which the ICT solution is used needs to meet, if it is to provide all of its security functionality. “If

the Target of evaluation (TOE) [the ICT solution] is placed in an operational environment that does not meet these assumptions, the TOE may not be able to provide all of its security

functionality anymore. Assumptions can be on physical, personnel and connectivity of the operational environment.”[4]*The Guidelines recommend transparency about the

assumptions and their evaluation (see Guidelines 1 and 7). Their “realistic/unrealistic” status should be periodically re-evaluated (see Guideline 9 on risks management policy).

·        *Authenticity (of the information): the property that data originated from its purported source.[5]

·        *Availability: ensuring timely and reliable access to and use of information and systems.[6]

·        *Elections:  political election or referendum.

·        *Human-centred*(design): (as used in ISO standards) is an approach to problem solving, commonly used in design and management frameworks, that develops solutions to

problems by involving the human perspective in all steps of the problem-solving process. Human involvement typically takes place in observing the problem within context,

brainstorming, conceptualising, developing and implementing the solution.[7]

·        *ICT: information and communication technology. In these guidelines, it equates to products and processes that store, retrieve, manipulate, transmit or receive information

electronically in a digital form.

·        *Integrity (of the information): the property that data have not been altered in an unauthorised manner. Data integrity covers data in storage, during processing and while in transit.

[8]

·        *Member State: in these guidelines, “member State” refers to the authority in charge of regulating, conducting, or supervising the electoral process in question. Usually, but not

always, it refers to the electoral management body at local, regional, or central level. It may also refer to other public institutions such as the parliament or the government.

·        *Minimum level*(to which legal principles should be ensured): it is often not possible to ensure the full respect of all principles because there might be conflicting or competing

principles, such as secrecy and data protection on one side and transparency on the other. In these cases, a balance of interest must be reached and the minimum level, to which

each of the conflicting principles should be ensured, needs to be defined. This decision should be taken by the competent authority, usually the legislator. The essence of the

principles cannot be violated.
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·        *Reliability: the ability of a system or component to function under stated conditions for a specified period of time.[9]

·        *(Technical) Requirement: a condition or capability that must be met or possessed by a system or system element to satisfy a contract, standard, specification or other formally

imposed documents.[10]

·        *(Legal) Requirement: a legal requirement is a concretisation of a legal principle. For instance, the legal requirements that apply to the transmission of results from polling stations to

a central election commission (for example, requirements for deadlines, formats, or checks) are derived from and are a concretisation of the principles of universal, equal, free and

secret suffrage.

·        *Risk: the level of impact on organisational operations (including mission, functions, image, or reputation), organisational assets or individuals resulting from the operation of an

information system given the potential impact of a threat and the likelihood of that threat occurring.[11]

·        *Threat:*Any circumstance or event with the potential to harm an electoral ICT system through unauthorised access, destruction, disclosure, modification of data, and/or denial of

service.

·        *Usability: usability is about designing products to be effective, efficient, and satisfying. It includes user experience design and is closely related to accessibility.[12]
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