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1 INTRODUCTION 
 
The Cybercrime Convention Committee (T-CY), at its 26th Plenary Session (10-11 May 2022), 
decided, pursuant to Article 46 of the Convention and the T-CY Rules of Procedure, to dedicate 
its 4th round of assessments to Article 19 of the Convention on Cybercrime on the search and 
seizure of stored computer data. 
 
The purpose of the assessment is to share experience and good practices on the ways Parties 
have implemented this Article. Assessing Article 19 is of interest for a number of reasons, 
including: 
 
▪ Article 19 is an important procedural power under the Convention. Sharing of 

information and experience on legislative and other measures as well as practices in 
implementing Article 19 would facilitate further reforms in current and future Parties 
where necessary. 

 
▪ The domestic procedure of Article 19.2 – which requires each Party to adopt 

measures necessary to ensure that when its authorities search or access a computer 
system in its territory, they are able to expeditiously extend the search or similar 
accessing to another computer system in its territory under certain conditions – may 
be linked to the question of the extension of searches to other Parties’ territories that 
remains of interest to the T-CY.  

  
A questionnaire, adopted by the T-CY at its 27th Plenary on 29-30 November 2022, was sent 
to T-CY Representatives on 2 December 2022. 
 
T-CY representatives were invited to prepare consolidated replies to this questionnaire in 
cooperation with their relevant domestic authorities and to submit replies in electronic form 
and in English or French to the T-CY Secretariat by 1 March 2023. 
 
The T-CY Bureau presented the compilation of replies received at that point with initial 
comments to the 28th T-CY Plenary on 27-28 June 2023. Parties that had not contributed their 
replies yet, were requested to submit them by 31 August 2023.1 
 
The T-CY Bureau presented a draft assessment report – based on contributions from 40 Parties 
that had been received by 1 August 2023 – to the 29th T-CY Plenary.  
 
The 29th Plenary (Bucharest, 11-12 December 2023) decided to “welcome the draft assessment 
report on Article 19 of the Convention and the examples of implementation presented during 
the Plenary”. It invited Parties to submit outstanding replies to the questionnaire and 
comments on the draft report by 31 January 2024 to permit the T-CY Secretariat and Bureau 
to prepare and share a complete version of the report in May 2024 for comments consideration 
by the 30th Plenary of the T-CY in June 2024.  
 
The 30th Plenary (Strasbourg, 18-20 June 2024) decoded to welcome the latest version of the 
draft assessment report and the examples of implementation and preliminary conclusions 
presented during the Plenary, that contained the assessment of 58 Parties and invited: 
 
▪ those Parties that have not yet submitted their replies (1 Party) or not yet responded 

to requests for clarification (8 Parties) to do so by 1 September 2024; 
 

 
1 https://rm.coe.int/t-cy-2023-10-plen28-rep-v3/1680abca03  

https://rm.coe.int/t-cy-2022-11-plen26-rep-v2/1680a69f5b
https://rm.coe.int/t-cy-2023-10-plen28-rep-v3/1680abca03
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▪ the 7 States that have become Parties since the start of this assessment cycle to 
participate in the present assessments and thus to submit their replies on the 
questionnaire by 1 September 2024; 

 
▪ any Party to submit comments on the draft report, if any, by 1 September 2024; 

 
▪ the T-CY Secretariat and Bureau to share a complete version of the draft assessment 

report with Parties by early November 2024 for comments and for consideration in 
view of adoption by the 31st Plenary of the T-CY in December 2024.  

  
The final version of the report was adopted by the T-CY at its 31st Plenary. 
 
The present report is structured as follows:  
 
▪ Chapter 2 provides an overview of Article 19. 
 
▪ Chapter 3 summarises the replies submitted by Parties to Part 1 of the questionnaire, 

that is, information on the legal basis for search and seizure. 
 
▪ Chapters 4 to 8 address paragraphs 1 to 5 of Article 19 with each comprising an 

overview of implementation and examples of practices, followed by an assessment. 
 

▪ Chapter 9 provides conclusions and recommendations as well as a summary of 
implementation of Article 19 by Parties. 

 
▪ Chapter 10 provides appendices (1) on domestic legal provisions and (2) an overview 

of replies to the questionnaire. 
 

The matrix of responses and individual analyses of Parties are summaries. T-CY members 
interested in details, statutory text, etc., should consult the submissions by Parties. 
 
The examples provided in sections of this report are meant to illustrate the range of approaches 
taken by Parties with different legal systems and in different regions of the world when 
implementing Article 19. They are not necessarily intended to indicate “best practices” or 
“models” to adopt. These examples may direct the attention of interested Parties to other 
Parties from which they would like to seek more detailed information. 
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Replies, updates and clarifications received by 8 December 2024 
Party Received 
1. Albania 13 December 2023 
2. Andorra 8 March 2023 
3. Argentina2 14 April 2023 
4. Armenia 31 August 2023 
5. Australia 24 March 2023 
6. Austria 1 March 2023 
7. Azerbaijan 13 April 2024 
8. Belgium 9 March 2023 
9. Benin 27 September 2024 
10. Bosnia and Herzegovina 27 February 2023 
11. Brazil 27 March 2023/20 June 2023 (update)  
12. Bulgaria 23 March 2023 
13. Cabo Verde 30 January 2024 
14. Cameroon 2 September 2024 
15. Canada 5 September 2023 
16. Chile 11 August 2023 
17. Colombia3 27 March 2023 
18. Costa Rica 23 February 2023 
19. Croatia 13 March 2023 
20. Cyprus 6 March 2023 
21. Czech Republic 7 March 2023 
22. Denmark 1 May 2023 
23. Dominican Republic 3 February 2024 
24. Estonia 3 May 2023 
25. Fiji 10 September 2024 
26. Finland 1 March 2023 
27. France 22 February 2023 
28. Georgia 2 March 2023 
29. Germany 2 March 2023 
30. Ghana 27 March 2024 
31. Greece 5 September 2023 
32. Grenada 19 September 2024 
33. Hungary 6 March 2023 
34. Iceland 20 March 2023 
35. Israel 15 February 2023 
36. Italy 4 September 2023 
37. Japan 28 February 2023 
38. Kiribati 12 September 2024 
39. Latvia 20 March 2023 
40. Liechtenstein 28 February 2023 
41. Lithuania 24 February 2023 
42. Luxembourg 1 September 20234/25 September 2023 (update) 
43. Malta 30 August 2023 
44. Mauritius 31 October 2023 
45. Monaco 27 March 2024 
46. Montenegro 9 June 2023 

 
2 Replies from Spanish original translated to English language by a neural machine translation service.  
3 Replies from Spanish original translated to English language by a neural machine translation service.  
4 Draft version of replies. 
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Replies, updates and clarifications received by 8 December 2024 
Party Received 
47. Morocco5  22 May 2023 
48. Netherlands 14 March 2023 
49. Nigeria 27 March 2024 
50. North Macedonia 23 August 2023 
51. Norway 1 March 2023 
52. Panama6 27 January 2023 
53. Paraguay 28 February 2023 
54. Peru 03 March 2023 
55. Philippines 29 August 2023 
56. Poland 16 August 2023 
57. Portugal 18 April 2023 
58. Republic of Moldova 30 January 2024 
59. Romania 1 March 2023 
60. San Marino 30 August 2024 
61. Senegal 19 May 2024 
62. Serbia 22 August 2023 
63. Sierra Leone 12 September 2024 
64. Slovak Republic 2 May 2023 
65. Slovenia 28 February 2023 
66. Spain 24 February 2023 
67. Sri Lanka 11 December 2023 
68. Sweden 20 March 2023/ 7 September (update) 
69. Switzerland 17 March 2023/26 July 2023 (update) 
70. Tonga 31 January 2024 
71. Tunisia7 10 September 2024 (partial response) 
72. Türkiye 03 March 2023 
73. Ukraine 31 August 2023 
74. United Kingdom 5 June 2024 
75. United States of America 27 March 2023 
Total 74/75 received 

  

 
5 Des amendements législatifs sont en cours concernant le Code de Procédure Pénale et ont pris leur 
processus de la voie législative. Ces amendements concernent plusieurs dispositions, y compris celles 
relatives à la cybercriminalité. 
6 Replies from Spanish original translated to English language by a neural machine translation service.  
7 Partial response received. As a result, Tunisia could not be assessed. 
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2 ABOUT ARTICLE 19 – SEARCH AND SEIZURE OF STORED 
COMPUTER DATA8 

 
Most domestic criminal procedural laws include powers for the search and seizure of tangible 
objects in specific criminal investigations or proceedings. Many of the characteristics of general 
or “traditional” powers to search for and seize evidence, including related conditions and 
safeguards, are also applicable to computer data and systems, as noted in the Explanatory 
Report to the Convention. 
 
However, there are important differences:9 
 
▪ Computer data are intangible. General provisions covering objects or “things” may 

not be applicable. Domestic law should cover computer data.    
▪ While data may be read with the use of computer systems, they cannot be seized 

and taken away in the same way as paper records or other objects. Domestic law 
should provide for a power, for example, on making copies or rendering data 
inaccessible.  

▪ Due to the connectivity of computer systems, data may not be stored in the computer 
system that is searched, but such data may be readily accessible to that system 
through communication networks, such as the Internet. Additional or complementary 
provisions may be needed to regulate such an extension of searches. 

 
Furthermore, the growing complexity and constant evolution of technology and devices, and 
of data masking techniques, such as data anonymisation or encryption, continuously raise new 
challenges for criminal justice authorities that need to search and seize stored computer data 
for the purposes of specific criminal investigations or proceedings. 
 
The Convention’s procedural powers, including Article 19, require that Parties have certain 
capabilities – search and seizure, for example.  The evolution of technology implies that Parties 
must modernise their domestic procedural laws where gaps exist, to ensure that criminal 
justice authorities have or continue to have sufficient search and seizure powers to collect 
electronic evidence. Similar to other procedural law provisions of the Convention, Article 19 
“ensures an equivalent or parallel capability for the obtaining or collection of computer data as 
exists under traditional powers and procedures for non-electronic data.”10  
 
For example, Article 19.2 provides the possibility to carry out a search in a computer system, 
in a storage medium, and also in a separate computer system which is lawfully available or 
accessible from the initial computer system. This latter possibility enables the searching 
authority to “expeditiously extend the search to another system” when, during a lawful search 
to a specific computer system or part of it, the searching authority forms a reasonable belief 
that the data sought are stored in another computer system in its territory.  
 
Furthermore, Article 19 requires that investigators are empowered to “seize or similarly 
secure” accessed computer data and allows criminal justice authorities to compel any person 
(such as a system administrator) to assist, as is reasonable, the undertaking of the search and 
seizure. Given various ways to seize computer data, Article 19 provides a list of basic actions 
that investigators must be empowered to perform. 
 
The search and seizure of stored computer data is an intrusive measure that can interfere with 
the rights of individuals. Therefore, it is essential that this measure is subject to limitations, 

 
8 The Explanatory Report to the Convention (paragraphs 184-204) provides additional explanations on 
Article 19. Available at https://rm.coe.int/16800cce5b  
9 See Paragraph 187 Explanatory Report to the Convention. 
10 Paragraph 141 Explanatory Report to the Convention. 

https://rm.coe.int/16800cce5b


9 
 

conditions and safeguards to ensure an appropriate balance between the interests of justice 
and the fundamental rights of the individuals. As set forth in Article 15, the domestic law of 
Parties “shall provide for the adequate protection of human rights and liberties,” including 
those rights arising pursuant to obligations each Parties has undertaken pursuant to 
international instruments, such as, as applicable, the International Covenant on Civil and 
Political Rights (ICCPR), the African Convention on Human and Peoples’ Rights, the American 
Convention on Human Rights or the European Convention on Human Rights.  
 
Such “… safeguards should also be adapted or developed to keep abreast of the new 
technological environment and new procedural powers”.11  
 
Thus, provisions in domestic law for the search and seizure of stored computer data in line 
with Article 19 that are subject to limitations, conditions and safeguards, helps Parties meet 
these obligations.12   
 
At the same time the Convention sets out standards that ratifying states must regulate “at 
minimum” and thus “harmonising” in this case procedural powers. However, this does not 
exclude that Parties avail themselves of other powers in their national law.13 
 
While Article 19 requires that Parties adopt legislation or other measures that empower 
authorities to take certain steps with respect to search and seizure, the Article does not specify 
whether that legal framework must involve the use of general “traditional” procedural powers 
for the search and seizure of tangible objects, powers specifically designed for the search and 
seizure of stored computer data, or a combination thereof.14  
 
The Explanatory Report to Article 19 provides helpful guidance to Parties, as well as States 
interested in acceding to the Convention, as they work to structure or amend their legal 
framework to ensure authorities are sufficiently empowered to meet the various obligations 
under each paragraph of Article 19.   
 
In short, to the extent that the elements of Article 19 cannot be fulfilled by using general or 
“traditional” procedural powers, Article 19 requires Parties to establish powers and procedures 
in addition to or complementing general or “traditional” procedural powers. Parties may thus 
give due consideration to establishing powers and procedures specific to stored computer data 
to meet these obligations. Such specific provisions could also provide greater clarity and 
enhance legal certainty.  
 
  

 
11 As noted in paragraph 132 of the Explanatory Report to the Convention. 
12 These obligations may include, for example, that an interference must be “in accordance with the law” 
(ECHR) or “laid down by law” (ICCPR), or that the “relevant legislation must specify in detail the precise 
circumstances in which such interferences may be permitted” (see CCPR General Comment No. 16: Article 
17 (Right to Privacy) adopted at the Thirty-second Session of the Human Rights Committee, on 8 April 
1988). 
13 See e.g. Explanatory report, paragraph 131. 
14 For the purposes of this report: 
− “specific power” may be any statute, law, ordinance, rule, regulation with a binding force under 

domestic law specifically providing for search and seizure of computer data and systems;  
− “general power” may be any statute, law, ordinance, rule, regulation with a binding force that 

does not refer to the search and seizure of computer data and systems specifically. 
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Article 19 – Search and seizure of stored computer data 
 
1  Each Party shall adopt such legislative and other measures as may be necessary to 

empower its competent authorities to search or similarly access: 
 

a  a computer system or part of it and computer data stored therein; and 
b  a computer-data storage medium in which computer data may be stored in its 

territory. 
 
2  Each Party shall adopt such legislative and other measures as may be necessary to 

ensure that where its authorities search or similarly access a specific computer system 
or part of it, pursuant to paragraph 1.a, and have grounds to believe that the data 
sought is stored in another computer system or part of it in its territory, and such data 
is lawfully accessible from or available to the initial system, the authorities shall be able 
to expeditiously extend the search or similar accessing to the other system. 

 
3  Each Party shall adopt such legislative and other measures as may be necessary to 

empower its competent authorities to seize or similarly secure computer data accessed 
according to paragraphs 1 or 2. These measures shall include the power to: 

 
a  seize or similarly secure a computer system or part of it or a computer-data 

storage medium; 
b  make and retain a copy of those computer data; 
c  maintain the integrity of the relevant stored computer data; 
d  render inaccessible or remove those computer data in the accessed computer 

system. 
 
4  Each Party shall adopt such legislative and other measures as may be necessary to 

empower its competent authorities to order any person who has knowledge about the 
functioning of the computer system or measures applied to protect the computer data 
therein to provide, as is reasonable, the necessary information, to enable the 
undertaking of the measures referred to in paragraphs 1 and 2. 

 
5  The powers and procedures referred to in this article shall be subject to Articles 14 and 

15. 
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3 INFORMATION ON THE LEGAL BASIS FOR THE SEARCH AND 
SEIZURE (PART 1 OF THE QUESTIONNAIRE) 

 
This section of the report summarises the replies to Part 1 of the questionnaire on the legal 
basis for search and seizure powers. 
 
3.1 Legal basis: overview 
 
More than half of the assessed Parties15 have adopted specific powers for the search and 
seizure of stored computer data, that may also complement general powers.  
 
Some Parties16 currently largely rely only on general powers of their laws but may in some 
instances have practices or operating procedures to apply those for the search and seizure of 
stored computer data.17  
 
3.2 Any type of crime 
 
According to Article 14.2 of the Convention, the procedural powers of this treaty are not only 
applicable to the offences defined in Articles 2 to 11 of the Convention, but also other offences 
committed by means of a computer system, and the collection of electronic evidence of any 
offence. This approach also applies to Article 19.   
 
Most Parties are indeed able to apply Article 19 with respect to any crime. A few Parties restrict 
the application of these powers based on a penalty threshold or applying the powers to a 
specific category of crimes regardless of the applicable threshold (e. g. crimes against 
computer systems, corruption offences). The most frequent cases are those in which the 
powers set out in a specific law apply only to a limited category of offences listed in that law. 
 
In some Parties additional tools (such as covert access measures) are available only in cases 
of serious or organised crime. 
 
3.3 Stored computer data 
 
Article 19 applies to stored computer data. However, the Convention gives flexibility to Parties 
to determine themselves what situations they consider as constituting “stored computer data” 
or as data in  “transfer” – for example, an unopened e-mail message waiting in the mailbox of 
an ISP until the addressee downloads it to their computer system may be considered by some 
Parties as stored computer data to which Art. 19 applies, whereas other Parties may treat it 
as data in transfer whose content could only be obtained by applying the power of 
interception.18 
 

 
15 Albania, Argentina, Armenia, Australia, Austria, Belgium, Bénin, Bulgaria, Cabo Verde, Cameroon, 
Canada, Croatia, Cyprus, Dominican Republic, Fiji, Finland, France, Georgia, Germany, Ghana, Greece, 
Grenada, Hungary, Israel, Italy, Japan, Kiribati, Latvia, Liechtenstein, Luxembourg, Malta, Mauritius, 
Monaco, Montenegro, Netherlands, Nigeria, North Macedonia, Panama, Philippines, Poland, Portugal, 
Romania, Senegal, Serbia, Sierra Leone, Slovak Republic, Slovenia, Spain, Sri Lanka, Sweden, 
Switzerland, Tonga, Türkiye, United Kingdom, USA. 
16 Andorra, Azerbaijan, Bosnia and Herzegovina, Brazil, Chile, Colombia, Costa Rica, Czech Republic, 
Denmark, Estonia, Iceland, Lithuania, Morocco, Norway, Peru, Paraguay, Republic of Moldova, San Marino, 
Ukraine. 
17 Some of these Parties reported that they are in the process of reforming their domestic laws in view of 
adopting specific powers for the search and seizure of stored computer data. The present assessment may 
support this process. 
18 Explanatory report, paragraph 190. 
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Most Parties indicated that they provide for a definition of computer data in a text, without 
specifically defining “stored”. However, some Parties pointed out that stored computer data is 
already existing or available data at the time of the search and/or seizure, excluding future 
data. 
 
Other Parties indicated that their domestic legal framework permits the seizure of evidence-
relevant data stored temporarily or permanently on the provider's server (Germany, 
Switzerland) and that the decisive fact is that the “stored” data must not be data in transit in 
between two or more devices (Portugal) or data in motion (Canada), as such data can only be 
obtained through interception. For example, Poland and The Netherlands explicitly mentioned 
that an unopened e-mail or app messages are considered as stored computer data whereas 
the Czech Republic pointed out that it considers unopened email messages in the inbox of 
internet service provider as data in traffic flow that is necessary to obtain through interception 
and recording of the telecommunication traffic. Sweden stated that an unopened e-mail 
message would be considered stored computer data (accessible through a remote search), if 
the message has arrived at the time of or during the search.  
 
Others distinguish between data that are stored on a computer (e.g. a downloaded e-mail 
attachment available offline) and computer data that are located on a computer network, for 
example, on the Internet, e.g. on the server of a person who operates an e-mail service 
available online (Latvia, Slovak Republic). Search and seizure powers apply only to the former 
and obtaining the latter depends on a different procedural power.  
 
Furthermore, some Parties indicated other scenarios they encounter in practice. For example, 
Austria distinguished between computer data that might be obtained from the communication 
subscriber themselves and data that are to be collected from a service provider and is thus in 
the form of an actual communication.  While the former can be accessed by means of search 
and seizure, the latter can be accessed only by means of real-time collection of computer data. 
 
Other Parties stated that they consider cryptocurrencies to be a special type of computer data, 
and that measures under Article 19 may be used to seize them (see e. g. Switzerland, 
Liechtenstein). 
 
One Party pointed out that its domestic legal framework does not permit them to use search 
and seizure in relation to content data (Panama).  
 
There are also a few Parties whose national legislation does not contain any specific measures 
related to computer data, and that apply general measures. 
 
3.4 Notification of persons concerned19 
 
Although the Convention does not provide for a specific regime of notifications of persons 
concerned and leaves the issue to be determined by domestic law, some Parties may consider 
notification as an essential feature of search and seizure of stored computer data. Domestic 
laws of other Parties may not require such a measure.20 The T-CY has nevertheless considered 
that obtaining information on notification under the national laws of the Parties to the 
Convention is beneficial and included such a question into the questionnaire. However, it is 
acknowledged that there may be situations where notification may not be appropriate, such 
as where, in line with domestic law, such notification may prejudice investigations.  
 

 
19 See section 8.1.1.2 for examples. 
20 Explanatory report, para. 204. 
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It should be noted that most Parties provide for notification of persons concerned in relation 
to traditional search and seizure measures. Some Parties provide for special notification 
provisions for search and seizure of computer data.  
 
Numerous Parties fall into one of these categories where domestic laws require notification in 
some sense21.  
 
The original answers to the questionnaire provided by Parties illustrate the diversity and 
sophistication of notification requirements. 
 
A number of Parties do not provide for any requirement of notification, especially when the 
search and seizure is carried out under a covert regime. However, it was emphasised that such 
a regime is subject to significant safeguards to ensure that any use of the measure is 
substantiated.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

 
21 Albania, Andorra, Argentina, Australia, Austria, Belgium, Bosnia and Herzegovina, Brazil, Bulgaria, Cabo 
Verde, Cameroon, Canada, Costa Rica, Croatia, Czech Republic, Denmark, Dominican Republic, Estonia, 
Finland, France, Georgia, Germany, Greece, Grenada, Iceland, Israel, Italy, Japan, Kiribati, Liechtenstein, 
Lithuania, Monaco, Montenegro, Netherlands, Nigeria, Norway, Panama, Paraguay, Peru, Poland, Portugal, 
Republic of Moldova, San Marino, Senegal, Sierra Leone, Slovak Republic, Slovenia, Spain, Sweden, 
Switzerland, Türkiye, USA. 
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4 SEARCH OR SIMILAR ACCESSING (ASSESSMENT OF ARTICLE 
19.1) 

 
This section assesses implementation of Article 19.1: 
 

Article 19 – Search and seizure of stored computer data 
 
1  Each Party shall adopt such legislative and other measures as may be necessary to 

empower its competent authorities to search or similarly access: 
 

a  a computer system or part of it and computer data stored therein; and 
b  a computer-data storage medium in which computer data may be stored 

in its territory. 
 
4.1 Implementation of Article 19.1: overview 
 
4.1.1 Legislative and other measures – summary 
 
Parties implement Article 19.1. through various specific (computer search, computer data 
search, network search after the seizure, gaining remote and covert access to data) or general 
provisions (examples include house searches, search of premises and places or car searches) 
in their domestic law. 
 
The most important condition that justifies the use of search and seizure of stored computer 
data indicated in the responses was court authorisation. Most of the Parties22 require a court 
order23 to authorise the search. In Austria, Belgium24, Cabo Verde25, Estonia, Finland, Greece, 

 
22 Albania, Andorra, Argentina, Armenia, Australia, Belgium, Bosnia and Herzegovina, Brazil, Bulgaria, 
Cabo Verde, Canada, Costa Rica, Croatia, Cyprus, Czech Republic, Denmark, Dominican Republic,  Estonia, 
Fiji, Finland, Georgia, Germany, Hungary, Iceland, Israel, Japan, Kiribati, Latvia, Liechtenstein, Lithuania, 
Malta, Montenegro, Morocco, Nigeria, North Macedonia, Norway, Panama, Paraguay, Peru, Philippines, 
Portugal, Republic of Moldova, Romania, San Marino, Senegal, Sierra Leone, Slovak Republic, Slovenia, 
Spain, Tonga, Türkiye, United Kingdom and USA. 
23 Throughout the text of the report, a court order includes an order by a juge d’instruction or a similar 
judge.  In some Parties, there may be more than one category of judge competent in decisions related to 
search and seizure.   
24 In Belgium an order from the prosecutor authority is necessary for a search in a computer system that 
has not been seized, but for which all the legal conditions for seizure have been met, while such order is 
not required for search in a computer system that has been seized as part of the investigation. 
25 Depending on the procedural phase in question, both the judge and the Public Prosecutor's Office can 
authorise or order the carrying out of a search. Furthermore, the legislature also provided for the possibility 
of criminal police bodies being able to carry out a search, without prior authorisation from the judicial 
authority, but only when: “a) It is voluntarily consented to by whoever has the availability or control of 
these data, as long as the consent given is, in any way, documented; b) In cases of terrorism, violent or 
highly organized crime, when there is well-founded evidence of the imminent commission of a crime that 
puts the life or integrity of any person at serious risk.”  
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Hungary, Morocco26, Netherlands27, Poland, Portugal28, Senegal, Slovak Republic, Sweden and 
Switzerland the search may be authorised by the prosecution authority in all or in certain 
cases.  
 
States that are referred to in both groups apply different grounds in different stages of criminal 
proceedings. For example, an order from a prosecutor may be required in pre-trial 
proceedings/investigation phases, while an order from a judge may be necessary in 
trial/ulterior procedural phases. Other States distinguish between types of data searched or 
accessed and may not require court orders for searches related to subscriber information. 
Other grounds may apply also in relation to emergency or other urgent circumstances (see 
next Section).  
 
Some examples of other procedural grounds necessary to justify application of the measure 
that were mentioned in responses: 
 
▪ Brazil: justified reasons to believe that there is evidence of a criminal offence stored 

where the search will be performed. 
 

▪ Canada: necessary not only to have prior judicial authorisation to search a specific 
place but also specifically for searching a computer in that place. Moreover, the police 
may seize a device but must obtain further authorisation before that device (a 
computer or cell phone) is searched. 

 
▪ Finland: prerequisites of search stipulated by law. 
 
▪ Georgia, Greece and Philippines: probable cause. 
 
▪ Iceland: the main test concerns the legal requirements for search. If the data in 

question are kept by a third party, i.e., not in the possession of a suspect in the case, 
the threshold is higher than for a search that only involves suspects themselves. 

 
▪ Israel: a ruling of the Supreme Court (see also practices below) included several 

procedural determinations concerning computer data searches. 
 
▪ Japan: necessity. 

 

 
26 In the event of a preliminary investigation, a search may only be carried out with the authorisation of 
the competent public prosecutor and with the explicit consent of the person concerned (article 79 of the 
CPC), unless the offence is a terrorist offence and the person concerned refuses to give his consent, in 
which case the search is carried out with the written authorisation of the competent public prosecutor. 
27 The DCCP allows for executing search and seizure powers by police, and, or, a prosecutor without court 
authorisation. Decisive in the Dutch framework is the location where search and seizure powers are 
executed. E.g. when searching a car the police may operate without prior authorisation. Also, in the case 
of using search and seizure powers in a home, authorisation by the prosecutor may suffice. At the same 
time in instances (like the newly introduced article 557 DCCP on network search after the seizure of an 
automated work, and the often-used article 125 I DCCP on Network search) prior authorisation from the 
(investigative) judge is required.  
28 In Portugal, the rule is that the investigation is always directed by a prosecutor. Thus, it is a competence 
of the prosecutor to authorise a search. However, in ulterior phases (pre-trial or trial), a judge is also able 
to give the order, if necessary. This is a rare situation, as normally, by the pre-trial and trial phases, all 
the investigation was already made. That is, one can say that the general competence to authorise a 
search belongs to a prosecutor. 
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▪ Morocco: in the case of a flagrant crime, presence of the suspect or his representative 
or the presence of two witnesses other than the civil servants hierarchically 
responsible to the judicial police officer in charge of the search (Art. 60 of the CPC). 

 
▪ Netherlands: order explicitly mentions the criminal acts involved, if possible, the 

name of the suspect and facts and circumstances justifying the execution of the 
power, reasonable expectation that the search will produce relevant information for 
the investigation at hand. The elements mentioned are shared with the police and or 
prosecutor that will execute the order. Most of the elements referred to are not 
shared with private entities, such as service providers. 

 
▪ Peru: proportionality test (suitability, necessity, proportionality) and sufficiency of 

evidentiary elements. 
 
▪ Portugal: if possible, presence of those judicial authorities that issued the order in 

the procedure. 
 

▪ Romania: necessity in the discovery, identification and collection of evidence stored 
in a computer system or in a computer data storage medium. 

 
▪ Senegal: searches are permissible only if the targeted data are absolutely necessary 

to the investigation, with strict conformance to the principle of the legality of 
evidence.  The data must be useful for the purpose of determining the truth.   

 
▪ Slovenia: reasonable grounds for suspecting that a crime was committed and the 

probability must be given that the electronic device contains electronic data. 
 

▪ Switzerland: presumption of relevance to seizure – sufficient suspicion of the offence. 
 
▪ USA: sworn statement by a law enforcement officer or attorney for the government 

establishing the existence of probable cause to believe the object of the search will 
be found within the place to be searched. 

 
4.1.1.1 Examples of practices 
 
▪ Argentina29: evidence other than that for which the warrant was issued 
 

The Code of Criminal Procedure of Argentina stipulates that if, in strict compliance 
with the search warrant, objects are found that provide evidence of the commission 
of a crime other than the one for which the warrant was issued, they shall be seized 
and the judge or prosecutor involved shall be informed. This is the so-called plain 
view digital doctrine: it admits the initiation of an investigation if evidence of a crime 
other than the one under investigation is found during a search, and it also extends 
to electronic evidence. 

 
▪ Israel: conditions contained in a request for a computer search warrant 
 

A ruling of the Supreme Court, CrimFH 1062/21 Urich v State of Israel (11.1.2022), 
included several procedural determinations concerning computer data searches, 
including the necessary information which a request for a computer search warrant 
must contain:  the purpose of the search, details of the computer device, details of 
the owner or holder of the offence and status in the investigation, and scope of 

 
29 Application of a similar principle was outlined in Armenia's response. 
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information requested in the search. The rulings in CrimFH Urich were adopted and 
incorporated into the Police Guideline.30 

 
▪ Spain: prior authorisation  
 

Search and seizure is an investigative measure to be authorised by the courts, 
whether the device is located in the course of an arrest or when it is located on the 
occasion of a house search. Spanish legislation requires a specific authorisation in 
such a way that even if the court has issued a generic authorisation for the search of 
a particular address, it would be insufficient to examine the devices found at the time 
of that search, since access to the computer device or system requires express 
authorisation to do so. 

 
Therefore, if, on the occasion of a house search, the acting police force locates a 
device and does not have authorisation to register it, it cannot be carried out at that 
time but must seek prior authorisation from the judge. 

 
▪ Costa Rica: procedure used  
 

1. Determine the probability of the existence of a crime.  
2. Identify possible hardware that may contain storage data that could be useful 

to the investigation (for example, mobile phones, smartwatches, computers, 
etc.). It doesn’t have to be a specific hardware, it could be all types of hardware 
of a specific genre (USBs, laptops, tablets, etc.)  

3. Determine the reason, according to the specific case and evidence collected, 
that justifies the suspicion that potential data important to the investigation 
could be in the hardware identified in point 2 (for example, the access to a 
victim’s phone in a homicide crime to determine with whom, how and when 
the victim interacted before the murder, or the trace of a IP address to a 
specific house in a child pornography case). 

4. Verify the place where the hardware usually resides (a house, workplace, 
outdoors, etc). 

5. Request a judge to order to seize and analyse the data contained in the 
hardware identified.  Also, if the hardware resides in a private space, a search 
and entry to the private place must be requested.  

6. Execute the order. 
 
4.1.2 Emergency or other urgent circumstances 
 
There was a surprising degree of uniformity in Parties’ approaches to urgent situations.  Many 
Parties presume that searches require warrants, but in some situations, the usual type of 
warrant cannot always be obtained with the usual procedure. Parties define emergencies in 
different ways. However, almost all Parties have provisions in emergencies, either by a legal 
text or in practice, to obtain some type of warrant – perhaps prosecutorial permission – or to 
apply for a warrant by a special method – for example, by telephone.  A number of Parties 
require later judicial ratification of searches conducted without prior judicial warrants.  Parties’ 
approaches are further detailed below. 
 
Some Parties31 provide for specific definitions of emergency/urgent circumstances in their 
domestic law. Examples of elements stated by Parties constituting emergency/urgent 
circumstances: 

 
30 For more details see Israel’s reply to question 2.1 in the compilation of replies document 
31 Argentina, Australia, Austria, Bosnia and Herzegovina, Croatia, Czech Republic, Estonia, France, 
Georgia, Germany, Hungary, Iceland, Morocco, Netherlands, Norway, Spain, Switzerland, USA. 
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▪ Australia: if it is relevant to an indictable offence in or on a conveyance, necessity to 

exercise the power to prevent the thing from being concealed, lost or destroyed, 
serious and urgent circumstances. 

 
▪ Austria: imminent danger - unavoidable need for immediate intervention”, for 

example if the purpose of the investigative measure would be jeopardised by waiting 
for a decision by the prosecution authority.  

 
▪ Bosnia and Herzegovina and Croatia: danger that the evidence will be destroyed, 

imminent danger for life and health, prolongation of the investigation or disabling the 
evidence collection or stopping the further criminal activity. 

 
▪ Cabo Verde: well-founded reason to expect the imminent commission of a crime that 

puts the life or integrity of any person at serious risk. 
 
▪ Canada: exigent circumstances – analysis whether there was an imminent danger of 

the loss, removal, destruction or disappearance of the evidence if the search is 
delayed or whether there is a degree of urgency that necessitates action by law 
enforcement. 

 
▪ Czech Republic: risk of damage, destruction, loss of or hiding the item important for 

criminal proceedings. 
 

▪ Estonia: immediate danger to the life, physical integrity, physical freedom or a high-
value property interest of a person is involved, and where it is not possible to apply 
for or to issue a relevant authorisation at a proper time. 

 
▪ France: the place is frequented by a person who constitutes a threat to public order.  

 
▪ Georgia: where delay of action could cause loss of data relevant for investigation or 

may render it unavailable at a later time, or there is a realistic threat to life or limb 
of a person, or where an item subject of seizure has been found unexpectedly in the 
course of search and that object was not meant to be covered by the original search 
warrant. 

 
▪ Germany: imminent danger - if the court order cannot be obtained without 

jeopardizing the purpose of the measure. 
 

▪ Grenada: emergency situations as specified in the warrant (e.g. kidnapping, threat 
or harm to person of national security interest, or threat or harm to a child) 

 
▪ Hungary: risk of delay that would significantly jeopardise the purpose of the search. 

 
▪ Iceland: imminent risk that waiting for a court order could result in damage to the 

procedure. 
 

▪ Mauritius: not defined, however, applications for warrants could explain that the 
circumstances are urgent. 

 
▪ Morocco: terrorist offence, in cases of extreme urgency or there is a fear that 

evidence may be lost. 
 

▪ Netherlands: reasonably expected disappearance of evidence, and when the arrival 
of the investigative judge cannot be awaited. 
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▪ North Macedonia: an armed or physical resistance expected; suspicion of a serious 

criminal offense, committed by a group, organization or a criminal enterprise; search 
supposed to be conducted in a public facility; a threat of possible destruction or cover 
up of any traces of the crime or objects important to the criminal procedure. 

 
▪ Norway: danger of delay. 

 
▪ Poland: urgent situation - the need to act urgently and quickly when any delay could 

lead to the loss, destruction or distortion of traces and evidence. 
 

▪ Republic of Moldova - cases not subject to postponement or cases of flagrante delicto 
 

▪ Spain: delaying the practice of the investigative measure may impair the obtaining 
of evidence (imminent risk that the information may disappear in whole or in part). 

 
▪ Sweden: if delay entails risk - the circumstances are such that the measure would 

lose its purpose if not performed immediately. 
 
▪ Switzerland:  imminent danger that may occur or a realistic danger that the traces 

of the crime, the object or the assets will disappear if the search is not carried out 
immediately. 

 
▪ United Kingdom: Urgent circumstances might include an immediate threat to life, or 

a credible and immediate threat to national security.32 
 
▪ USA: imminent danger of destruction of evidence, danger to life or serious bodily 

injury. 
 
Other Parties33 rely on another source of law when handling emergencies/urgent 
circumstances. Although domestic laws of those Parties do not expressly provide for a 
definition of an emergency or urgent circumstances, they may require, for example, an 
imminent danger to life, integrity, health of a person, or security of a nation or a risk that 
evidence may be lost.  
 
For example, Ghana stated that the CPA permits warrantless searches where an arrest is made 
and there is a need to conduct an immediate search or there are reasonable grounds to suspect 
that an item is tainted property or will provide evidence of a serious offence under the 
Economic and Organized Crime Act. 
 
In Tonga, Section 123 of the Police Act could be used to conduct searches of data in 
emergencies, since it provides for warrantless searches in serious offence cases that meet 
several other elements of the section. 
 
Some Parties also rely on verbal requests for issuing search warrants/court orders. One Party 
(Austria) indicated that when a competent authority for the issuance of the order can be 
reached by telephone, danger is not assumed to be sufficiently imminent to proceed without 
an order. Another Party (Montenegro) stated that a request can be made to an investigative 
judge by telephone, radio or by other means of electronic communication, in which case the 

 
32 Furthermore, The Investigation of Protected Electronic Information Revised Code of Practice August 
2018 provide a non-exhaustive list of examples for exceptional urgent circumstances in which immediate 
compliance with a notice may be appropriate. 
33 Andorra, Belgium, Brazil, Bulgaria, Canada, Costa Rica, Cyprus, Denmark, Estonia, Finland, Israel, 
Japan, Lithuania, Panama, Slovenia, Türkiye. 
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transcript of the call shall be made and shall be certified and kept with original records. North 
Macedonia also relies on verbal requests. Other Parties stated that as with any urgent or 
emergency warrant – there is a judge on call 24/7 (Israel) or a system of 24/7 duty for judges 
and prosecutors (Slovak Republic). 
 
With respect to procedural requirements to be met after a search in an emergency has begun, 
some Parties (Bosnia and Herzegovina, Bulgaria, Denmark, Georgia, Spain) indicated that their 
domestic law requires ex post facto validation by a court. If the emergency measure is not 
validated, the results of the investigation cannot be used as evidence.  
 
A few Parties (Albania, Armenia, Chile, Fiji, Greece, Peru, Portugal) stated that there are no 
rules in place when it comes to emergency/urgent circumstances. 
 
4.1.3 Lawfully acquired credentials 
 
Law enforcement authorities that are conducting searches may lawfully obtain access 
credentials in various ways – from a collaborator, from electronic storage to which they have 
legitimate access, from paper notes, and so on.  The assessment examined the extent to which 
lawfully obtained access credentials may be used in searches, including whether authorities 
must obtain supplementary judicial permission to use the credentials.   
 
Competent authorities of many Parties34 are empowered by legislation or by jurisprudence 
(Spain, Switzerland) to search or similarly access a computer system and data therein using 
lawfully acquired access credentials. 
 
Some Parties adopted internal standard procedures and guidelines where the use of lawfully 
acquired credentials is regulated (e. g. Poland).   
 
The issue is not regulated in the domestic laws of some Parties (Bosnia and Herzegovina, Cabo 
Verde, Hungary, Latvia, Norway, Portugal, Slovak Republic, Türkiye). Some Parties indicated 
that, though there is no specific provision with regard to accessing the system using access 
credentials, their applicable domestic law provides that the court in its decision authorises the 
right to access and search (e. g. Albania). 
 
Several Parties (Austria, Bulgaria, Iceland) indicated that the authorities may use voluntarily 
disclosed credentials (Germany, Romania, Slovak Republic, USA), while several (Austria, 
Bulgaria, Iceland) also specifically indicated that their authorities firstly ask the person who 
presumably knows the password to disclose it voluntarily before other measures are used.  
 
A number of Parties (Austria, Brazil, Czech Republic) emphasised that the person cannot be 
forced to hand over the data if such handing over could breach the person’s constitutional 
rights, such as the right to not incriminate oneself.   
 
Examples of practices include: 
 
▪ Australia: account takeover warrants 
 

These allow authorities to take control of a person’s online account for the purposes 
of gathering evidence about offences which carry a term of imprisonment of 3 years 
or more. An online account may include, for example, an account on a dark web 

 
34 Andorra, Armenia, Australia, Austria, Belgium, Brazil, Bulgaria, Canada, Costa Rica, Croatia, Cyprus, 
Czech Republic, Denmark, Dominican Republic, Estonia, Finland, France, Georgia, Ghana, Greece, Iceland, 
Israel, Japan, Liechtenstein, Montenegro, Netherlands, Nigeria, Panama, Philippines, Republic of Moldova, 
Romania, Senegal, Sierra Leone, Slovenia, Sweden, United Kingdom, USA. 
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forum or marketplace, an email service, social media account, subscription to a news 
service or a user profile of a messaging platform. An account takeover warrant 
facilitates covert and compelled (without consent of the account holder) account 
takeovers.  
 
An account takeover warrant allows authorities to use account credentials to change 
passwords, or other log-in details, associated with an account to lock out the account 
holder or user to gain exclusive access to the account. Any other activities, such as 
accessing data or performing undercover activities while in control of the account 
such as assuming a false identity, must be performed under a separate warrant or 
authorisation. At the conclusion of the warrant, the officer must take reasonable steps 
to restore access to the account to the account holder, if it is lawful for the account 
holder to operate the account. 

 
▪ Brazil: steps typically taken to execute the power of using lawfully acquired access 

credentials 
 

- The competent authorities must submit a request for the court order or search 
warrant to the competent court, providing the relevant facts and evidence 
supporting the need to access the computer system and data therein using 
lawfully acquired access credentials. 

- If the court grants the authorisation, the authorities will use the access 
credentials to access the computer system and data therein, in accordance 
with the terms and conditions specified in the court order or search warrant. 

- After the search or access is completed, the competent authorities must submit 
a report to the court, describing the results of the search or access, and 
providing a list of the data or information obtained. 

 
▪ Germany: consent to the measure 
 

A search warrant pursuant to Section 105 of the Code of Criminal Procedure is 
dispensable if the person concerned (in the case of several joint custody holders: all 
of them) expressly consents to the search. Simply letting it happen without objection 
is not sufficient, but unambiguous, silent consent is sufficient. This consent to the 
search will be documented.  

 
▪ Norway: proportionality requirement 
 

The general provisions on proportionality in the Criminal Procedure Act Section 170a 
apply:  
Section 170 a:  
A coercive measure may only be used when there are sufficient grounds for it. The coercive 
measure may not be used when it would be disproportionate to the nature of the case and 
the circumstances. The issue of proportionality would apply to how the access credentials 
are used, how this might affect third parties, the necessity of use, and the time period for 
access. 

 
4.1.4 Covert remote access 
 
The assessment also studied whether Parties may remotely access data secretly.  The domestic 
law of several Parties35 does not authorise their authorities to search or otherwise access a 
computer system and its data using covert remote access. 

 
35 Albania, Austria, Bosnia and Herzegovina, Brazil, Bulgaria, Costa Rica, Cyprus, Dominican Republic, 
Ghana, Grenada, Israel, Japan, Mauritius, Panama, Portugal, Sierra Leone, Slovak Republic. 
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Other Parties may do so mostly when other special circumstances are met. These may include 
availability of the measure only in relation to certain offences36 and other special 
circumstances, such as a target’s use of sophisticated technology37 or very limited duration.38  
 
Examples of specific covert remote access measures or measures alternative to covert remote 
access as provided by domestic laws of Parties include: 
 
▪ Andorra: undercover police officer, who could, if necessary, act on a computer system 

(Article 122 ter of the CPC). 
 
▪ Australia: delayed notification search warrant (Part IAAA of the Crimes Act), remote 

and covert search of electronic devices and content (Division 4 of Chapter 2 of the 
SD Act). 

 
▪ Belgium: secret searches in a computer system (article 90ter of the Code of Criminal 

Procedure). 
 

▪ Chile: use of computer programs that allow remote access and apprehending the 
content of a device, computer or computer system, without the knowledge of its user 
(Art. 225bis of the CPC). 

 
▪ Czech Republic: surveillance of Persons and Items (158d par. 3 and 4 of the CPC). 

 
▪ Denmark: secret search, data reading and interference with correspondence (Section 

799 of the Administration of Justice Act). 
 
▪ Estonia: covert surveillance, covert collection of samples for comparison and conduct 

of initial investigations, covert examination and substitution of an object § 126 of the 
CPC).   

 
▪ Fiji: collection of real-time collection of traffic data and interception of content data 

(Sections 22 and 23 of the TCA). 
 

▪ Finland: technical surveillance of a device (Section 23, Coercive Measures Act. Act). 
 
▪ France: capturing computer data, 3 special investigative techniques: the use of IMSI-

catcher, sound recording and image fixation, and the capture of computer data. 
 

▪ Georgia: covert remote access to a computer system (Article 143(1)b of the CCP). 
 
▪ Germany: covert remote search of information technology systems (Section 100b of 

the StPO). 
 

▪ Hungary: secret surveillance of an information system, secret search, secret 
surveillance of a locality, secret interception of a consignment, interception of 
communications (Sections 231-234 of CCP). 

 

 
36 Andorra, Argentina (in some jurisdictions), Australia, Belgium, Cabo Verde, Czech Republic, Denmark, 
Estonia, France, Georgia, Germany, Hungary, Iceland, Latvia, Lithuania, Montenegro, Netherlands, 
Norway, Republic of Moldova, Slovenia, Spain, Sweden, Türkiye. 
37 Belgium, Croatia, Finland, France, Germany, Montenegro, Spain, Switzerland, Türkiye, USA. 
38 Chile (maximum 30 days, the guarantee judge may extend this period for periods of up to the same 
duration, with a maximum of 60 days). 
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▪ Iceland: telephone tapping and other comparable measures (Chapter XI. of the CCP). 
 

▪ Latvia: control of Data Located in an Automated Data Processing System and Control 
of the Content of Transmitted Data (Articles 219 and 220 of the CPC respectively). 

 
▪ Lithuania: actions of pre-trial investigators without disclosing their identities (Article 

158 of the CPC). 
 

▪ Luxembourg: special investigative measures (Art. 88-1 to 88-4 of the CPC). 
 

▪ Montenegro: secret surveillance measures (Chapter 9 of the CPC). 
 
▪ Netherlands: “gaining remote and covert access” / “legal hacking” (Article 126nba 

DCCP or Article 181 jo 126ng DCCP with prior judicial authorisation). 
 

▪ Norway: data reading (Section 216 o and 216 p of the CPC). 
 

▪ North Macedonia: secret access and search of computer systems  (Article 252.4).  
 
▪ Republic of Moldova: Access, interception and recording of computer data (Article 

138 of the CPC) 
 

▪ Romania: surveillance measure performed covertly using lawfully acquired 
credentials (Article 138.1.b) 

 
▪ Senegal: installation and use of remote tools to obtain evidence useful for a case 

(Article 90-10).   
 
▪ Slovenia: possibility of controlling the computer system of a bank or other legal entity 

that performs financial or other economic activity. 
 

▪ Spain: remote searches of computer system (Article 588 septies of the CPL). 
 

▪ Sweden: secret data interception (Secret Data Interception Act). 
 
▪ Switzerland: using special IT programmes pursuant (Articles 269ter and 269quater 

CrimPC). 
 

▪ Tonga: interception of electronic communications (Section 14 of the Computer 
Crimes Act).  

 
▪ Turkey: investigation of the offense of online illegal betting (Article 5 of Law No. 

7258). 
 

▪ United Kingdom: Targeted Equipment Interference (TEI) warrant (s99(2) of the 
Investigatory Powers Act 2016). 

 
▪ USA: remote access to search electronic storage media (Federal Rule of Criminal 

Procedure 41(b)(6)). 
 
Responses suggest that the term “covert remote access” is understood differently by various 
Parties. Some Parties refer explicitly to remote searches of computer systems including 
introducing a special software in the system, others refer to traditional surveillance powers or 
use of undercover agents.  
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Numerous Parties39 pointed out that a court order is required to authorise such a measure. At 
least one Party (Greece) does not require such a court order in some cases.   
 
Some Parties (Belgium, Denmark, Estonia, France, Georgia, Hungary, Latvia, Norway, Spain, 
Switzerland) also indicated that the measure includes the possibility of real time collection of 
data, and requirements exist with respect to notification (Australia, Belgium, Denmark, 
Georgia40, Germany, Lithuania, Netherlands).  
 
With respect to other safeguards, some Parties (Costa Rica, Denmark, Estonia, Finland, 
Germany, Israel, Netherlands, Norway, Spain) stated that the measure can last only for a 
limited duration. One Party (Armenia) indicated that, although no specific provision regulates 
covert remote search, such measures may be carried out in practice.  
 
Examples of practices include: 
 
▪ France: capture of computer data 
 

- Articles 706-102-1 and 706-102-2 of the Code of Criminal Procedure define 
the measure. 

- It is possible to remotely and continuously capture data (text, images, audio, 
etc.) on a target computer terminal (computer, telephone, tablet, etc.).  

- Using this technique, investigators can both access the data contained on a 
digital terminal and intercept data flows.  

- This solution has the advantage of bypassing the encryption of 
communications. In addition to recording keystrokes and capturing screen 
copies, the technical device used makes it possible to retrieve conversations 
(from applications such as Skype or WhatsApp) and data stored in a computer 
system.  

- This makes it possible to remotely search a terminal's hard drive for 
information useful for legal investigations. Computer data are captured either 
by means of a technical device inserted directly into the medium or by remote 
injection.  

- The measure differs from the interception of electronic communications in that 
it targets computer data of any kind, not just written or sound messages. 

 
▪ Germany: covert remote search of information technology system  
 

- Measure is defined in Section 100b of the StPO. 
- It may be used to access an information technology system used by the person 

concerned and data may be collected from that system (covert remote search 
of information technology systems), even without the knowledge of the person 
concerned.  

- It is understood to mean the online extraction of electronic storage contents 
that are not the primary subject of ongoing communication. This is done by 
searching storage media (e.g. the hard drive), i.e. searching existing databases 
for content stored there, such as text files, images, e-mails already received 
or sent and stored on the target system. 

- The measure is conducted by a software specially designed for this purpose. It 
must be ensured technically that only changes to the information technology 
system are made that are indispensable for data collection and that the 

 
39 Andorra, Argentina, Australia, Belgium, Brazil, Canada, Czech Republic, Denmark, Estonia, Finland, 
Georgia, Germany, Hungary, Iceland, Latvia, Lithuania, Montenegro, Netherlands, Nigeria, Norway, Spain, 
Türkiye, USA. 
40 Georgia also requires data subject notification for this power after a year elapsed. 
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changes made are automatically reversed when the measure is terminated, 
insofar as this is technically possible.  

- In addition, there are data integrity and logging obligations.  
- The software can also be introduced into the target system via the Internet if 

this is technically possible. The provision does not permit the clandestine entry 
into a home for the purpose of inserting the program into a computer. 

 
▪ Netherlands: lawful hacking power and remote access with prior judicial authorisation 

based on lawfully obtained credentials 41 
 

The Computer Crime Act III sets out a statutory basis for the “hacking power” in the 
DCCP (Sections 126nba, 126uba and 126zpa  DCCP or Article 181 jo 126ng DCCP 
with prior judicial authorisation).  
The new investigative power allows specific designated law enforcement officials ‘to 
covertly access computerised systems {automated works}42 remotely, under certain 
conditions, that are used by suspects, with a view to certain investigative objectives 
in the area of the investigation of serious criminal offences’.  
After accessing a computerised system (such as a mobile phone or a server) the 
police may carry out a number of investigative activities, namely: 
- A) establishing specific characteristics of the computerised system or of the 

users thereof, such as their identity or location, and documenting such details;  
- B) executing an order to record confidential communications or wiretapping 

and recording communications;  
- C) executing an order for systematic observation;  
- D) documenting data stored in the computerised system; and  
- E) making data content inaccessible. 

 
4.1.5 Competent authorities that authorise and carry out a search 
 
Party Competent authority that 

authorises a search 
Competent authority that carries out a 
search 

Albania Judge Prosecutor, Judicial police, expertise may be 
involved 

Andorra Investigating judge Police officers and specialised authorities 
appointed by the investigating judge 

Argentina Judge Prosecutors and police officers 
Armenia Judge Police officers and technical experts 
Australia Judge or Administrative 

Review Tribunal (ART) 
member 

Law enforcement authorities, including 
constables or constables assisting 

Austria Prosecution authority Criminal investigation authority 
Azerbaijan Judge, Investigating judge Law enforcement authorities with technical 

expert assistance 
Belgium 39bis, § 2, paragraph 1: 

judicial police officer; 
39bis, § 2, subparagraph 2: 
public prosecutor; 
88ter: investigative judge ; 
90ter: investigative judge.  

Police experts 

 
41 For conditions for deployment of the measure and safeguards for persons as well as steps typically 
taken to execute the lawful hacking power, please see individual reply on Q 2.1.4 provided by the 
Netherlands. 
42 In the Computer Crimes III Act computerized systems are described as “automated devices/data 
carriers”. 
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Party Competent authority that 
authorises a search 

Competent authority that carries out a 
search 

Bosnia and 
Herzegovina 

Judge Prosecutors and police authorities assisted 
by computer forensics and digital forensics 
experts 

Brazil Judge Police officer with technical expert (to 
ensure the chain of custody), prosecutor 
with technical expert, specialised units 
within police and prosecutorial services 

Bulgaria Judge an investigator, an investigating police 
officer or an investigating customs officer. 
Other computer expert may be present 

Cabo Verde Judge, Prosecutor Judiciary Police or any technician or expert 
authorised 

Cameroon State counsel, examining 
magistrate 

Prosecutor 

Canada Judge Peace officer, public officer, technical 
expertise may be involved 

Colombia Judge Judicial police 
Costa Rica Judge Prosecutor's Office and/or the Judicial Police  
Croatia Investigating judge, judge Police officer and other specialised authority 
Cyprus Judge Police officer 
Czech Republic Judge Police officer 
Denmark Judge Danish national police 
Dominican 
Republic 

Judge Prosecutor, specialised cybercrime police 

Estonia Prosecutor Experts and other technical experts  
Fiji Judge Police and technical experts 
Finland Judge, prosecutor, police 

officer 
Police authorities and other technical 
experts 

France Judge Prosecutor, police officer, deputy 
prosecutor. Qualified persons to carry out 
technical examinations. Searches of special 
premises may be conducted by a 
magistrate. 

Georgia Magistrate Specialised investigators or regular 
investigators with assistance of technical 
specialists 

Germany Judge Police, custom or tax authorities. Other 
persons, such as interpreters, experts and 
expert witnesses may be involved 

Ghana Judge Police or law enforcement officers, technical 
and other experts 

Greece Judge, prosecutor Law enforcement officials, experts in digital 
forensics, cybersecurity, legal matters, and 
technical operations 

Grenada Magistrate Police officers 
Hungary Judge, prosecutor, 

investigating authority 
Prosecutor, Police and National Tax- and 
Customs Authority as investigating 
authorities, consultants with specific 
expertise 

Iceland Judge Police authorities 
Israel Judge The National Police, the Tax Authority, the 

Military Police, the Department of Internal 
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Party Competent authority that 
authorises a search 

Competent authority that carries out a 
search 
Police Investigations, the Securities 
Authority, the Competition Authority, and 
the Data Protection Authority 
 

Italy Prosecutor Police forces and other law enforcement 
agencies 

Japan Judge Public prosecutors, public prosecutor's 
assistant officers or judicial police officials 

Kiribati Judge Police officer 
Latvia investigating judge Specialised personnel 
Liechtenstein Investigating judge Digital Crime Unit of Liechtenstein’s National 

Police 
Lithuania Judge Pre-trial investigation officer or the 

prosecutor, IT specialists  
Luxembourg Investigating judge, 

prosecutor 
Police 

Malta Magistrate Police officers 
Mauritius Judge Investigatory authority 
Monaco  Judge, prosecutor State police (Cybercrime unit) 
Montenegro Investigative judge Police officers, officers of the Digital 

Forensic Centre 
Morocco Investigative judge (if the 

investigation is opened), 
prosecutor (during the 
investigation phase) 

judicial police officer 

Netherlands Judge, prosecutor, police 
officer (under certain 
circumstances also the police 
may carry out the search 
without authorisation and 
thus upon their own 
discretion) 

Prosecutor and police officer. IT experts 

Nigeria Judge Police  
North Macedonia Judge Prosecutor and law enforcement officers 
Norway Judge, prosecutor Police, prosecutors and related personnel 
Panama Judge, prosecutor Prosecutor 
Paraguay Judge  
Peru Judge Prosecutor, National police 
Philippines Judge Law enforcement officers 
Poland Judge, prosecutor Prosecutor, police officer 
Portugal Judge, prosecutor Prosecutor, police officer, specialised 

experts 
Republic of 
Moldova 

Investigating judge, 
prosecutor 

Prosecutor, law enforcement officers 

Romania Judge specialist working with the judicial bodies, 
external specialist or a specialized police 
officer, prosecutor or a police officer 
investigating the case 

San Marino Judge  Police officer 
Senegal Investigating judge, 

prosecutor 
Investigating judge; police under 
supervision of prosecutor or investigating 
judge 
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Party Competent authority that 
authorises a search 

Competent authority that carries out a 
search 

Serbia Judge Police 
Sierra Leone Judge Law enforcement officer 
Slovak Republic Judge, prosecutor Forensic technicians or experts 
Slovenia Judge police officer 
Spain Judge police officer, forensic engineering 

laboratories  
Sri Lanka Magistrate Police officers, forensic experts under police 

supervision 
Sweden Investigation leader, 

prosecutor or judge 
Investigating authority in cooperation with 
the experts in digital forensics or other 
specialized personnel 

Switzerland Judge, prosecutor Police officer, other specialised authority 
Tonga Magistrate  Police 
Tunisia Judge, prosecutor Police officer 
Türkiye Judge Law enforcement units 
Ukraine Investigating magistrate, 

judge 
Investigator, prosecutor 

United Kingdom Magistrate Police officer 
United States of 
America 

Judge Law enforcement officer 
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l C
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C
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 C
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 p
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at
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 p
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e 

ad
ve

rs
ar

ia
l s

ys
te

m
 o

f 
cr

im
in

al
 p
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 p
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 p
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w
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m
es

 t
o 
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 r
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 c
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ra
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h 
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 c
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 b
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r 
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ch
 t
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at
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 f
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 c
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ea
so

ns
, 

th
e 

ph
ys

ic
al

 d
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 c
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 m
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 b
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l p
ol

ic
e 

of
fic

er
s,

 e
ith

er
 b

y 
de

le
ga

tio
n 

fr
om

 t
he

 j
ud

ic
ia

ry
 o

r 
on

 
th

ei
r 

ow
n 

in
iti

at
iv

e 
in

 c
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 p
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 b
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 C
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 p
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 C
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 C
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 c
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at
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 m
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d.

 
 

S
an

 M
ar

in
o 

ap
pl

ie
s 

ge
ne

ra
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 p
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 p
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 c
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 c
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 b
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 c
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 b
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 c
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 p
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 f
ie

ld
 u

nd
er

 t
he

 j
ud

ge
. 

 
S
en

eg
al

  
S
ea

rc
h 

an
d 

se
iz

ur
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 t
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 c
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 c
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 d
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at
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 m
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 c
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 m
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 c
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 c
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 d
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 b
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 b
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 b
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 p
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 d
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 t
ra
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. 

 O
ff
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 m
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 d
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 m
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 p
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1.

 
 



80
 

 P
a
rt

y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

pe
rm

itt
ed

 o
nl

y 
w

he
n 

ne
ce

ss
ar

y 
to

 o
bt

ai
n 

th
e 

ev
id

en
ce

 a
nd

 m
us

t 
be

 a
ut

ho
ri
se

d 
an

d 
su

pe
rv

is
ed

 b
y 

th
e 

pr
os

ec
ut

or
 o

r 
ju

ge
 d
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 c
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 c
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eq
ue

st
ed

 b
y 
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 c
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d 
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 d
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 c
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 c
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 d
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 t
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 C
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re
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 c
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 d
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 p
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 b
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 p
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 c
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ty

. 
S
er

vi
ce

 p
ro

vi
de

rs
 a

nd
 s

ys
te

m
 o

w
ne

rs
 m

us
t 

co
op

er
at

e 
w

ith
 t

he
 in

ve
st

ig
at

in
g 

ag
en

ts
, 
w

ho
 m

ay
 a

ls
o 

or
de

r 
an

yo
ne

 w
ith

 k
no

w
le

dg
e 

of
 t

he
 s

ys
te

m
 t

o 
pr

ov
id

e 
ne

ce
ss

ar
y 

in
fo

rm
at

io
n.

 T
he

 m
ea

su
re

 c
an

’t 
la

st
 u

p 
to

 t
hr

ee
 m

on
th

s,
 w

ith
 li

ab
ili

ty
 fo

r 
th

os
e 

w
ho

 
fa

il 
to

 c
oo

pe
ra

te
. 

 Th
e 

se
ar

ch
 m

us
t 

be
 a

ut
ho

ri
se

d 
by

 t
he

 j
ud

ic
ia

l 
au

th
or

ity
. 

Po
lic

e 
fo

rc
es

 o
f 

sp
ec

ia
liz

ed
 u

ni
ts

 c
ar

ry
 o

ut
 

th
e 

se
ar

ch
 a

nd
 a

na
ly

si
s 

of
 th

e 
de

vi
ce

 w
hi

ch
 c

an
 b

e 
do

ne
 p

hy
si

ca
lly

 o
r 
by

 p
ar

tia
l o

ve
rt

ur
n.

 T
he

 te
ch

ni
ca

l 
ex

am
in

at
io

n 
is

 c
ar

ri
ed

 o
ut

 o
n 

a 
co

py
-m

ir
ro

r 
of

 t
he

 s
ys

te
m

 u
nd

er
 a

na
ly

si
s 

to
 p

re
ve

nt
 a

lte
ra

tio
n 

of
 t

he
 

or
ig

in
al

 c
on

te
nt

, 
an

d 
th

e 
se

iz
ed

 d
ev

ic
e 

is
 k

ep
t 

at
 t

he
 d

is
po

sa
l o

f 
th

e 
ju

di
ci

al
 a

ut
ho

ri
ty

. 
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th
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m
e
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re
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A

ss
e
ss

m
e
n

t 

 
S
ri
 L

an
ka

  
S
ea

rc
he

s 
an

d 
se

iz
ur

es
 o

f 
st

or
ed

 c
om

pu
te

r 
da

ta
 a

re
 p

ri
m

ar
ily

 g
ov

er
ne

d 
by

 t
he

 C
om

pu
te

r 
C
ri
m

e 
A
ct

 
N

o.
 2

4 
of

 2
00

7 
an

d 
th

e 
Pe

na
l 
C
od

e.
  

O
th

er
 s

ta
tu

te
s 

(s
pe

ci
fie

d 
in

 S
ri
 L

an
ka

’s
 r

es
po

ns
e)

 m
ay

 a
pp

ly
. 
 

Th
e 

po
w

er
s 

de
ri
vi

ng
 fr

om
 t
he

 C
C
A
 a

re
 p

ri
m

ar
ily

 r
el

at
ed

 t
o 

of
fe

nc
es

 a
ga

in
st

 o
r 

by
 m

ea
ns

 o
f c

om
pu

te
rs

. 
 

Th
ey

 m
ay

 a
ls

o 
ap

pl
y 

to
 o

th
er

 o
ff
en

ce
s 

if 
a 

co
m

pu
te

r 
or

 e
le

ct
ro

ni
c 

da
ta

 is
 in

te
gr

al
 t

o 
th

e 
co

m
m

is
si

on
 

of
 t
he

 o
ff

en
ce

 o
r 

ho
ld

s 
ev

id
en

ce
 r

el
at

ed
 t
o 

th
e 

of
fe

nc
e.

   
 A

cc
or

di
ng

 t
o 

S
ec

tio
n 

18
 o

f t
he

 C
C
A
, s

ea
rc

he
s 

an
d 

se
iz

ur
es

 i
n 

no
n-

ur
ge

nt
 c

ir
cu

m
st

an
ce

s 
m

ay
 b

e 
au

th
or

is
ed

 a
nd

 c
on

du
ct

ed
 o

nl
y 

pu
rs

ua
nt

 t
o 

a 
w

ar
ra

nt
 is

su
ed

 b
y 

a 
m

ag
is

tr
at

e.
  P

ol
ic

e 
of

fic
er

s 
w

ho
 a

cc
es

s 
co

m
pu

te
rs

 in
 in

ve
st

ig
at

io
ns

 u
nd

er
 t
he

 C
C
A 

m
us

t 
be

 p
re

-c
er

tif
ie

d 
by

 t
he

 I
ns

pe
ct

or
 G

en
er

al
 o

f 
Po

lic
e 

as
 c

om
pe

te
nt

 i
n 

di
gi

ta
l 

in
ve

st
ig

at
io

ns
. 
 

Fo
re

ns
ic

 e
xp

er
ts

 m
ay

 b
e 

ut
ili

se
d 

un
de

r 
po

lic
e 

su
pe

rv
is

io
n.

  
 

 It
 a

pp
ea

rs
 t

ha
t 

no
 p

ro
ce

du
ra

l 
gu

id
el

in
es

 o
r 

st
an

da
rd

 o
pe

ra
tin

g 
pr

oc
ed

ur
es

 h
av

e 
be

en
 a

do
pt

ed
, 

bu
t 

S
ec

tio
ns

 2
0-

24
 o

f t
he

 C
om

pu
te

r 
C
ri
m

e 
Ac

t 
de

ta
il 

th
e 

pr
oc

ed
ur

es
 fo

r 
se

ar
ch

es
 (

no
rm

al
 u

se
 o

f c
om

pu
te

r 
no

t 
to

 b
e 

ha
m

pe
re

d 
; 

po
w

er
 o

f 
po

lic
e 

of
fic

er
 t

o 
ar

re
st

, 
se

ar
ch

 a
nd

 s
ei

ze
 ;

 p
ol

ic
e 

of
fic

er
 t

o 
re

co
rd

 a
nd

 
af

fo
rd

 a
cc

es
s 

to
 s

ei
ze

d 
da

ta
 ;

 d
ut

y 
to

 a
ss

is
t 

in
ve

st
ig

at
io

n 
; 

co
nf

id
en

tia
lit

y 
of

 in
fo

rm
at

io
n 

ob
ta

in
ed

 in
 

th
e 

co
ur

se
 o

f 
an

 in
ve

st
ig

at
io

n)
. 

  
 S
ec

tio
n 

18
/2

 o
f 

th
e 

C
om

pu
te

r 
C
ri
m

e 
Ac

t 
pe

rm
its

 s
ea

rc
he

s 
w

ith
ou

t 
w

ar
ra

nt
 i
f 

th
e 

in
ve

st
ig

at
io

n 
m

us
t 

be
 c

on
du

ct
ed

 u
rg

en
tly

, t
he

re
 is

 a
 li

ke
lih

oo
d 

of
 th

e 
ev

id
en

ce
 b

ei
ng

 lo
st

, d
es

tr
oy

ed
, m

od
ifi

ed
 o

r 
re

nd
er

ed
 

in
ac

ce
ss

ib
le

, 
an

d 
th

er
e 

is
 a

 n
ee

d 
to

 m
ai

nt
ai

n 
th

e 
co

nf
id

en
tia

lit
y 

of
 t

he
 in

ve
st

ig
at

io
n.

  
 

 S
ri
 L

an
ka

 d
oe

s 
no

t 
ha

ve
 a

ut
ho

ri
ty

 t
o 

us
e 

la
w

fu
lly

 a
cq

ui
re

d 
ac

ce
ss

 c
re

de
nt

ia
ls

. 
  

 S
ri
 L

an
ka

n 
le

gi
sl

at
io

n 
do

es
 n

ot
 p

ro
vi

de
 f
or

 c
ov

er
t 

re
m

ot
e 

ac
ce

ss
. 
  

 

S
ri
 L

an
ka

 a
pp

lie
s 

a 
co

m
bi

na
tio

n 
of

 g
en

er
al

 a
nd

 s
pe

ci
fic

 
se

ar
ch

 a
nd

 s
ei

zu
re

 p
ow

er
s 

to
 im

pl
em

en
t 

A
rt

ic
le

 1
9.

1.
 

 

S
w

ed
en

 
S
ea

rc
h 

an
d 

se
iz

ur
e 

ar
e 

co
ve

re
d 

by
 s

ev
er

al
 g

en
er

al
 C

PC
 r

ul
es

 (
e.

g.
, 

se
ar

ch
 o

f 
pr

em
is

es
, 

bo
dy

 s
ea

rc
h)

 
an

d 
by

 r
ul

es
 s

pe
ci

fic
 t

o 
el

ec
tr

on
ic

 d
at

a 
an

d 
de

vi
ce

s 
(c

ov
er

ed
 r

em
ot

e 
ac

ce
ss

 c
al

le
d 

se
cr

et
 d

at
a 

in
te

rc
ep

tio
ns

).
  

Th
er

e 
ar

e 
re

qu
ir
em

en
ts

 f
or

 n
ot

ifi
ca

tio
n 

an
d 

pr
es

en
ce

 o
f 

th
e 

af
fe

ct
ed

 p
er

so
n 

or
 a

 
w

itn
es

s.
  

A
n 

or
de

r 
au

th
or

is
in

g 
th

e 
se

ar
ch

 o
f 

pr
em

is
es

 (
w

hi
ch

 m
ay

 l
ea

d 
to

 t
he

 s
ea

rc
h 

of
 e

le
ct

ro
ni

c 
de

vi
ce

s 
an

d 
da

ta
) 

is
 n

or
m

al
ly

 is
su

ed
 b

y 
th

e 
le

ad
er

 o
f 

th
e 

in
ve

st
ig

at
io

n 
(f

ro
m

 t
he

 P
ol

ic
e 

Au
th

or
ity

) 
or

 
a 

pr
os

ec
ut

or
.  

W
hi

ch
 o

ff
ic

ia
l l

ea
ds

 t
he

 in
ve

st
ig

at
io

n,
 a

nd
 it

s 
co

m
pl

ex
ity

, w
ill

 d
et

er
m

in
e 

w
ho

 a
ut

ho
ri
se

s 

S
w

ed
en

 a
pp

lie
s 

a 
co

m
bi

na
tio

n 
of

 g
en

er
al

 a
nd

 s
pe

ci
fic

 
se

ar
ch

 a
nd

 s
ei

zu
re

 p
ow

er
s 

to
 i

m
pl

em
en

t 
Ar

tic
le

 1
9.

1.
 

Pr
ov

is
io

ns
 s

pe
ci

fic
 t

o 
co

m
pu

te
r 

da
ta

 a
nd

 s
ys

te
m

s 
co

ul
d 

pe
rm

it 
gr

ea
te

r 
cl

ar
ity

 a
nd

 e
nh

an
ce

 le
ga

l c
er

ta
in

ty
. 
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Le

g
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la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

se
ar

ch
es

 a
nd

 s
ei

zu
re

s.
  A

t 
th

e 
st

ag
e 

w
he

n 
a 

pe
rs

on
 is

 r
ea

so
na

bl
y 

su
sp

ec
te

d 
of

 h
av

in
g 

co
m

m
itt

ed
 t

he
 

of
fe

nc
e,

 t
he

 i
nv

es
tig

at
io

n 
w

ou
ld

 b
e 

le
d 

by
 t

he
 p

ro
se

cu
to

r 
un

le
ss

 t
he

 i
nv

es
tig

at
io

n 
is

 o
f 

a 
le

ss
-

co
m

pl
ic

at
ed

 m
at

te
r.

  
Th

e 
ex

te
nt

 t
o 

w
hi

ch
 c

oe
rc

iv
e 

m
ea

su
re

s 
ar

e 
re

qu
ir
ed

 w
ill

 a
ff
ec

t 
w

he
th

er
 t

he
 

in
ve

st
ig

at
io

n 
is

 c
on

si
de

re
d 

su
ff
ic

ie
nt

ly
 c

om
pl

ex
 t

ha
t 

it 
sh

ou
ld

 b
e 

le
d 

by
 a

 p
ro

se
cu

to
r.

  
 

 If
 t

he
 s

ea
rc

h 
w

ill
 b

e 
ex

te
ns

iv
e 

or
 c

au
se

 e
xt

ra
or

di
na

ry
 in

co
nv

en
ie

nc
e,

 t
he

 s
ea

rc
h 

sh
ou

ld
 b

e 
co

nd
uc

te
d 

on
ly

 p
ur

su
an

t 
to

 a
n 

or
de

r 
is

su
ed

 b
y 

a 
co

ur
t 

un
le

ss
 t

he
 d

el
ay

 w
ou

ld
 e

nt
ai

l r
is

k.
  

“I
f 

de
la

y 
en

ta
ils

 r
is

k”
 

m
ea

ns
 t

ha
t 

th
e 

co
er

ci
ve

 m
ea

su
re

 w
ou

ld
 b

e 
po

in
tle

ss
 if

 n
ot

 p
er

fo
rm

ed
 im

m
ed

ia
te

ly
. 
 I

n 
th

at
 c

as
e,

 t
he

 
po

lic
e 

m
ay

 s
ea

rc
h 

w
ith

ou
t 

an
 o

rd
er

. 
 O

bj
ec

ts
 f

ou
nd

 d
ur

in
g 

a 
se

ar
ch

 t
ha

t 
ar

e 
re

as
on

ab
ly

 p
re

su
m

ed
 

im
po

rt
an

t 
to

 t
he

 in
ve

st
ig

at
io

n 
m

ay
 b

e 
se

iz
ed

. 
 O

bj
ec

ts
 o

th
er

w
is

e 
fo

un
d 

m
ay

 b
e 

se
iz

ed
 p

ur
su

an
t 

to
 a

n 
or

de
r 

fr
om

 t
he

 l
ea

de
r 

of
 t

he
 i

nv
es

tig
at

io
n 

or
 t

he
 p

ro
se

cu
to

r.
  

If
 d

el
ay

 e
nt

ai
ls

 r
is

k,
 o

bj
ec

ts
 m

ay
 b

e 
se

iz
ed

 a
bs

en
t 
an

 o
rd

er
.  

Th
e 

ex
ec

ut
io

n 
of

 s
ea

rc
he

s 
is

 c
on

du
ct

ed
 b

y 
th

e 
in

ve
st

ig
at

in
g 

au
th

or
ity

, i
de

al
ly

 
in

 c
oo

pe
ra

tio
n 

w
ith

 e
xp

er
ts

 i
n 

di
gi

ta
l 

fo
re

ns
ic

s 
or

 o
th

er
 s

pe
ci

al
is

ed
 p

er
so

nn
el

. 
 E

sp
ec

ia
lly

 c
om

pl
ex

 
ca

se
s 

ar
e 

ha
nd

le
d 

by
 e

xp
er

ts
 a

t 
th

e 
N

at
io

na
l F

or
en

si
c 

C
en

tr
e 

of
 t

he
 P

ol
ic

e 
A
ut

ho
ri
ty

. 
  

 La
w

fu
lly

 a
cq

ui
re

d 
ac

ce
ss

 c
re

de
nt

ia
ls

 m
ay

 b
e 

us
ed

, s
ub

je
ct

 t
o 

th
e 

us
ua

l r
eq

ui
re

m
en

ts
 r

eg
ar

di
ng

 s
ea

rc
h 

an
d 

se
iz

ur
e.

  
 

 C
ov

er
t 

re
m

ot
e 

ac
ce

ss
 c

al
le

d 
se

cr
et

 d
at

a 
in

te
rc

ep
tio

ns
 is

 p
os

si
bl

e,
 b

ut
 it

 m
ay

 b
e 

ap
pr

ov
ed

 o
nl

y 
if 

th
e 

re
as

on
s 

fo
r 

su
ch

 a
cc

es
s 

ou
tw

ei
gh

 t
he

 e
ff

ec
t 

on
 t

he
 r

ig
ht

s 
of

 t
he

 s
ea

rc
he

d 
pe

rs
on

 (
in

 t
he

 c
as

e 
of

 a
 

co
m

pu
te

r 
sy

st
em

, 
th

e 
se

ar
ch

ed
 p

er
so

n 
is

 n
or

m
al

ly
 t

he
 t

ar
ge

t)
. 

 P
er

m
is

si
on

 f
or

 s
uc

h 
ac

ce
ss

 i
s 

re
qu

es
te

d 
by

 a
 p

ro
se

cu
to

r,
 a

nd
 t

he
 c

ou
rt

 w
ill

 h
ol

d 
a 

he
ar

in
g 

w
ith

 a
n 

ap
po

in
te

d 
pu

bl
ic

 r
ep

re
se

nt
at

iv
e.

  
In

 u
rg

en
t 

ca
se

s,
 a

 p
ro

se
cu

to
r 

m
ay

 a
pp

ro
ve

 s
uc

h 
ac

ce
ss

 b
ef

or
e 

th
e 

m
at

te
r 

is
 h

ea
rd

 b
y 

th
e 

co
ur

t.
  

C
ov

er
t 

re
m

ot
e 

ac
ce

ss
 is

 a
va

ila
bl

e 
on

ly
 if

 t
he

 m
ea

su
re

 is
 o

f 
ex

tr
ao

rd
in

ar
y 

im
po

rt
an

ce
 in

 c
as

es
 w

he
re

 
th

er
e 

is
 a

 p
ot

en
tia

l 
se

nt
en

ce
 o

f 
at

 l
ea

st
 t

w
o 

ye
ar

s’
 i

m
pr

is
on

m
en

t 
or

 i
n 

re
la

tio
n 

to
 a

 c
er

ta
in

 l
is

t 
of

 
cr

im
es

.  
Th

e 
ex

ec
ut

in
g 

au
th

or
ity

 in
 s

uc
h 

ca
se

s 
m

us
t 
ap

po
in

t 
at

 le
as

t 
on

e 
pe

rs
on

 w
ith

 s
pe

ci
al

 e
xp

er
tis

e 
to

 c
on

du
ct

 t
he

 m
ea

su
re

. 
  

 S
w

ed
en

 s
up

pl
ie

d 
he

lp
fu

l 
an

ci
lla

ry
 m

at
er

ia
ls

 a
nd

 i
nf

or
m

at
io

n 
ab

ou
t 

its
 s

ea
rc

h 
an

d 
se

iz
ur

e 
la

w
 a

nd
 

pr
ac

tic
e.
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th
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su

re
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A

ss
e
ss

m
e
n

t 

S
w

itz
er

la
nd

  
Th

e 
re

gu
la

tio
ns

 fo
r 

no
n-

el
ec

tr
on

ic
 s

ea
rc

he
s 

an
d 

se
iz

ur
es

 a
ls

o 
co

ve
r 

se
ar

ch
es

 a
nd

 s
ei

zu
re

s 
of

 e
le

ct
ro

ni
c 

sy
st

em
s 

an
d 

da
ta

. 
 I

n 
ad

di
tio

n,
 t

he
 C

ri
m

PC
 i

n 
pa

rt
 e

xp
lic

itl
y 

pr
ov

id
es

 f
or

 s
ea

rc
he

s 
an

d 
se

iz
ur

es
 o

f 
el

ec
tr

on
ic

 d
at

a 
an

d 
st

or
ag

e.
  

G
en

er
al

ly
, 

bo
th

 s
ea

rc
he

s 
an

d 
se

iz
ur

es
 m

ay
 b

e 
au

th
or

is
ed

 b
y 

a 
w

ri
tt

en
 

or
de

r,
 is

su
ed

 if
 t

he
 s

ev
er

al
 e

le
m

en
ts

 s
pe

ci
fie

d 
in

 t
he

 r
el

ev
an

t 
C
ri
m

PC
 s

ec
tio

ns
 h

av
e 

be
en

 s
at

is
fie

d.
  I

n 
pr

in
ci

pl
e,

 a
 p

ro
se

cu
to

r 
m

ay
 a

ls
o 

or
de

r 
a 

se
ar

ch
 w

ith
ou

t 
co

ur
t 

au
th

or
is

at
io

n.
  T

he
re

fo
re
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5 EXTENDING A SEARCH TO ANOTHER SYSTEM (ASSESSMENT OF 
ARTICLE 19.2) 

 
This section assesses implementation of Article 19.2: 
 

Article 19 – Search and seizure of stored computer data 
 
2  Each Party shall adopt such legislative and other measures as may be necessary to 

ensure that where its authorities search or similarly access a specific computer 
system or part of it, pursuant to paragraph 1.a, and have grounds to believe that 
the data sought is stored in another computer system or part of it in its territory, 
and such data is lawfully accessible from or available to the initial system, the 
authorities shall be able to expeditiously extend the search or similar accessing to 
the other system. 

 
5.1 Implementation of Article 19.2: overview 
 
5.1.1 Legislative and other measures, procedure for extending a search – 

summary 
 
The Convention does not prescribe how an extension of a search is to be permitted or 
undertaken and this is left to domestic law. Parties have thus taken various approaches.  
 
Numerous Parties43 have implemented the measure through specific provisions in their 
domestic law.  
 
Many States44 require a court to authorise this measure. 
 
Generally, when extending a search, most of the States45  use the same procedure, as in 
relation to other searches. One Party (Cabo Verde) also specified that it has not yet applied 
the measure of extension of search.  
 
On the other hand, for example, Sweden relies on general powers to implement Art. 19.1. It 
implements extension of searches through a specific power, entitled “remote search,” that 
enables searching for data stored in a readable information system outside the electronic 
communications equipment used to perform the search. 
 
The assessment of Article 19.2 focuses solely on the question whether a Party has developed 
the power of extension of search for purely domestic situations, i.e. when the initial computer 
system and a connected computer system are in that Party’s territory. Whether a party may 
extend the search to computer systems outside its territory does not affect the assessment of 

 
43 Albania, Australia, Belgium, Cabo Verde, Canada, Croatia, Fiji, France, Germany, Greece, Hungary, 
Israel, Japan, Latvia, Montenegro, Netherlands, Norway, North Macedonia, Portugal, Romania, Senegal, 
Sierra Leone, Slovenia, Spain, Sweden, Türkiye, USA. 
44 Albania, Andorra, Armenia, Belgium, Bosnia and Herzegovina, Brazil, Bulgaria, Canada, Costa Rica, 
Croatia, Cyprus, Czech Republic, Denmark, Estonia, France, Georgia, Germany, Ghana, Iceland, Israel, 
Japan, Latvia, Liechtenstein, Lithuania, Montenegro, Netherlands, Nigeria, Norway, North Macedonia, 
Paraguay, Peru, Philippines, Romania, San Marino, Senegal, Serbia, Slovak Republic, Slovenia, Spain, 
Türkiye, United Kingdom, USA. 
45 Albania, Andorra, Australia, Austria, Belgium, Bosnia and Herzegovina, Brazil, Bulgaria, Cabo Verde, 
Canada, Costa Rica, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Georgia, Greece, 
Hungary, Iceland, Japan, Latvia, Liechtenstein, Lithuania, Montenegro, Netherlands, Nigeria, Norway, 
Panama, Peru, Paraguay, Portugal, Romania, Senegal, Slovak Republic, Slovenia, Türkiye, USA. 
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its Article 19.2 implementation. Such assessment concerns exclusively measures that a Party 
is required to take at the national level “in its territory”. 
 
Article 19.2 does not address transborder search and seizure, whereby States could directly 
search and seize data stored in the territory of other States without having to go through the 
usual channels of mutual legal assistance. The fact that Article 19.2 does not address the issue 
is however without prejudice to situations where a Party may expeditiously extend the search 
or similar accessing to another computer system under certain conditions in other Parties’ 
territories, as is the case of several States (Andorra, Austria, Belgium, Brazil, Estonia, Iceland, 
Netherlands, Portugal, Senegal, Spain). Information on such measures is included also in the 
following sections of this chapter, as it remains of interest to the T-CY.  
 
In accordance with Article 39, paragraph 3, nothing in the Convention requires or invites a 
Party to establish powers or procedures other than those contained in this Convention, nor 
precludes a Party from doing so. Because the Convention is silent on this issue, it would not 
protect a Party who chose to access computer systems in other Parties’ territories from legal 
liability under the laws of the Party in which the accessed computer system may be located. 
 
 
5.1.2 Grounds to believe that data sought is stored in another system in its 

territory 
 
When establishing grounds to believe that data sought is stored in another computer system 
or part of it in their territory, Parties either rely on rules established under their general legal 
framework (such as Czech Republic or Norway), text specifically covering search and seizure 
of computer data (Australia), guidelines that implement the rules that are set by the domestic 
law of the Parties (Bosnia and Herzegovina), or other standard operating procedures 
(Netherlands).  
 
Many Parties do not necessarily define “grounds to believe” or “reasonable grounds”, but their 
domestic law enumerates conditions that must be met to authorise an extension of searches. 
For example, Belgium requires that the extension must be necessary to establish the truth 
about the offence that is the subject of the investigation. In addition, there must be no other 
less intrusive measures available that can achieve the same result or there must be a risk that, 
without this extension, evidence will be lost. Taking other measures (e.g., several search 
warrants) would be thus disproportionate. 
 
Several Parties also indicated that these grounds are determined based on the specific 
circumstances in the individual cases.  
 
The following are other examples of elements of grounds to believe (or alternatives) that were 
mentioned in the country replies: 
 
▪ Analysing and reviewing the settings on the device containing the relevant data 

(Austria). 
 
▪ Location of the computer system (Bosnia and Herzegovina). 
 
▪ "Sufficient or positive probability" that data are in the place where they are indicated 

(Costa Rica). 
 
▪ Establishing existence of data and, if possible, location of other connected devices 

(Croatia). 
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▪ Reasonable suspicion that the item or person important for criminal proceedings is 
located in the apartment or other premises used for accommodation or belonging to 
the person (Czech Republic). 

  
▪ Search can lead to the discovery of a document or data to be seized or copied 

(Finland). 
 
▪ Data of interest to the investigation, objects, documents and computer data useful 

in establishing the truth (France). 
 
▪ Imminent loss of data, existence of initial suspicion (Germany). 
 
▪ Reasonable suspicion that data are stored in another computer system and data are 

deemed relevant for the investigation (Hungary). 
 
▪ Facts indicating the likelihood that reasons for search exist (Montenegro). 
 
▪ Situations where it is considered more likely than not that the accused has committed 

the criminal offence in question (Norway). 
 
▪ Initial suspicion that a punishable act has been committed that may constitute a 

crime (Peru). 
 

▪ Information on the basis of which the authorities can reasonably assume that the 
wanted objects are in the given premises or that a suspect is present there (Poland). 

 
▪ “Indications” that evidence is in a reserved place or not freely accessible to the public 

(Portugal). 
 
▪ Demonstration that sought data were found in another computer system and they 

were accessible from the initial system (Portugal). 
 

▪ A totality of elements or facts indicating that it is likely that stored data in a system 
beyond the initial system could contribute to determining the truth (Senegal).    

 
▪ Probability that the electronic device contains electronic data or traces of a criminal 

act can be discovered that are relevant to criminal proceedings (Slovenia). 
 
▪ “Founded reasons to consider” - rational indications that a second system in which 

data relevant to the investigation are housed (Spain). 
 

▪ Search may be extended in the following cases: a) in a readable information system 
that the person who is reasonably suspected of the offence is likely to have used; or 
b) the authorities may conduct a search if there is extraordinary reason to assume 
that information of potential importance can be found (Sweden) 

 
▪ Presumption of relevance to seizure and sufficient suspicion. This is established on 

the basis of concrete evidence (Switzerland). 
 
▪ Basis for believing the devices or data to be searched are located within the relevant 

district (USA) 
 
Examples of practices include: 
 
▪ Australia: reasonable grounds 
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Division 4 of Chapter 2 of the SD Act establishes that in order to apply for a computer 
access warrant, a law enforcement officer must suspect on reasonable grounds that: 

 
- one or more relevant offences have been, are being, are about to be, or are 

likely to be, committed; and 
- an investigation into those offences is being, will be, or is likely to be, 

conducted; and 
- access to data held in a computer (the target computer) is necessary, in the 

course of that investigation, for the purpose of enabling evidence to be 
obtained of: 
- the commission of those offences; or 
- the identity or location of the offenders. 

 
▪ Liechtenstein: means to establish grounds to believe 
 

Competent authorities typically establish they have “grounds to believe” that the data 
sought are stored in another computer system or part of its territory through the 
following:  

 
- 1. Police interviews with suspects or witnesses.  
- 2. IP addresses show different location data.  
- 3. Monitors or docking station are without a computer or notebook.  
- 4. Any other references in the computer system to external systems, that are 

not present.  
 
5.1.3 “In its territory” and beyond 
 
Like all articles in Section 2 of the Convention, Article 19.2 concerns only measures that are 
required to be taken at the national level. Although an extension of searches to a different 
territory is a measure that goes beyond of the scope of this assessment, this aspect has been 
of interest to the T-CY for many years.46 Therefore, information on the application of this power 
beyond “its territory” is also provided in various parts of this report.  
 
The domestic laws of some Parties impose an affirmative requirement that the connected 
system be in the territory of the State executing the measure (Armenia, Bosnia and 
Herzegovina (including entity of Federation of Bosnia and Herzegovina), Bulgaria, Costa Rica, 
Latvia, Paraguay, USA47). 
 
More specifically, Costa Rica understands territory as a physical place (sea, air, ground 
territory, etc) in which it exercises its sovereign powers. It requires that the computer system 
where the data are stored must be in its territory, or that the provider of the service has an 
open business office in Costa Rica. Paraguay referred to its requirement of the implication of 

 
46 See the work of the T-CY on transborder access to data, on cloud evidence, or on undercover 
investigations and extension of searches. https://www.coe.int/en/web/cybercrime/tcy  
47 The law of United States of America (Rule 41) incorporates geographic limitations on the circumstances 
in which a court may authorise a search warrant. The most common basis for seeking a warrant is the 
situation where the property to be searched or seized is located in the district of the issuing judge, which 
will in all circumstances be in the territory of the United States. Rule 41 does authorise federal judges to 
issue warrants to authorise law enforcement to remotely access electronic storage media in the United 
States and seize electronically stored information, regardless of whether the media or information is in the 
judge’s district, in two circumstances that occur in cybercrime investigations. The first, applicable here, is 
when the location of the media or information to be searched “has been concealed through technological 
means.” 

https://www.coe.int/en/web/cybercrime/tcy
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the element of territorial jurisdiction in the process and to that the place of the event must be 
stated. The domestic law of the US incorporates geographic limitations on the circumstances 
in which a court may authorise a search warrant. 
  
The domestic law of other Parties48 does not impose an affirmative requirement that the 
connected system be in the territory of the Party executing the measure. 
 
This aspect of the assessment relates only to a Party’s ability to extend searches within its own 
physical territory, i.e., when the initial computer system and a connected computer system 
are in that Party’s territory.  However, many States may extend the measure to access data 
possibly located abroad.49  They indicated that the following conditions ordinarily must be met 
in order to search data that might be stored outside of their territory: 
 
▪ Albania: necessary to specify possible location of the data, in order for the court to 

authorise the measure. 
 

▪ Andorra: connection point such as an Andorran mailbox, a cloud connected to the 
system or an e-mail address, etc. 

 
▪ Australia: access agreed to by an appropriate consenting official of the foreign 

country. 
 

▪ Belgium: the authorities must carry out acts from the territory of Belgium, notification 
of State concerned. 

 
▪ Bosnia and Herzegovina (Republika Srpska): if access from the computer system of 

a suspect is enabled, computer systems that can be accessed may be searched even 
if located in another country. 

 
▪ Brazil: the fact that data may be stored abroad is not an issue when accessing the 

cloud, as long as the stored data is legally reachable from the Brazilian territory.  
 
▪ Croatia: measure applies to computer and devices connected with the computer. 

 
▪ Czech Republic: device from which the data are available must be located in its 

territory; the data may be located in the territory of a foreign country. 
  
▪ Denmark: applies to data that may be accessed from the person’s computer (even if 

the digital messages have not yet been technically obtained from the internet 
provider). 

 
▪ Estonia: no limitations. 

 
▪ Fiji: the powers apply to data found or accessible from Fiji.  
 
▪ Finland: the powers apply to the data likely to be located within the geographical 

borders of Finland. Sometimes case-by-case basis considered in cases where the data 
can be accessed (not necessarily stored) in Finland. 

 
48 Albania, Andorra, Australia, Austria, Belgium, Bosnia and Herzegovina (applicable to entity of Republika 
Srpska and Brcko District), Brazil, Croatia, Czech Republic, Denmark, Estonia, Finland, France, Georgia, 
Hungary, Germany, Iceland, Israel, Italy, Japan, Latvia, Liechtenstein, Lithuania, Montenegro, 
Netherlands, Nigeria, Norway, Peru, Poland, Portugal, Senegal, Slovak Republic, Slovenia, Spain, Sweden, 
Switzerland, Türkiye. 
49 See also the following section on loss of knowledge of location.   
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▪ France: in case of a cloud - if the computer equipment allows a connection to a 

remote service, the investigators will in principle be able to access it. If data stored 
abroad, authorities use Article 32 of the Convention on Cybercrime.  

 
▪ Georgia: access must be carried out from its territory and must be lawful (was 

(including by using applications that were logged in during searches). 
 

▪ Germany: in cases of cloud computing when it cannot be determined where the data 
are located. 

 
▪ Hungary: computer system from which the data is accessed must be located in its 

territory. 
 

▪ Liechtenstein: when access to a remote computer system (e.g. service in a cloud) is 
available from its territory. 

 
▪ Luxembourg: All data stored or accessible in/from the Luxembourgish territory may 

be accessed and searched. 
 
▪ Malta: any act is committed outside Malta which would have constituted an offence 

had it been committed in Malta. if the commission affects any computer, software, 
data or supporting documentation which is situated in Malta or is in any way linked 
or connected to a computer in Malta. 

 
▪ Norway: measure commenced on a Norwegian soil against a Norwegian 

citizen/company a Norwegian company with offices in Norway; data must be freely 
retrieved from the storage place abroad, remain on the foreign server, and no 
changes must be made to the information.50 

 
▪ Philippines: Any part of the computer system used must be within the Philippine 

jurisdiction, including its interior and maritime zone.  
 

▪ Poland: it cannot be established where the data are stored.  
 

▪ Portugal: a search may be extended, regardless of the location of the remote system. 
 

▪ Senegal: subject to applicable international arrangements, a judge may collect stored 
data in a system located outside Senegalese territory, assuming that the system is 
accessible from an initially-searched system.  Such extension must be necessary to 
determining the truth or there must be risks of loss of evidence.  The extension must 
reach only those systems to which persons authorised to use the initial system have 
access.  The judge must inform the person in charge of the system unless their 
identity or address cannot be found.   

 
▪ Spain: what is decisive is not the physical location of the data, but from where it is 

accessible. 
 

▪ Switzerland: if the access credentials are acquired lawfully and the conditions for a 
search are met, a remote access is generally possible if conducted from Switzerland.  

 
▪ Türkiye: the computer system "used by the suspect" in Turkish territory has a 

connection with the system "used by the suspect" in another country. 

 
50 See Appendix, The Supreme Court of Norway - Order - HR-2019-610-A (Tidal case). 
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▪ United Kingdom: warrants under IPA have extraterritorial effect. For TEI this is 

covered in sections 126 and 127 of the IPA. 
 

▪ USA: location of the media or information to be searched “has been concealed 
through technological means”. 

 
Other Parties51 stated that this aspect is not addressed in their domestic laws or that they 
proceed based on specific circumstances of the individual case.  
 
Although there is no affirmative requirement that a connected system must be located in the 
territories of Chile, Peru, San Marino, Sierra Leone and Slovak Republic, these Parties pointed 
out that the territorial applicability of their domestic legislation is limited to their soil and 
specified that in relation to data located abroad, other available mechanisms under 
international law, such as MLA, must be applied.  
 
Canada stated that its law is circumscribed by the principle of territoriality and extraterritorial 
extension of a search would be permissible only after enactment of a law that explicitly 
permitted such extensions. Grenada, The Republic of Moldova and Tonga indicated that 
searches/seizures are restricted only to data or systems physically within their territory. 
 
5.1.4 Loss of (knowledge of) location / “unknown location” 
 
Cloud computing has meant that criminal justice authorities more often face challenges where 
the location of the data is not known or locating data is not feasible.52 Sometimes even the 
service provider might not know the exact location of data. Bearing in mind the importance of 
an effective criminal justice response in the face of increasing difficulties in obtaining evidence 
in “loss of (knowledge of) location” cases, learning how a Party approaches these situations 
may be beneficial for others.  
 
In general, Parties emphasized that they first make every reasonable effort to learn the 
location of the data.  Parties also emphasized that they use international cooperation 
mechanisms whenever possible.  A few States did not explain how they proceed when these 
processes fail or cannot be used.  However, most responding Parties stated that, if they had 
no other choice, they would knowingly extend a search to another country under certain 
circumstances.  Those circumstances may be very limited.  The section below details States’ 
approaches to these issues.   
 
In cases of loss of (knowledge of) location situations, numerous Parties53  continue as if the 
data were in their territory.  
 
However, some of the Parties specified the following elements that must be met: 
 

 
51 Iceland, Israel, Japan, Lithuania, Montenegro, Morocco, Slovenia. 
52 See for example Cybercrime Convention Committee (T-CY), Criminal justice access to electronic 
evidence in the cloud: Recommendations for consideration by the T-CY Final report of the T-CY Cloud 
Evidence Group, 16 September 2016. See also Sansom, Gareth (2008) about the problem of “location” in 
cyberspace. 
http://www.coe.int/t/dg1/legalcooperation/economiccrime/cybercrime/TCY/ 
Gareth%20Samson%20Website%20Location.pdf   
53 Australia, Austria, Bosnia and Herzegovina, Canada, Croatia, Czech Republic, Denmark, Estonia, France, 
Germany, Hungary, Malta, Netherlands, Poland, Portugal, Senegal, Slovenia, Spain, Sweden, Switzerland, 
Türkiye. 
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▪ Australia: the person executing a computer access warrant is physically present in 
Australia. In addition to the location where the data is held is unknown or cannot 
reasonably be determined.  

 
▪ Canada: the location of the data is not known, for example, in certain dark web 

scenarios or when a computer system has established encrypted tunnels to data 
storage devices in unknown locations. 

 
▪ Czech Republic: possible to seize and search data available from device located in 

the Czech Republic. 
 

▪ Denmark: if the crime subject to Danish right of punishment, investigated by Danish 
authorities, crime has an effect in Denmark. 

 
▪ Fiji: if permitted technically by the search warrant, the data may be seized, but if any 

other technical methods are to be used, then another search warrant must be 
requested until all technical avenues are exhausted. 

 
▪ France: what is decisive is from where the authorities have access and not location 

of the data. 
 

▪ Germany: the measure may be used only when it cannot be determined where the 
data are located. 

 
▪ Hungary: an information system through which the data are accessible must be in 

Hungary. 
 

▪ Mauritius: Mauritian approach depends on the type of data sought and its possible 
location.  “If it is in some domain, there is a chance of retrieving the data provided it 
is accessible from Mauritius.” 

 
▪ Netherlands: reasonable action to establish a location is taken, actions should be 

proportional. 
 
▪ Spain: what is decisive is from where the data are accessible. 

 
▪ Sweden: the measure is taken within a Swedish criminal investigation and as a 

consequence relates to a suspicion of a crime that falls within Swedish jurisdiction; 
the measure is taken with the use of equipment that is located in Sweden; the 
measure is taken in a manner so that the wanted information is not deleted or in 
another way affected in relation to its content. 

 
▪ Switzerland: what is decisive is from where the data are accessed. 
 
▪ Türkiye: the computer system "used by the suspect" in Turkish territory has a 

connection with the system "used by the suspect" in another country. 
 

▪ USA: location of the media or information to be searched “has been concealed 
through technological means”. 

 
A few States (Chile, Costa Rica, Paraguay) indicated that in such cases they do not pursue the 
data if the location cannot be determined. Parties use various means to determine such data.  
 
More specifically, Costa Rica stated that it tries to find out the seat of the provider to identify 
the country concerned. If the location cannot be determined, the case is dismissed. Paraguay 
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pointed out that it applies the principle of in dubio pro reo and dismisses the case. Grenada 
stated that if the location cannot be determined after all means of obtaining this information 
have been used, the process is stopped. 
 
There are a number of States (Andorra, Belgium, Bulgaria, Finland, Israel, Japan, Latvia, 
Norway, United Kingdom, USA) that proceed on a case-by-case basis and execution of the 
measure depends on several elements. One Party (Dominican Republic) stated that in cases 
where the exact location of the data is unknown, a preservation request is made to the service 
provider, who will indicate the location of the stored data. Other Party (Sierra Leone) informed 
that so far, it has not encountered any situations when it could not be determined where the 
data sought is stored. 
 
Some of those States indicated the following elements which are taken into account by 
authorities when they exercise the powers: 
 
▪ Belgium: Access from Belgium, (notification not required, as the state concerned is 

not known). 
 
▪ Bulgaria: tries to determine location of remote data by using all possible means, 

further steps depend on decision of the authority pursuing the data. 
 

▪ Japan: Article 32 of the Convention on Cybercrime is followed, there is lawful and 
voluntary consent of a person with lawful authority to disclose the records. Such 
approach confirmed also by a judicial precedent.  

 
▪ Norway: tries to get information from other States, EUROPOL, CERTs. When possible, 

to obtain consent, Article 32 of the Convention on Cybercrime is used.  
 
A few States indicated that the issue is not addressed in their domestic law (Georgia) or that 
they use operational procedures to determine the location of the data (Panama, Slovak 
Republic) without further specifying how they proceed if the location of the data cannot be 
determined. 
 
Examples of practices include: 
 
▪ Bosnia and Herzegovina: steps to identification of the data 
 

The authorities must first attempt to identify the location of the data sought through 
the use of all available means, such as IP address tracing, network mapping, and 
other technical methods. If the authorities are unable to determine the location of 
the data using these methods, they must then submit a request to the court for a 
warrant to search and seize the data from any computer system that may reasonably 
contain data sought. 

 
▪ Finland: what to consider when measure is pursued 
 

In each individual case, authorities aim to establish the location of the data with all 
available means. If not established, the following points, among others, are 
considered depending on the case: 
 
- the nature of the offence under investigation and any internationally binding 

bilateral and multilateral agreements;  
- compliance with the due diligence principle and related obligations;  
- the suspect’s nationality and country of permanent residence;    
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- the place of commission of the offence, any links to another State, the place 
where damage occurred, and the location of any victims and witnesses;   

- the impact of the measure and procedures on the sovereignty of the other 
State; 

- the impact of the measure and procedures on the target persons;  
- the measure will not interfere in the internal affairs of the other State in any 

respect, or target any information or services that are necessary for carrying 
the essential duties of the other State; 

- the measure will not cause any material damage or delete or edit data or cause 
malfunction of the target devices; 

- legal remedies available to the target persons. 
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 b
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 b
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 c
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at
io

n 
ca

n 
th

en
 b

e 
m

ad
e 

fo
r 

an
 o

rd
er

 e
xt

en
di

ng
 a

 
se

ar
ch

. 
  

 “I
n 

its
 t

er
ri
to

ry
” 

is
 a

pp
lie

d 
vi

a 
A
rt

ic
le

 3
 o

f 
th

e 
C
PC

, 
w

hi
ch

 p
ro

vi
de

s 
th

at
 t

he
 C

PC
 i
s 

ap
pl

ic
ab

le
 t

hr
ou

gh
ou

t 
th
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 m
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ay
 a

pp
ro

ac
h 

th
e 

ta
rg

et
’s

 s
er

vi
ce

 p
ro

vi
de

r 
w

ith
 a

ny
 a

va
ila

bl
e 

in
fo

rm
at

io
n 

to
 s

ee
k 

th
e 

pr
ov

id
er

’s
 

co
op

er
at

io
n.

  
In

 c
as

es
 i

n 
w

hi
ch

 t
he

 a
va

ila
bl

e 
in

fo
rm

at
io

n 
al

lo
w

s 
ac

ce
ss

 t
o 

th
e 

da
ta

 w
ith

ou
t 

th
e 

ne
ed

 t
o 

ge
ol

oc
at

e 
it 

be
fo

re
ha

nd
, 

th
e 

au
th

or
iti

es
 m

ay
 p

ro
ce

ed
 w

ith
 a

cc
es

s 
an

d 
de

te
rm

in
e 

th
e 

lo
ca

tio
n 

la
te

r 
if 

th
e 

ev
id

en
ce

 is
 in

di
sp

en
sa

bl
e.

  
 

 
B
os

ni
a 

an
d 

H
er

ze
go

vi
na

 
B
os

ni
a 

an
d 

H
er

ze
go

vi
na

 h
as

 n
o 

sp
ec

ifi
c 

le
gi

sl
at

iv
e 

or
 o

th
er

 m
ea

su
re

s 
re

ga
rd

in
g 

ex
te

ns
io

ns
 o

f 
se

ar
ch

es
 a

s 
in

 A
rt

ic
le

 1
9.

2.
  
A
ft

er
 a

n 
in

iti
al

 s
ea

rc
h 

of
 p

ro
pe

rl
y-

se
iz

ed
 d

ev
ic

es
, 

in
ve

st
ig

at
or

s 
m

ay
 d

et
er

m
in

e 
th

at
 p

ar
t 

of
 

a 
co

nn
ec

te
d 

sy
st

em
 i
s 

in
 a

 l
oc

at
io

n 
di

ff
er

en
t 

fr
om

 t
he

 s
ea

rc
he

d 
lo

ca
tio

n.
  

In
 t

ha
t 

ca
se

, 
a 

se
co

nd
 w

ar
ra

nt
 

w
ill

 b
e 

ob
ta

in
ed

 i
f 

th
e 

da
ta

 a
re

 e
xp

ec
te

d 
to

 b
e 

in
 t

he
 c

ou
nt

ry
. 

 O
th

er
w

is
e 

m
ut

ua
l 
le

ga
l 
as

si
st

an
ce

 w
ill

 b
e 

us
ed

. 
  

 In
 t

he
 c

od
es

 o
f 

Bo
sn

ia
 a

nd
 H

er
ze

go
vi

na
, 

th
e 

Fe
de

ra
tio

n 
Bo

sn
ia

 a
nd

 H
er

ze
go

vi
na

, 
an

d 
Br

ck
o 

D
is

tr
ic

t,
 t

he
 

pr
oc

ed
ur

es
 f
or

 e
xt

en
di

ng
 a

 s
ea

rc
h 

fo
llo

w
 t

he
 u

su
al

 r
ul

es
 d

es
cr

ib
ed

 a
bo

ve
. 

 
 Th

e 
R
ep

ub
lik

a 
Sr

ps
ka

 C
PC

 d
oe

s 
no

t 
co

nt
ai

n 
an

y 
pa

rt
ic

ul
ar

 p
ro

vi
si

on
s 

re
fe

rr
in

g 
to

 e
xt

en
si

on
 o

f 
se

ar
ch

 t
o 

co
nn

ec
te

d 
sy

st
em

s.
  T

he
 g

ro
un

ds
 fo

r 
th

is
 a

re
 in

 t
he

 la
w

’s
 d

ef
in

iti
on

 o
f 
“c

om
pu

te
r 

sy
st

em
,”

 w
hi

ch
 is

 d
ef

in
ed

 
as

 a
ny

 d
ev

ic
e 

or
 a

 s
et

 o
f 

m
ut

ua
lly

 c
on

ne
ct

ed
 o

r 
re

la
te

d 
(e

le
ct

ro
ni

c)
 d

ev
ic

es
. 

 T
he

re
fo

re
 t

he
re

 a
re

 n
o 

pa
rt

ic
ul

ar
 r

eq
ui

re
m

en
ts

.  
Th

e 
no

rm
al

 p
ro

ce
ss

es
 a

re
 fo

llo
w

ed
. 
 I

f t
he

re
 a

re
 s

uf
fic

ie
nt

 g
ro

un
ds

 t
o 

be
lie

ve
 t

ha
t 

th
e 

co
nn

ec
te

d 
sy

st
em

 i
s 

in
vo

lv
ed

 w
ith

 t
he

 c
om

m
is

si
on

 o
f 

a 
cr

im
in

al
 o

ff
en

ce
, 

a 
ne

w
 c

ou
rt

 o
rd

er
 m

ay
 b

e 
pr

oc
ur

ed
. 
  

 In
 B

os
ni

a 
an

d 
H

er
ze

go
vi

na
 a

nd
 th

e 
Fe

de
ra

tio
n 

Bo
sn

ia
 a

nd
 H

er
ze

go
vi

na
, “

gr
ou

nd
s 

to
 b

el
ie

ve
” 

ar
e 

in
te

rp
re

te
d 

ge
ne

ra
lly

 in
 t

he
 s

am
e 

w
ay

 –
 t

ha
t 

is
, 
th

e 
w

ar
ra

nt
 a

pp
lic

at
io

n 
in

 e
ac

h 
ca

se
 m

us
t 

in
cl

ud
e 

co
nc

re
te

 f
ac

ts
 (

su
ch

 
as

 t
he

 t
yp

e 
of

 d
at

a 
so

ug
ht

) 
te

nd
in

g 
to

 i
nd

ic
at

e 
th

at
 t

he
 d

es
ir
ed

 d
at

a 
w

ill
 b

e 
fo

un
d 

in
 t

he
 s

ys
te

m
 t

o 
be

 
se

ar
ch

ed
. 

 T
he

 s
ta

nd
ar

d 
in

 R
ep

ub
lik

a 
Sr

ps
ka

 h
as

 a
 h

ig
he

r 
de

gr
ee

 o
f 

ex
ig

en
ce

. 
In

st
ea

d 
of

 “
gr

ou
nd

s 
to

 
be

lie
ve

”,
 t

o 
al

lo
w

 t
he

 e
xt

en
si

on
 o

f 
th

e 
se

ar
ch

, 
th

e 
la

w
 r

eq
ui

re
s 

“s
uf

fic
ie

nt
 g

ro
un

ds
 f

or
 s

us
pi

ci
on

” 
th

at
 t

he
 

da
ta

 a
re

 lo
ca

te
d 

re
m

ot
el

y.
  

 

B
os

ni
a 

an
d 

H
er

ze
go

vi
na

 a
pp

lie
s 

ge
ne

ra
l 

se
ar

ch
 

an
d 

se
iz

ur
e 

po
w

er
s 

to
 im

pl
em

en
t 

A
rt

ic
le

 1
9.

2.
 

Pr
ov

is
io

ns
 s

pe
ci

fic
 t

o 
co

m
pu

te
r 

da
ta

 a
nd

 s
ys

te
m

s 
co

ul
d 

pe
rm

it 
gr

ea
te

r 
cl

ar
ity

 a
nd

 e
nh

an
ce

 l
eg

al
 

ce
rt

ai
nt

y.
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 P
a
rt

y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

 B
os

ni
a 

an
d 

H
er

ze
go

vi
na

 a
nd

 F
ed

er
at

io
n 

B
os

ni
a 

an
d 

H
er

ze
go

vi
na

 a
ut

ho
ri
tie

s 
m

ay
 e

xt
en

d 
a 

se
ar

ch
 o

nl
y 

if 
th

e 
da

ta
 a

re
 b

el
ie

ve
d 

to
 b

e 
w

ith
in

 t
he

 t
er

ri
to

ry
.  

In
 B

rc
ko

 D
is

tr
ic

t,
 t

he
 la

w
 d

oe
s 

no
t 
cl

ar
ify

 if
 t

he
se

 t
er

ri
to

ri
al

 
lim

its
 o

pe
ra

te
; 

in
 R

ep
ub

lik
a 

Sr
ps

ka
, 

th
er

e 
ar

e 
no

 l
eg

al
 r

es
tr

ic
tio

ns
 r

eg
ar

di
ng

 t
er

ri
to

ri
al

 l
im

its
. 

Th
at

 i
s,

 i
n 

R
ep

ub
lik

a 
S
rp

sk
a 

sy
st

em
s 

in
 a

no
th

er
 c

ou
nt

ry
 m

ay
 b

e 
se

ar
ch

ed
 if

 t
he

y 
ar

e 
re

la
te

d 
to

, 
an

d 
ca

n 
be

 r
ea

ch
ed

 
fr

om
, 

an
 in

iti
al

 s
ys

te
m

 t
ha

t 
is

 s
ea

rc
he

d 
pu

rs
ua

nt
 t

o 
pr

op
er

 p
ro

ce
du

re
. 

 N
ot

 a
ll 

th
e 

fo
ur

 c
od

es
 i

n 
fo

rc
e 

in
 t

he
 c

ou
nt

ry
 c

on
si

de
r 

sp
ec

ifi
ca

lly
 t

he
 c

as
es

 o
f 

“l
os

s 
of

 k
no

w
le

dg
e"

 o
f 

lo
ca

tio
n”

. 
Th

e 
co

de
 B

os
ni

a 
an

d 
H

er
ze

go
vi

na
 a

llo
w

s 
au

th
or

iti
es

 d
o 

co
nd

uc
t 

a 
se

ar
ch

 o
f 

da
ta

 w
ho

se
 lo

ca
tio

n 
is

 u
nk

no
w

n,
 b

ut
 o

nl
y 

af
te

r 
de

m
on

st
ra

tin
g 

to
 a

 c
ou

rt
 a

 d
et

ai
le

d 
an

d 
ri
go

ro
us

 a
tt

em
pt

 t
o 

de
te

rm
in

e 
th

e 
lo

ca
tio

n.
 I

n 
th

es
e 

ca
se

s,
 t

he
 u

su
al

 l
eg

al
 p

ro
ce

du
re

s 
m

us
t 

be
 f

ol
lo

w
ed

. 
R
eg

ar
di

ng
 t

he
 c

od
e 

of
 t

he
 B

rc
ko

 
D

is
tr

ic
t,

 r
es

pe
ct

in
g 

th
is

 t
yp

e 
of

 s
ea

rc
he

s,
 it

 d
is

re
ga

rd
s 

th
e 

lo
ca

tio
n 

of
 t

he
 d

at
a 

fo
cu

si
ng

 o
n 

th
e 

lo
ca

tio
n 

of
 

th
e 

ow
ne

r 
or

 c
on

tr
ol

le
r 

of
 t

he
 d

at
a.

 
 

B
ra

zi
l 

A
lth

ou
gh

 t
he

 m
ea

su
re

 d
es

cr
ib

ed
 in

 A
rt

ic
le

 1
9(

2)
 is

 n
ot

 p
ro

vi
de

d 
fo

r 
in

 B
ra

zi
lia

n 
le

gi
sl

at
io

n,
 t

he
 a

ut
ho

ri
tie

s 
m

ay
 e

xt
en

d 
a 

se
ar

ch
 o

r 
si

m
ila

r 
ac

ce
ss

 t
o 

an
ot

he
r 

co
m

pu
te

r 
sy

st
em

 o
r 

pa
rt

 t
he

re
of

 if
 t

he
y 

ha
ve

 g
ro

un
ds

 t
o 

be
lie

ve
 t

ha
t 

th
e 

da
ta

 s
ou

gh
t 

ar
e 

st
or

ed
 i

n 
an

ot
he

r 
sy

st
em

 o
r 

pa
rt

 t
he

re
of

 w
ith

in
 t

he
ir
 t

er
ri
to

ry
 a

nd
 s

uc
h 

da
ta

 a
re

 la
w

fu
lly

 a
cc

es
si

bl
e 

fr
om

 o
r 

av
ai

la
bl

e 
to

 t
he

 o
ri
gi

na
l s

ys
te

m
. 

Th
e 

ex
te

ns
io

n 
of

 t
he

 s
ea

rc
h 

m
us

t 
be

 
au

th
or

is
ed

 b
y 

a 
co

ur
t 

or
de

r 
or

 a
 s

ea
rc

h 
w

ar
ra

nt
 a

nd
 m

us
t 

co
m

pl
y 

w
ith

 t
he

 s
pe

ci
fic

 r
eq

ui
re

m
en

ts
 a

nd
 

pr
oc

ed
ur

es
 e

st
ab

lis
he

d 
by

 B
ra

zi
lia

n 
la

w
, 

ba
se

d 
on

 o
rd

in
ar

y 
Ar

tic
le

 2
40

 f
or

 a
 g

en
er

al
 s

ea
rc

h 
an

d 
se

iz
ur

e.
 

Ev
en

 if
 it

 is
 n

ot
 e

xp
re

ss
ly

 p
ro

vi
de

d 
fo

r 
in

 a
n 

ar
tic

le
 o

f 
th

e 
cr

im
in

al
 p

ro
ce

du
re

 c
od

e,
 it

 h
as

 b
ee

n 
ac

ce
pt

ed
 b

y 
ju

ri
sp

ru
de

nc
e.

 
 In

 p
ra

ct
ic

e,
 e

xt
en

di
ng

 a
 s

ea
rc

h 
or

 s
im

ila
r 

ac
ce

ss
 t

o 
an

ot
he

r 
sy

st
em

 i
n 

B
ra

zi
l 

re
qu

ir
es

 a
 c

ou
rt

 o
rd

er
 o

r 
w

ar
ra

nt
, 

ba
se

d 
on

 r
ea

so
na

bl
e 

su
sp

ic
io

n 
of

 t
he

 c
om

m
is

si
on

 o
f 

an
 o

ff
en

ce
, 

sp
ec

ify
in

g 
th

e 
lo

ca
tio

n 
of

 t
he

 
se

ar
ch

, 
th

e 
ty

pe
 o

f 
da

ta
 o

r 
in

fo
rm

at
io

n 
to

 b
e 

ac
ce

ss
ed

 a
nd

 t
he

 t
im

e 
fr

am
e 

fo
r 

th
e 

se
ar

ch
. 

Th
e 

au
th

or
iti

es
 

m
ay

 u
se

 c
om

pu
te

r 
fo

re
ns

ic
 t

ec
hn

iq
ue

s 
to

 lo
ca

te
 a

nd
 a

cc
es

s 
th

e 
re

le
va

nt
 d

at
a 

or
 in

fo
rm

at
io

n 
on

 t
he

 o
th

er
 

sy
st

em
 o

r 
us

e 
un

de
rc

ov
er

 o
pe

ra
tio

ns
 o

r 
co

nf
id

en
tia

l 
in

fo
rm

an
ts

 t
o 

ga
th

er
 i

nf
or

m
at

io
n 

ab
ou

t 
th

e 
ot

he
r 

sy
st

em
 o

r 
th

e 
da

ta
 o

r 
in

fo
rm

at
io

n 
so

ug
ht

. 
 "G

ro
un

ds
 t

o 
be

lie
ve

 m
ea

ns
" 

th
at

 t
he

re
 a

re
 e

no
ug

h 
el

em
en

ts
 t

o 
su

pp
or

t 
th

is
 s

ta
te

m
en

t.
 

B
ra

zi
l 

ap
pl

ie
s 

ge
ne

ra
l 

se
ar

ch
 a

nd
 s

ei
zu

re
 p

ow
er

s 
to

 i
m

pl
em

en
t 

A
rt

ic
le

 1
9.

2.
 P

ro
vi

si
on

s 
sp

ec
ifi

c 
to

 
co

m
pu

te
r 

da
ta

 a
nd

 s
ys

te
m

s 
co

ul
d 

pe
rm

it 
gr

ea
te

r 
cl

ar
ity

 a
nd

 e
nh

an
ce

 le
ga

l c
er

ta
in

ty
. 
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 P
a
rt

y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

 Th
e 

"i
n 

its
 t
er

ri
to

ry
" 

is
 a

pp
lie

d 
in

 a
 w

ay
 t
ha

t 
ge

ne
ra

lly
 r

eq
ui

re
s 

th
e 

co
nn

ec
te

d 
sy

st
em

 t
o 

be
 lo

ca
te

d 
in

 B
ra

zi
l. 

B
ra

zi
lia

n 
la

w
 d

oe
s 

no
t 

im
po

se
 a

n 
af

fir
m

at
iv

e 
re

qu
ir
em

en
t 

th
at

 t
he

 c
on

ne
ct

ed
 s

ys
te

m
 b

e 
in

 B
ra

zi
l, 

bu
t 

th
e 

au
th

or
iti

es
 m

us
t 

ha
ve

 j
ur

is
di

ct
io

n 
ov

er
 t

he
 s

ys
te

m
 o

r 
da

ta
 s

ou
gh

t 
to

 la
w

fu
lly

 e
xt

en
d 

th
e 

se
ar

ch
 o

r 
si

m
ila

r 
ac

ce
ss

 to
 it

.  
Br

az
ili

an
 la

w
 r

ec
og

ni
ze

s 
ju

ri
sd

ic
tio

n 
ov

er
 c

om
pu

te
r 
da

ta
 s

to
re

d 
or

 a
cc

es
si

bl
e 

w
ith

in
 it

s 
te

rr
ito

ry
, 

re
ga

rd
le

ss
 o

f w
he

th
er

 t
he

 c
om

pu
te

r 
sy

st
em

 it
se

lf 
is

 p
hy

si
ca

lly
 lo

ca
te

d 
in

 B
ra

zi
l. 

Th
er

ef
or

e,
 if

 t
he

 a
ut

ho
ri
tie

s 
ha

ve
 'r

ea
so

na
bl

e 
gr

ou
nd

s'
 t

o 
be

lie
ve

 t
ha

t 
th

e 
da

ta
 s

ou
gh

t 
ar

e 
st

or
ed

 in
 a

no
th

er
 c

om
pu

te
r 

sy
st

em
 o

r 
pa

rt
 

th
er

eo
f 

in
 B

ra
zi

l, 
an

d 
th

at
 t

he
 d

at
a 

ar
e 

la
w

fu
lly

 a
cc

es
si

bl
e 

fr
om

 o
r 

av
ai

la
bl

e 
to

 t
he

 o
ri
gi

na
l 
sy

st
em

, 
th

ey
 

m
ay

 e
xt

en
d 

th
e 

se
ar

ch
 o

r 
si

m
ila

r 
ac

ce
ss

 t
o 

th
at

 s
ys

te
m

, 
ev

en
 i

f 
it 

is
 p

hy
si

ca
lly

 l
oc

at
ed

 i
n 

an
ot

he
r 

ju
ri
sd

ic
tio

n.
  

 In
 c

as
es

 w
he

re
 t

he
 B

ra
zi

lia
n 

au
th

or
iti

es
 c

an
no

t 
de

te
rm

in
e 

w
he

re
 t

he
 r

eq
ue

st
ed

 d
at

a 
ar

e 
st

or
ed

, 
or

 w
he

re
 

th
e 

lo
ca

tio
n 

of
 t

he
 d

at
a 

is
 u

nk
no

w
n,

 t
he

y 
m

ay
 u

se
 v

ar
io

us
 in

ve
st

ig
at

iv
e 

te
ch

ni
qu

es
 t
o 

tr
y 

to
 lo

ca
te

 t
he

 d
at

a 
as

 u
si

ng
 t

ec
hn

ic
al

 e
xp

er
tis

e 
to

 c
on

du
ct

 a
 t

ho
ro

ug
h 

an
al

ys
is

 o
f 
th

e 
co

m
pu

te
r 

sy
st

em
(s

) 
in

 q
ue

st
io

n 
to

 t
ry

 t
o 

lo
ca

te
 t

he
 d

at
a 

so
ug

ht
. 

Th
is

 m
ay

 i
nc

lu
de

 t
he

 u
se

 o
f 

da
ta

 r
ec

ov
er

y 
to

ol
s,

 a
na

ly
si

s 
of

 s
ys

te
m

 l
og

s,
 

ex
am

in
at

io
n 

of
 m

et
ad

at
a 

an
d 

ot
he

r 
te

ch
ni

qu
es

. 
In

 a
 s

ea
rc

h 
an

d 
se

iz
ur

e 
th

at
 r

eq
ui

re
s 

ac
ce

ss
in

g 
th

e 
cl

ou
d,

 
th

e 
fa

ct
 t

ha
t 

it 
m

ay
 b

e 
st

or
ed

 a
br

oa
d 

is
 n

ot
 a

n 
is

su
e 

as
 l

on
g 

as
 t

he
 s

to
re

d 
da

ta
 i

s 
re

ac
ha

bl
e 

fr
om

 t
he

 
B
ra

zi
lia

n 
te

rr
ito

ry
 a

nd
 t

he
re

’s
 a

 j
ud

ic
ia

l a
ut

ho
ri
sa

tio
n 

gr
an

te
d.

 I
f 

it 
is

 k
no

w
n 

th
at

 t
he

 c
om

pu
te

r 
sy

st
em

s 
or

 
da

ta
 s

ou
gh

t 
ar

e 
lo

ca
te

d 
ou

ts
id

e 
Br

az
il,

 m
ut

ua
l 

le
ga

l 
as

si
st

an
ce

 m
ec

ha
ni

sm
s 

m
ay

 b
e 

us
ed

 t
o 

re
qu

es
t 

as
si

st
an

ce
 f
ro

m
 f
or

ei
gn

 a
ut

ho
ri
tie

s 
to

 lo
ca

te
 t

he
 d

at
a.

 
 

B
ul

ga
ri
a 

N
o 

sp
ec

ifi
c 

le
gi

sl
at

io
n 

ha
s 

be
en

 a
do

pt
ed

. 
A
lth

ou
gh

 e
xt

en
si

on
s 

of
 s

ea
rc

he
s 

ar
e 

us
ua

lly
 c

on
du

ct
ed

 w
ith

ou
t 

a 
pr

io
r 

au
th

or
is

at
io

n,
 t

he
y 

m
us

t 
be

 a
pp

ro
ve

d 
by

 t
he

 c
ou

rt
 w

ith
in

 2
4 

ho
ur

s.
 I

n 
su

ch
 a

 c
as

e,
 t

he
 p

re
se

nc
e 

of
 

re
le

va
nt

 c
om

pu
te

r 
da

ta
 o

n 
an

ot
he

r 
in

fo
rm

at
io

n 
sy

st
em

 w
ill

 b
e 

de
sc

ri
be

d 
in

 t
he

 p
ro

to
co

l c
re

at
ed

 d
ur

in
g 

th
e 

in
iti

al
 s

ea
rc

h.
  

 Ty
pi

ca
lly

, 
th

e 
co

m
pu

te
r 

ex
pe

rt
 o

r 
th

e 
po

lic
e 

of
fic

er
 w

ho
 i
s 

pr
es

en
t 

on
 t

he
 s

po
t 

of
 t

he
 i
ni

tia
l 
se

ar
ch

 w
ou

ld
 

st
at

e 
th

at
 t

he
re

 a
re

 “
gr

ou
nd

s 
to

 b
el

ie
ve

” 
th

at
 i
n 

an
ot

he
r 

lo
ca

tio
n 

th
er

e 
is

 c
om

pu
te

r 
da

ta
 r

el
ev

an
t 

to
 t

he
 

ca
se

. 
 

It
 a

pp
ea

rs
 t

ha
t 

B
ul

ga
ri
a 

ex
te

nd
s 

se
ar

ch
es

 b
as

ed
 

on
 p

ro
vi

si
on

s 
ap

pl
ic

ab
le

 t
o 

au
th

or
is

e 
se

ar
ch

. 
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a
rt

y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

If
 i

t 
is

 d
is

co
ve

re
d 

th
at

 t
he

 d
at

a 
ar

e 
st

or
ed

 a
br

oa
d,

 o
th

er
 i

nt
er

na
tio

na
l 

co
op

er
at

io
n 

m
ea

su
re

s 
ar

e 
ta

ke
n,

 
na

m
el

y 
ex

pe
di

te
d 

pr
es

er
va

tio
n 

of
 d

at
a 

in
 a

cc
or

da
nc

e 
w

ith
 t

he
 B

ud
ap

es
t 

C
on

ve
nt

io
n.

  
 Ef

fo
rt

s 
ar

e 
m

ad
e 

to
 c

ol
le

ct
 a

s 
m

uc
h 

ev
id

en
ce

 a
s 

po
ss

ib
le

 to
 d

et
er

m
in

e 
w

he
re

 th
e 

da
ta

 a
re

 s
to

re
d.

 A
ut

ho
ri
tie

s 
pr

oc
ee

d 
on

 a
 c

as
e-

by
-c

as
e 

ba
si

s.
 

 Th
e 

ap
pl

ic
ab

le
 p

ro
vi

si
on

s 
ar

e 
m

en
tio

ne
d 

un
de

r 
4.

2.
 

 
C
ab

o 
Ve

rd
e 

C
ab

o 
V
er

de
 h

as
 in

fo
rm

ed
 t

ha
t 

its
 C

L 
al

lo
w

s 
fo

r 
th

e 
ex

te
ns

io
n 

of
 a

 s
ea

rc
h 

to
 a

no
th

er
 c

om
pu

te
r 

sy
st

em
, 
or

 a
 

di
ff
er

en
t 
pa

rt
 o

f t
he

 s
ys

te
m

 b
ei

ng
 s

ea
rc

he
d,

 p
ro

vi
de

d 
th

at
 t
he

 d
at

a 
is

 le
gi

tim
at

el
y 

ac
ce

ss
ib

le
 fr

om
 t
he

 in
iti

al
 

sy
st

em
. 

Th
is

 e
xt

en
si

on
 r

eq
ui

re
s 

au
th

or
iz

at
io

n 
or

 a
n 

or
de

r 
fr

om
 t

he
 c

om
pe

te
nt

 a
ut

ho
ri
ty

, 
by

 p
ar

ag
ra

ph
s 

1 
an

d 
2 

of
 a

rt
ic

le
 1

7,
 N

o.
 5

. 
 I

f 
it 

be
co

m
es

 n
ec

es
sa

ry
 t

o 
pr

od
uc

e 
ev

id
en

ce
 d

ur
in

g 
th

e 
pr

oc
es

s 
to

 d
is

co
ve

r 
th

e 
tr

ut
h,

 t
he

 c
om

pe
te

nt
 j

ud
ic

ia
l a

ut
ho

ri
ty

 m
ay

 a
ut

ho
ri
ze

 o
r 

or
de

r 
a 

se
ar

ch
 o

f 
a 

sp
ec

ifi
c 

co
m

pu
te

r 
sy

st
em

 t
o 

ob
ta

in
 s

pe
ci

fic
 a

nd
 d

et
er

m
in

ed
 c

om
pu

te
r 

da
ta

. 
W

he
ne

ve
r 

po
ss

ib
le

, 
th

e 
au

th
or

ity
 s

ho
ul

d 
pr

es
id

e 
ov

er
 t

he
 

du
e 

di
lig

en
ce

. 
Th

e 
or

de
r 

ha
s 

a 
m

ax
im

um
 v

al
id

ity
 p

er
io

d 
of

 3
0 

da
ys

, 
un

de
r 

pe
na

lty
 o

f 
nu

lli
ty

. 
 A
cc

or
di

ng
 t

o 
C
ap

e 
V
er

de
an

 le
gi

sl
at

io
n,

 t
he

 e
xt

en
si

on
 o

f 
a 

se
ar

ch
 r

eg
im

e 
is

 t
he

 s
am

e 
as

 t
ha

t 
fo

r 
an

 in
iti

al
 

au
th

or
iz

at
io

n.
 I

n 
su

m
m

ar
y,

 if
 a

 s
ea

rc
h 

au
th

or
iz

ed
 b

y 
a 

ju
di

ci
al

 a
ut

ho
ri
ty

 n
ee

ds
 t

o 
be

 e
xt

en
de

d 
to

 a
no

th
er

 
sy

st
em

, 
th

e 
in

te
re

st
ed

 p
ar

ty
 m

us
t 

de
m

on
st

ra
te

 t
ha

t 
ac

ce
ss

 t
o 

th
e 

ot
he

r 
sy

st
em

 is
 p

os
si

bl
e 

fr
om

 t
he

 in
iti

al
 

on
e 

an
d 

re
qu

es
t 

au
th

or
iz

at
io

n 
fr

om
 t

he
 c

om
pe

te
nt

 j
ud

ic
ia

l a
ut

ho
ri
ty

 t
o 

ca
rr

y 
ou

t 
th

e 
se

ar
ch

. 
Th

e 
re

qu
es

t 
sh

ou
ld

 s
pe

ci
fy

 t
he

 s
ys

te
m

 o
r 

pa
rt

 o
f 
it 

to
 b

e 
se

ar
ch

ed
. 
  

 C
ab

o 
Ve

rd
e 

ha
s 

st
at

ed
 t

ha
t 

th
ei

r 
no

rm
 d

oe
s 

no
t 

ap
pl

y 
th

e 
el

em
en

t 
'in

 it
s 

te
rr

ito
ry

'. 
In

st
ea

d,
 it

 r
ef

er
s 

to
 t

he
 

da
ta

 b
ei

ng
 s

ou
gh

t 
in

 a
no

th
er

 c
om

pu
te

r 
sy

st
em

 o
r 

a 
di

ff
er

en
t 

pa
rt

 o
f 

th
e 

sy
st

em
 b

ei
ng

 s
ea

rc
he

d.
 T

he
 la

w
 

al
so

 d
oe

s 
no

t 
ex

pl
ic

itl
y 

de
m

an
d 

a 
po

si
tiv

e 
re

qu
ir
em

en
t 

th
at

 t
he

 c
on

ne
ct

ed
 s

ys
te

m
 b

e 
w

ith
in

 i
ts

 t
er

ri
to

ry
. 

H
ow

ev
er

, 
th

is
 n

or
m

 h
as

 n
ot

 y
et

 b
ee

n 
ap

pl
ie

d 
in

 s
pe

ci
fic

 c
as

es
. 

 C
ab

o 
Ve

rd
e 

st
at

ed
 t

ha
t 

ex
is

tin
g 

le
gi

sl
at

io
n 

do
es

 n
ot

 c
ov

er
 t

he
 c

as
es

 w
he

n 
it 

ca
nn

ot
 b

e 
de

te
rm

in
ed

 w
he

re
 

th
e 

da
ta

 s
ou

gh
t 

is
 s

to
re

d 
(“

lo
ss

 o
f 

(k
no

w
le

dg
e 

of
) 

lo
ca

tio
n 

si
tu

at
io

ns
”)

. 
 

C
ab

o 
Ve

rd
e 

ap
pl

ie
s 

sp
ec

ifi
c 

se
ar

ch
 a

nd
 s

ei
zu

re
 

po
w

er
s 

to
 im

pl
em

en
t 

Ar
tic

le
 1

9.
2.
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g
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la
ti

ve
 a

n
d
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th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

C
am

er
oo

n 
 

Th
e 

la
w

 d
oe

s 
no

t 
ye

t 
in

cl
ud

e 
pr

ov
is

io
ns

 fo
r 

ex
te

nd
in

g 
se

ar
ch

es
 a

s 
in

 A
rt

ic
le

 1
9.

2.
  “

G
ro

un
ds

 t
o 

be
lie

ve
” 

an
d 

“i
n 

its
 t

er
ri
to

ry
” 

ar
e 

th
er

ef
or

e 
no

t 
sp

ec
ifi

ed
 (

in
 t

hi
s 

co
nt

ex
t)

. 
  

 

C
am

er
oo

n 
is

 n
ot

 y
et

 in
 li

ne
 w

ith
 A

rt
ic

le
 1

9.
2.

  
 

C
an

ad
a 

Pe
r 

su
bs

ec
tio

n 
48

7(
2.

1)
 o

f 
th

e 
C
ri
m

in
al

 C
od

e,
 a

 s
ea

rc
h 

m
ay

 b
e 

ex
te

nd
ed

 t
o 

da
ta

 t
ha

t 
is

 a
va

ila
bl

e 
to

 t
he

 
in

iti
al

ly
-s

ea
rc

he
d 

co
m

pu
te

r 
sy

st
em

. 
 T

he
 p

ro
ce

du
re

s 
ar

e 
as

 d
es

cr
ib

ed
 a

bo
ve

. 
  

 “G
ro

un
ds

 t
o 

be
lie

ve
” 

is
 i
m

pl
em

en
te

d 
as

 r
ea

so
na

bl
e 

an
d 

pr
ob

ab
le

 g
ro

un
ds

 t
o 

be
lie

ve
 t

ha
t 

an
 o

ff
en

ce
 h

as
 

be
en

 c
om

m
itt

ed
 a

nd
 t

ha
t 

th
er

e 
is

 e
vi

de
nc

e 
to

 b
e 

fo
un

d 
at

 t
he

 p
la

ce
 t

o 
be

 s
ea

rc
he

d.
  
Th

er
e 

is
 a

n 
ex

te
ns

iv
e 

ca
se

la
w

 o
n 

th
e 

ty
pe

 o
f 

ev
id

en
ce

 t
ha

t 
m

ay
 b

e 
us

ed
 t

o 
ju

st
ify

 t
he

 i
ss

ua
nc

e 
of

 w
ar

ra
nt

s 
as

 w
el

l 
as

 t
he

 
co

ns
eq

ue
nc

es
 o

f 
de

fe
ct

iv
e 

or
 in

ap
pr

op
ri
at

e 
w

ar
ra

nt
 a

pp
lic

at
io

ns
. 

 Th
e 

am
bi

t 
of

 C
an

ad
ia

n 
la

w
 is

 c
ir
cu

m
sc

ri
be

d 
by

 t
he

 p
ri
nc

ip
le

 o
f 

te
rr

ito
ri
al

ity
. 

 E
xt

ra
te

rr
ito

ri
al

 e
xt

en
si

on
 o

f 
a 

se
ar

ch
 w

ou
ld

 b
e 

pe
rm

is
si

bl
e 

on
ly

 a
ft

er
 e

na
ct

m
en

t 
of

 a
 la

w
 t

ha
t 

ex
pl

ic
itl

y 
pe

rm
itt

ed
 s

uc
h 

ex
te

ns
io

ns
. 
  

 W
he

n 
th

e 
lo

ca
tio

n 
of

 d
at

a 
ca

nn
ot

 b
e 

de
te

rm
in

ed
, 

it 
m

ay
 b

e 
po

ss
ib

le
 t

o 
ob

ta
in

 a
 g

en
er

al
 w

ar
ra

nt
. 

 I
f 

th
at

 
w

ar
ra

nt
 a

ut
ho

ri
se

s 
th

e 
se

ar
ch

 o
f 
da

ta
 t

ha
t 

is
 “

av
ai

la
bl

e 
to

” 
a 

sy
st

em
, 
“a

rg
ua

bl
y,

 t
he

 t
er

ri
to

ri
al

 a
m

bi
t 

of
 t

he
 

se
ar

ch
 p

ow
er

 m
ay

 b
e 

un
kn

ow
in

gl
y 

ex
te

nd
ed

 o
ut

si
de

 o
f 

th
e 

te
rr

ito
ry

 in
 q

ue
st

io
n.

” 
  

 

C
an

ad
a 

ap
pl

ie
s 

a 
co

m
bi

na
tio

n 
of

 
ge

ne
ra

l 
an

d 
sp

ec
ifi

c 
se

ar
ch

 a
nd

 s
ei

zu
re

 p
ow

er
s 

to
 i

m
pl

em
en

t 
A
rt

ic
le

 1
9.

2.
  

 

C
hi

le
 

Th
er

e 
is

 n
o 

sp
ec

ifi
c 

po
w

er
 in

 t
he

 d
om

es
tic

 la
w

 o
f 
C
hi

le
 t

ha
t 

w
ou

ld
 p

ro
vi

de
 f
or

 t
hi

s 
m

ea
su

re
. 

 
 Th

e 
se

ar
ch

 c
an

 b
e 

ex
te

nd
ed

 if
 it

 h
as

 j
ud

ic
ia

l a
ut

ho
ri
za

tio
n.

 
 In

 p
ra

ct
ic

e,
 t

o 
ex

te
nd

 a
 s

ea
rc

h 
or

 t
o 

ob
ta

in
 s

im
ila

r 
ac

ce
ss

 t
o 

an
ot

he
r 

sy
st

em
, 

th
e 

pr
oc

ed
ur

e 
re

qu
ir
es

 a
 

ju
di

ci
al

 a
ut

ho
ri
sa

tio
n.

 
 A
rt

ic
le

 1
2 

of
 L

aw
 2

1,
45

9 
pr

ov
id

es
 f
or

 t
he

 e
xi

st
en

ce
 o

f 
re

as
on

ab
le

 s
us

pi
ci

on
, 

ba
se

d 
on

 s
pe

ci
fic

 f
ac

ts
, 

th
at

 a
 

pe
rs

on
 h

as
 c

om
m

itt
ed

 o
r 

is
 a

bo
ut

 t
o 

co
m

m
it 

an
y 

of
 t

he
 o

ff
en

ce
s 

re
fe

rr
ed

 t
o 

in
 A

rt
ic

le
s 

1,
 2

, 
3,

 4
, 

5 
an

d 
7 

of
 t

he
 la

w
. 

 A
ll 

th
e 

m
en

tio
ne

d 
ru

le
s 

ap
pl

y 
to

 a
ll 

cr
im

es
 c

om
m

itt
ed

 w
ith

in
 t

he
 t

er
ri
to

ry
 a

cc
or

di
ng

 t
o 

th
e 

ge
ne

ra
l r

ul
es

. 

C
hi

le
 a

pp
lie

s 
ge

ne
ra

l 
se

ar
ch

 a
nd

 s
ei

zu
re

 p
ow

er
s 

to
 im

pl
em

en
t 

Ar
tic

le
 1

9.
2.

 
Pr

ov
is

io
ns

 s
pe

ci
fic

 t
o 

co
m

pu
te

r 
da

ta
 a

nd
 s

ys
te

m
s 

co
ul

d 
pe

rm
it 

gr
ea

te
r 

cl
ar

ity
 a

nd
 e

nh
an

ce
 l

eg
al

 
ce

rt
ai

nt
y.
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g
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la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

Th
er

e 
is

 n
o 

sp
ec

ifi
c 

pr
ov

is
io

n 
fo

r 
ca

se
s 

w
he

re
 t

he
 d

at
a 

so
ug

ht
 c

an
no

t 
be

 d
et

er
m

in
ed

 (
"l

os
s 

of
 (

kn
ow

le
dg

e 
of

) 
lo

ca
tio

n 
si

tu
at

io
ns

")
. 

H
ow

ev
er

, 
C
hi

le
 s

pe
ci

fie
d 

th
at

 it
s 

au
th

or
iti

es
 m

ay
 u

se
 t

he
 m

ea
su

re
 o

nl
y 

in
 r

el
at

io
n 

to
 d

at
a 

th
at

 a
re

 p
re

se
nt

 o
n 

th
e 

te
rr

ito
ry

 o
f C

hi
le

. 
In

 c
as

es
 w

he
n 

th
e 

da
ta

 a
re

 lo
ca

te
d 

in
 a

 d
iff

er
en

t 
te

rr
ito

ry
, 

in
te

rn
at

io
na

l c
oo

pe
ra

tio
n 

of
 a

no
th

er
 S

ta
te

 is
 r

eq
ui

re
d.

  
 

 
C
ol

om
bi

a 
 

C
ol

om
bi

an
 r

eg
ul

at
io

ns
 d

o 
no

t 
te

xt
ua

lly
 a

dd
re

ss
 t

he
 p

ro
bl

em
 o

f 
lo

ca
tin

g 
th

e 
sy

st
em

 o
r 

pa
rt

s 
of

 t
he

 s
ys

te
m

 
w

ith
in

 o
r 

ou
ts

id
e 

th
e 

ju
ri
sd

ic
tio

n 
fo

r 
th

e 
co

lle
ct

io
n 

of
 d

ig
ita

l e
vi

de
nc

e.
 N

ev
er

th
el

es
s,

 C
ol

om
bi

a 
in

fo
rm

ed
 t
ha

t 
in

 p
ra

ct
ic

e 
it 

is
 d

on
e 

if 
th

e 
da

ta
 is

 a
cc

es
si

bl
e 

by
 t

he
 c

om
pu

te
r 

ex
pe

rt
 f

ro
m

 a
 p

or
tio

n 
of

 t
he

 s
ys

te
m

 t
ha

t 
is

 
in

 C
ol

om
bi

an
 j
ur

is
di

ct
io

n.
  

 A
 w

ri
tt

en
 o

rd
er

 s
ig

ne
d 

by
 t
he

 p
ro

se
cu

to
r 

in
 c

ha
rg

e 
of

 t
he

 c
as

e 
is

 r
eq

ui
re

d,
 w

hi
ch

 m
us

t 
co

ns
id

er
 t
he

 lo
ca

tio
n 

of
 t

he
 s

ys
te

m
 a

nd
 t

he
 d

at
a 

st
or

ed
. 

To
 b

e 
ac

ce
ss

ed
, 

th
e 

da
ta

 m
us

t 
be

 a
cc

es
si

bl
e 

by
 t

he
 c

om
pu

te
r 

ex
pe

rt
 

fr
om

 a
 p

or
tio

n 
of

 t
he

 s
ys

te
m

 t
ha

t 
is

 in
 C

ol
om

bi
an

 j
ur

is
di

ct
io

n.
 I

f 
th

is
 is

 t
he

 c
as

e 
an

d 
th

e 
da

ta
 is

 a
cc

es
si

bl
e,

 
re

ga
rd

le
ss

 o
f 
w

he
re

 it
 is

 s
to

re
d,

 it
 is

 e
xt

ra
ct

ed
 v

ia
 t

he
 p

or
tio

n 
of

 t
he

 s
ys

te
m

 in
 n

at
io

na
l j

ur
is

di
ct

io
n.

 
 W

he
n 

th
is

 h
ap

pe
ns

, t
he

 fo
llo

w
in

g 
pr

oc
ed

ur
al

 r
ul

es
 a

re
 o

bs
er

ve
d:

 i)
 A

 w
ri

tt
en

 o
rd

er
 s

ig
ne

d 
by

 t
he

 P
ro

se
cu

to
r 

is
 r
ev

ie
w

ed
 fo

r 
le

ga
lit

y 
by

 a
 C

on
tr

ol
 J

ud
ge

 w
ith

in
 th

ir
ty

-s
ix

 (
36

) 
ho

ur
s 

af
te

r 
fo

re
ns

ic
 a

ct
iv

iti
es

 a
re

 c
om

pl
et

ed
. 

ii)
 T

he
 o

rd
er

 m
us

t 
sp

ec
ify

 t
he

 n
ec

es
si

ty
, 

pr
op

or
tio

na
lit

y,
 a

nd
 u

se
fu

ln
es

s 
of

 t
he

 o
bt

ai
ne

d 
in

fo
rm

at
io

n,
 

in
cl

ud
in

g 
da

ta
 b

ey
on

d 
na

tio
na

l j
ur

is
di

ct
io

n,
 r

el
ev

an
t 

to
 t

he
 s

pe
ci

fic
 c

as
e.

 ii
i)

 I
nv

es
tig

at
iv

e 
m

ea
su

re
s 

m
us

t 
be

 c
on

du
ct

ed
 t

o 
as

ce
rt

ai
n 

w
he

th
er

 a
ny

 d
at

a 
fa

lls
 o

ut
si

de
 t

he
 j
ur

is
di

ct
io

n.
 

  To
 p

re
ci

se
ly

 d
et

er
m

in
e 

w
he

th
er

 d
at

a 
m

ay
 b

e 
be

yo
nd

 ju
ri
sd

ic
tio

n,
 in

ve
st

ig
at

iv
e 

ac
tio

ns
 m

us
t b

e 
un

de
rt

ak
en

, 
in

cl
ud

in
g 

i)
 E

xa
m

in
in

g 
th

e 
sy

st
em

 a
rc

hi
te

ct
ur

e,
 ii

) 
As

se
ss

in
g 

its
 c

om
pl

ex
ity

, l
oc

at
io

n,
 a

nd
 c

ri
tic

al
 p

ro
ce

ss
es

. 
iii

) 
Id

en
tif

yi
ng

 s
to

re
d 

da
ta

. 
iv

) 
R
ev

ie
w

in
g 

te
ch

ni
ca

l 
do

cu
m

en
ta

tio
n,

 a
ct

iv
e 

cr
ed

en
tia

ls
, 

an
d 

as
so

ci
at

ed
 

pr
iv

ile
ge

s.
 

 Pr
e-

id
en

tif
yi

ng
 d

at
a 

ar
e 

po
te

nt
ia

lly
 r

el
ev

an
t 

as
 e

vi
de

nc
e 

in
 t

he
 c

as
e.

 v
) 

A
dd

iti
on

al
ly

, 
th

e 
Ju

di
ci

al
 P

ol
ic

e 
ca

n 
se

ek
 a

ut
ho

ri
za

tio
n 

fo
r 

se
ar

ch
 e

xt
en

si
on

s 
vi

a 
a 

re
po

rt
 t

o 
th

e 
A
tt

or
ne

y 
G

en
er

al
's

 o
ff

ic
e,

 a
s 

ou
tli

ne
d 

in
 A

rt
ic

le
 

20
9 

of
 t

he
 C

ri
m

in
al

 P
ro

ce
du

re
 C

od
e.

 
 

C
ol

om
bi

a 
ap

pl
ie

s 
ge

ne
ra

l 
se

ar
ch

 
an

d 
se

iz
ur

e 
po

w
er

s 
to

 
im

pl
em

en
t 

A
rt

ic
le

 
19

.2
. 

Pr
ov

is
io

ns
 

sp
ec

ifi
c 

to
 

co
m

pu
te

r 
da

ta
 

an
d 

sy
st

em
s 

co
ul

d 
pe

rm
it 

gr
ea

te
r 

cl
ar

ity
 

an
d 

en
ha

nc
e 

le
ga

l 
ce

rt
ai

nt
y.
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 P
a
rt

y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

C
ol

om
bi

a 
m

en
tio

ne
d 

th
at

 d
iff

ic
ul

tie
s 

m
ay

 a
ri
se

 i
n 

th
is

 r
es

pe
ct

 w
he

n:
 i

) 
W

he
n 

de
al

in
g 

w
ith

 a
 c

om
pu

te
r 

in
ci

de
nt

, t
he

 p
ri
or

ity
 is

 t
he

 r
ec

ov
er

y 
of

 t
he

 s
ys

te
m

 a
nd

 n
ot

 t
he

 in
ve

st
ig

at
io

n 
of

 w
ha

t 
ha

pp
en

ed
, w

hi
ch

 li
m

its
 

co
op

er
at

io
n 

w
ith

 t
he

 a
ut

ho
ri
tie

s.
 ii

) 
Th

er
e 

is
 n

o 
in

te
re

st
 o

n 
th

e 
pa

rt
 o

f 
th

e 
ad

m
in

is
tr

at
or

 in
 c

la
ri
fy

in
g 

w
ha

t 
ha

pp
en

ed
, 

so
 c

oo
pe

ra
tio

n 
is

 a
ba

nd
on

ed
, 

an
d 

th
e 

ca
se

 f
ai

ls
. 

 C
on

si
de

ri
ng

 t
ha

t 
C
ol

om
bi

a 
la

ck
s 

le
gi

sl
at

io
n 

on
 t

he
 m

at
te

r,
 i

t 
de

ta
ile

d 
ju

di
ci

al
 d

ec
is

io
ns

 o
f 

th
e 

S
up

re
m

e 
C
ou

rt
 o

f 
Ju

st
ic

e,
 w

he
re

 t
he

se
 is

su
es

 h
av

e 
be

en
 r

es
ol

ve
d 

as
 f
ol

lo
w

s:
 

 W
he

n 
th

e 
da

ta
 i
s 

st
or

ed
 o

ut
si

de
 t

he
 n

at
io

na
l 
te

rr
ito

ry
 b

ut
 i
s 

ac
ce

ss
ib

le
 f

ro
m

 a
 p

ar
t 

of
 t

he
 s

ys
te

m
 t

ha
t 

is
 

un
de

r 
th

e 
cu

st
od

y 
of

 t
he

 j
ud

ic
ia

l i
nv

es
tig

at
io

n 
au

th
or

iti
es

 o
r 

in
 a

ny
 c

as
e 

is
 a

cc
es

si
bl

e 
by

 t
he

 s
am

e 
en

tit
ie

s 
fr

om
 t

he
 n

at
io

na
l t

er
ri
to

ry
, 

it 
is

 s
uf

fic
ie

nt
 f
or

 t
he

 c
om

pu
te

r 
ex

pe
rt

s 
to

 in
di

ca
te

 in
 t

he
ir
 r

ep
or

ts
 t

ha
t:

  
i)

 T
he

 a
ct

iv
iti

es
 w

er
e 

in
iti

at
ed

 b
as

ed
 o

n 
an

 o
rd

er
 le

ga
lly

 is
su

ed
 in

 C
ol

om
bi

an
 t

er
ri
to

ry
. 

 
ii)

 T
ha

t 
su

ch
 a

ct
iv

iti
es

 w
er

e 
ca

rr
ie

d 
ou

t 
w

ith
in

 t
he

 n
at

io
na

l t
er

ri
to

ry
 o

n 
a 

sy
st

em
 o

r 
po

rt
io

n 
of

 a
 s

ys
te

m
 t

ha
t 

by
 it

s 
ar

ch
ite

ct
ur

e 
m

ay
 h

av
e 

ot
he

r 
po

rt
io

ns
 o

f 
th

e 
sy

st
em

 o
r 

da
ta

 o
ut

si
de

 t
he

 t
er

ri
to

ry
. 

 
iii

) 
Th

at
 s

uc
h 

da
ta

 o
r 

po
rt

io
ns
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f 
th

e 
sy

st
em

 a
re

 t
ec

hn
ic

al
ly

 a
cc

es
si

bl
e 

fr
om

 n
at

io
na

l t
er

ri
to

ry
 a

nd
 t

he
re

fo
re

 
th

e 
da

ta
 a

re
 r

el
ev

an
t 

an
d 

in
su

ra
bl

e 
fr

om
 C

ol
om

bi
an

 j
ur

is
di

ct
io

n.
  

 R
eg

ar
di

ng
 h

ow
 a

ut
ho

ri
tie

s 
pr

oc
ee

d 
w

he
n 

th
e 

ex
ac

t 
lo

ca
tio

n 
ca

nn
ot

 b
e 

de
te

rm
in

ed
, 

C
ol

om
bi

a 
m

en
tio

ne
d 

th
at

 t
he

 m
ai

n 
co

nc
er

n 
is

 n
ot

 s
o 

m
uc

h 
th

e 
po

ss
ib

ili
ty

 o
f 
pr

ec
is

el
y 

id
en

tif
yi

ng
 t

he
 j

ur
is

di
ct

io
n 

of
 e

ac
h 

pa
rt

 o
f 

th
e 

sy
st

em
 o

r 
th

e 
co

nc
re

te
 s

to
ra

ge
 o

f 
th

e 
da

ta
 i

f 
it 

is
 a

cc
es

si
bl

e 
an

d 
pr

es
er

va
bl

e 
fr

om
 t

he
 C

ol
om

bi
an

 
ju

ri
sd

ic
tio

n 
th

ro
ug

h 
th

e 
le

ga
l f

or
m

al
iti

es
 in

 fo
rc

e.
 F

or
 t
hi

s 
ca

se
, t

hi
s 

in
te

rp
re

ta
tio

n 
ha

s 
be

en
 m

ad
e 

on
 A

rt
ic

le
 

23
6 

of
 t

he
 C

ol
om

bi
an

 C
od

e 
of

 C
ri
m

in
al

 P
ro

ce
du

re
, 

w
hi

ch
 a

llo
w

s 
th

e 
ex

tr
ac

tio
n 

of
 d

at
a 

re
su

lti
ng

 f
ro

m
 t

he
 

tr
an

sm
is

si
on

 o
f 
da

ta
 b

y 
th

e 
su

sp
ec

t.
  

 O
n 

th
e 

ot
he

r 
ha

nd
, 

if 
th

e 
sy

st
em

 i
s 

no
t 

ac
ce

ss
ib

le
 f

ro
m

 C
ol

om
bi

an
 j

ur
is

di
ct

io
n 

as
 i

t 
is

 l
oc

at
ed

 e
nt

ir
el

y 
ab

ro
ad

, 
th

ey
 in

di
ca

te
d 

th
at

 t
he

 S
up

re
m

e 
C
ou

rt
 o

f 
Ju

st
ic

e 
ha

s 
po

in
te

d 
ou

t 
th

at
 j

ud
ic

ia
l c

oo
pe

ra
tio

n 
in

 t
hi

s 
m

at
te

r 
is

 n
ec

es
sa

ry
 t

o 
ac

qu
ir
e 

an
y 

ty
pe

 o
f 

di
gi

ta
l e

vi
de

nc
e.

 T
hi

s 
w

as
 d

on
e 

ba
se

d 
on

 t
he

 a
pp

lic
at

io
n 

of
 t

he
 

pr
ov

is
io

ns
 o

f A
rt

ic
le

s 
48

4 
an

d 
48

5 
of

 t
he

 C
ol

om
bi

an
 C

od
e 

of
 C

ri
m

in
al

 P
ro

ce
du

re
. F

in
al

ly
, C

ol
om

bi
a 

in
fo

rm
ed

 
th

at
 t

he
 la

ck
 o

f 
co

m
pl

ia
nc

e 
w

ith
 t

he
se

 c
ha

nn
el

s 
ha

s 
re

su
lte

d 
in

 t
he

 e
xc

lu
si

on
 o

f 
m

at
er

ia
l e

vi
de

nc
e 

du
e 

to
 

ill
eg

al
ity

 in
 j
ud

ic
ia

l p
ro

ce
ed

in
gs

. 
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 P
a
rt

y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

C
os

ta
 R

ic
a 

If
 d

ur
in

g 
th

e 
in

ve
st

ig
at

io
n,

 o
r 

ev
en

 d
ur

in
g 

th
e 

se
ar

ch
 a

nd
 s

ei
zu

re
 o

f 
th

e 
in

iti
al

 d
at

a,
 i
t's

 d
et

er
m

in
ed

 t
ha

t 
an

ot
he

r 
pi

ec
e 

of
 h

ar
dw

ar
e 

(l
oc

at
ed

 in
 C

os
ta

 R
ic

a)
 c

on
ta

in
s 

im
po

rt
an

t 
in

fo
rm

at
io

n 
to

 t
he

 in
ve

st
ig

at
io

n,
 t

he
 

ju
dg

e 
ca

n 
ex

te
nd

 h
is

 w
ar

ra
nt

 to
 s

ei
ze

 a
nd

 a
na

ly
se

 th
is

 n
ew

 d
at

a.
 T

he
n 

th
e 

pr
os

ec
ut

or
's

 o
ff
ic

e 
an

d/
or

 J
ud

ic
ia

l 
Po

lic
e 

w
ill

 e
xe

cu
te

 t
he

 o
rd

er
. 

 In
 C

os
ta

 R
ic

a,
 t

he
 "

m
ot

iv
es

 t
o 

be
lie

ve
" 

ar
e 

eq
ua

te
d 

to
 "

su
ff

ic
ie

nt
 o

r 
po

si
tiv

e 
pr

ob
ab

ili
ty

",
 s

o 
th

at
 w

he
n 

ac
ce

ss
 t
o 

in
fo

rm
at

io
n 

si
m

ila
r 

to
 t
ha

t p
ro

vi
de

d 
fo

r 
in

 A
rt

ic
le

 1
9.

2 
is

 s
ou

gh
t,

 t
he

 P
ro

se
cu

to
r 
m

us
t 
de

m
on

st
ra

te
 

in
 h

is
 r

eq
ue

st
 t

o 
th

e 
ju

dg
e 

th
at

 d
ue

 t
o 

th
e 

fa
ct

s 
an

d 
th

e 
ev

id
en

ce
 a

va
ila

bl
e 

up
 t

o 
th

at
 m

om
en

t,
 t

he
re

 i
s 

su
ff

ic
ie

nt
 p

ro
ba

bi
lit

y 
th

at
 t

he
y 

ar
e 

in
 t

he
 p

la
ce

 w
he

re
 t

he
y 

ar
e 

in
di

ca
te

d,
 a

nd
 i

n 
tu

rn
, 

th
e 

ju
dg

e 
in

 h
is

 
de

ci
si

on
 m

us
t 

ev
al

ua
te

 a
nd

 a
na

ly
se

 s
uc

h 
po

si
tiv

e 
pr

ob
ab

ili
ty

, 
ad

eq
ua

te
ly

 j
us

tif
yi

ng
 h

is
 o

rd
er

. 
 “I

n 
its

 t
er

ri
to

ry
” 

re
fe

rs
 t

o 
th

e 
ph

ys
ic

al
 p

la
ce

 i
n 

w
hi

ch
 C

os
ta

 R
ic

a 
ex

er
ci

se
s 

its
 s

ov
er

ei
gn

 p
ow

er
s.

 I
n 

th
is

 
m

om
en

t,
 is

 r
eq

ui
re

d 
th

at
 t

he
 s

ys
te

m
 (

ha
rd

w
ar

e)
 t

ha
t 

st
or

ag
e 

th
e 

da
ta

 m
us

t 
be

 in
 C

os
ta

 R
ic

a,
 o

r 
th

at
 t

he
 

pr
ov

id
er

 o
f 

th
e 

se
rv

ic
e 

ha
s 

an
 o

pe
n 

bu
si

ne
ss

 o
ff

ic
e 

in
 C

os
ta

 R
ic

a.
 

Th
er

e 
is

 n
o 

sp
ec

ifi
c 

ru
le

 i
n 

pl
ac

e 
fo

r 
th

e 
si

tu
at

io
ns

 i
n 

w
hi

ch
 i

s 
no

t 
po

ss
ib

le
 t

o 
de

te
rm

in
e 

w
he

re
 t

he
 d

at
a 

so
ug

ht
 a

re
 s

to
re

d 
(“

lo
ss

 o
f 
(k

no
w

le
dg

e 
of

) 
lo

ca
tio

n 
si

tu
at

io
ns

”)
. 

 

C
os

ta
 R

ic
a 

ap
pl

ie
s 

ge
ne

ra
l 

se
ar

ch
 
an

d 
se

iz
ur

e 
po

w
er

s 
to

 
im

pl
em

en
t 

A
rt

ic
le
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Pr
ov

is
io

ns
 

sp
ec

ifi
c 

to
 

co
m

pu
te

r 
da

ta
 

an
d 

sy
st

em
s 

co
ul

d 
pe

rm
it 

gr
ea

te
r 

cl
ar

ity
 a

nd
 e

nh
an

ce
 le

ga
l c

er
ta

in
ty

. 

C
ro

at
ia

 
A
rt

ic
le

 2
57

, 
Pa

ra
gr

ap
h 

1 
of

 t
he

 C
ro

at
ia

n 
C
ri
m

in
al

 P
ro

ce
du

re
 C

od
e 

pr
es

cr
ib

es
 t

ha
t 

th
e 

se
ar

ch
 a

nd
 s

ei
zu

re
 

re
fe

rs
 t

o 
bo

th
 c

om
pu

te
r 

an
d 

de
vi

ce
s 

co
nn

ec
te

d 
w

ith
 t

he
 c

om
pu

te
r.

 
 Th

e 
se

ar
ch

 s
ha

ll 
be

 c
on

du
ct

ed
 u

po
n 

co
ur

t 
w

ar
ra

nt
 i
nd

ic
at

in
g 

an
 o

bj
ec

t 
of

 t
he

 m
ea

su
re

. 
Th

e 
ex

te
ns

io
n 

of
 

th
e 

se
ar

ch
 t

o 
th

at
 o

th
er

 c
om

pu
te

r 
sy

st
em

 a
cc

or
di

ng
 t

o 
ca

se
-l

aw
 c

ou
ld

 b
e 

co
nd

uc
te

d 
ei

th
er

 t
hr

ou
gh

 in
iti

al
 

co
ur

t 
w

ar
ra

nt
 in

di
ca

tin
g 

po
ss

ib
ili

ty
 t

o 
ex

te
nd

 t
he

 s
ea

rc
h 

or
 u

po
n 

th
e 

su
bs

eq
ue

nt
 c

ou
rt

 w
ar

ra
nt

 in
di

ca
tin

g 
an

ot
he

r 
co

m
pu

te
r 

sy
st

em
 t

ha
t 

sh
ou

ld
 b

e 
se

ar
ch

ed
. 

 
 G

ro
un

ds
 t

o 
be

lie
ve

 s
ho

ul
d 

be
 e

st
ab

lis
he

d 
ei

th
er

 t
hr

ou
gh

 t
he

 lo
ca

tio
n 

of
 t

he
 c

on
ne

ct
ed

 d
ev

ic
e,

 in
di

ca
te

d 
in

 
th

e 
re

as
on

in
g 

of
 d

ec
is

io
n 

an
d 

de
ri
ve

d 
fr

om
 p

re
vi

ou
sl

y 
un

de
rt

ak
en

 i
nv

es
tig

at
iv

e 
m

ea
su

re
s.

 T
hi

s 
m

os
tly

 
de

pe
nd

s 
on

 f
ac

tu
al

 c
ir
cu

m
st

an
ce

s 
of

 a
 c

as
e.

  
 N

ei
th

er
 t

he
 C

od
e 

its
el

f,
 n

or
 t

he
 c

as
e 

la
w

, 
is

 e
xp

lic
it 

ab
ou

t 
w

he
th

er
 t

hi
s 

pr
ov

is
io

n 
(A

rt
ic

le
 2

57
 (

1)
 o

f 
th

e 
C
ri
m

in
al

 P
ro

ce
du

re
 C

od
e)

 a
pp

lie
s 

on
ly

 t
o 

th
os

e 
co

nn
ec

te
d 

de
vi

ce
s 

w
hi

ch
 a

re
 p

hy
si

ca
lly

 l
oc

at
ed

 i
n 

th
e 

C
ro

at
ia

 a
pp

lie
s 

sp
ec

ifi
c 

se
ar

ch
 a

nd
 s

ei
zu

re
 p

ow
er

s 
to

 im
pl

em
en

t 
Ar

tic
le

 1
9.

2.
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Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

te
rr

ito
ry

 o
f 

th
e 

R
ep

ub
lic

 o
f 

C
ro

at
ia

 o
r 

th
e 

se
ar

ch
 c

an
 b

e 
ex

te
nd

ed
 t

o 
th

e 
co

nn
ec

te
d 

de
vi

ce
s 

lo
ca

te
d 

in
 a

n 
un

kn
ow

n 
lo

ca
tio

n/
ab

ro
ad

. 
 

C
yp

ru
s 

C
yp

ru
s 

ca
n 

ex
te

nd
 s

ea
rc

he
s 

pe
r 

A
rt

ic
le

 1
9.

2 
if 

it 
pr

oc
ur

es
 a

 fu
rt

he
r 

se
ar

ch
 w

ar
ra

nt
 p

ur
su

an
t 
to

 t
he

 s
ta

nd
ar

d 
pr

oc
ed

ur
es

 d
es

cr
ib

ed
 a

bo
ve

. 
 T

o 
pr

oc
ur

e 
su

ch
 a

 f
ur

th
er

 w
ar

ra
nt

, 
th

e 
au

th
or

iti
es

 m
us

t 
sh

ow
 r

ea
so

na
bl

e 
su

sp
ic

io
n 

th
at

 c
om

pu
te

r 
da

ta
 a

re
 s

to
re

d 
in

 a
no

th
er

, 
sp

ec
ifi

ed
 c

om
pu

te
r 

sy
st

em
 t

ha
t 

ha
s 

no
t 

be
en

 s
ea

rc
he

d 
fo

r 
ev

id
en

ce
. 

 A
pp

lic
at

io
ns

 f
or

 s
ea

rc
h 

w
ar

ra
nt

s 
m

us
t 

in
cl

ud
e 

in
fo

rm
at

io
n 

ab
ou

t 
th

e 
pu

rp
os

e 
of

 t
he

 s
ea

rc
h 

an
d 

th
e 

ite
m

s,
 

do
cu

m
en

ts
 o

r 
da

ta
 s

ou
gh

t.
 F

ur
th

er
, 

th
ey

 m
us

t 
in

cl
ud

e 
sp

ec
ifi

c 
in

fo
rm

at
io

n 
ab

ou
t 

th
e 

pr
em

is
es

 o
r 

lo
ca

tio
n 

fo
r 

w
hi

ch
 t

he
 s

ea
rc

h 
w

ar
ra

nt
 i

s 
re

qu
es

te
d.

 T
he

re
fo

re
, 

a 
se

co
nd

 s
ea

rc
h 

w
ar

ra
nt

 e
xt

en
di

ng
 a

 s
ea

rc
h 

to
 a

 
co

nn
ec

te
d 

co
m

pu
te

r 
m

ay
 b

e 
is

su
ed

 if
 1

) 
th

er
e 

is
 in

fo
rm

at
io

n 
th

at
 a

 c
ri
m

e 
ha

s 
be

en
 c

om
m

itt
ed

 a
nd

 2
) 

th
er

e 
ar

e 
re

as
on

ab
le

 g
ro

un
ds

 t
o 

be
lie

ve
 t

ha
t 

in
 a

 s
pe

ci
fic

 p
re

m
is

e 
or

 a
re

a 
th

er
e 

m
ig

ht
 b

e 
ite

m
s,

 d
at

a,
 d

oc
um

en
ts

 
or

 o
th

er
 e

vi
de

nc
e 

lin
ke

d 
to

 t
he

 c
as

e.
  

 If
 t

he
 lo

ca
tio

n 
of

 t
he

 e
vi

de
nc

e 
so

ug
ht

 is
 n

ot
 k

no
w

n 
– 

th
at

 is
, 

if 
th

er
e 

is
 in

fo
rm

at
io

n 
th

at
 a

 c
ri
m

e 
ha

s 
be

en
 

co
m

m
itt

ed
 b

ut
 n

o 
in

fo
rm

at
io

n 
th

at
 a

 s
pe

ci
fic

 p
re

m
is

es
 o

r 
lo

ca
tio

n 
co

nt
ai

ns
 e

vi
de

nc
e 

re
le

va
nt

 t
o 

th
e 

ca
se

 –
 

a 
w

ar
ra

nt
 m

ay
 n

ot
 b

e 
is

su
ed

, 
be

ca
us

e 
it 

w
ill

 n
ot

 b
e 

po
ss

ib
le

 t
o 

sp
ec

ify
 i
n 

th
e 

ap
pl

ic
at

io
n 

fo
r 

th
e 

w
ar

ra
nt

 
th

e 
lo

ca
tio

n 
of

 t
he

 it
em

s,
 d

oc
um

en
ts

 o
r 

da
ta

 o
r 

ot
he

r 
ev

id
en

ce
 s

ou
gh

t.
 

 C
yp

ru
s 

do
es

 n
ot

 a
ss

er
t 

th
e 

ri
gh

t 
to

 e
xt

en
d 

se
ar

ch
es

 o
ut

si
de

 it
s 

te
rr

ito
ry

. 
 

C
yp

ru
s 

ap
pl

ie
s 

ge
ne

ra
l 

an
d 

sp
ec

ifi
c 

se
ar

ch
 a

nd
 

se
iz

ur
e 

po
w

er
s 

to
 

im
pl

em
en

t 
Ar

tic
le
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fic
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m
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te
r 
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nd

 s
ys
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m

s 
co

ul
d 

pe
rm

it 
gr

ea
te

r 
cl

ar
ity

 a
nd

 e
nh

an
ce

 l
eg

al
 

ce
rt

ai
nt

y.
 

C
ze

ch
 R

ep
ub

lic
 

Th
e 

m
ea

su
re

s 
co

nc
er

ne
d 

in
cl

ud
e 

pr
ov

is
io

ns
 o

n 
ho

us
e 

se
ar

ch
 (

Pr
ov

is
io

n 
83

) 
an

d 
se

ar
ch

 o
f 

ot
he

r 
pr

em
is

es
 

an
d 

pl
ac

es
 (

Pr
ov

is
io

n 
83

a)
 b

ot
h 

de
fin

ed
 in

 th
e 

C
ri
m

in
al

 P
ro

ce
du

re
 C

od
e 

(C
PC

).
 I
n 

ca
se

 th
at

 la
w

 e
nf

or
ce

m
en

t 
au

th
or

iti
es

 a
re

 a
bl

e 
to

 d
ow

nl
oa

d 
da

ta
 fr

om
 a

va
ila

bl
e 

co
m

pu
te

r 
an

d 
co

nn
ec

te
d 

de
vi

ce
 lo

ca
te

d 
in

 t
he

 t
er

ri
to

ry
 

of
 t

he
 C

ze
ch

 R
ep

ub
lic

, 
th

ey
 a

re
 c

om
pe

te
nt

 t
o 

ac
t 

so
, 

un
le

ss
 it

 is
 k

no
w

n 
th

at
 t

ho
se

 d
at

a 
ar

e 
lo

ca
te

d 
in

 t
he

 
te

rr
ito

ry
 o

f 
fo

re
ig

n 
S
ta

te
. 

If
 d

at
a 

ar
e 

pl
ac

e 
in

 t
he

 t
er

ri
to

ry
 o

f 
fo

re
ig

n 
S
ta

te
, 

th
e 

ch
an

ne
l 

of
 i

nt
er

na
tio

na
l 

ju
di

ci
al

 c
oo

pe
ra

tio
n 

sh
al

l b
e 

us
ed

. 
 

C
ze

ch
 R

ep
ub

lic
 a

pp
lie

s 
ge

ne
ra

l s
ea

rc
h 

an
d 

se
iz

ur
e 

po
w

er
s 

to
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em
en

t 
A
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an
d 

sy
st

em
s 

co
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d 
pe

rm
it 

gr
ea

te
r 

cl
ar

ity
 a

nd
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nh
an

ce
 le

ga
l c

er
ta

in
ty

. 
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A

ss
e
ss

m
e
n

t 

Id
en

tic
al
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ro

ce
du

re
 a

pp
lie

s 
fo

r 
ex

te
ns

io
n 

of
 s

ea
rc

he
s,

 a
s 

in
 r

el
at

io
n 

to
 h

ou
se

 s
ea

rc
h,

 i.
e.

 C
ri
m

in
al

 P
ro

ce
du

re
 

C
od

e 
(C

PC
).

 A
ut

ho
ri
sa

tio
n 

to
 o

bt
ai

n 
ac

ce
ss

 t
o 

da
ta

 a
va

ila
bl

e 
fr

om
 d

ev
ic

e 
in

 t
he

 p
la

ce
 o

f 
ho

us
e 

se
ar

ch
 i
s 

in
cl

ud
ed

 in
 t

he
 c

ou
rt

 o
rd

er
 a

ut
ho

ri
si

ng
 t

he
 h

ou
se

 s
ea

rc
h.

  
 A
s 

pe
r 

th
e 

re
le

va
nt

 c
as

e-
la

w
, 

es
se

nt
ia

l 
co

nd
iti

on
 f

or
 t

he
 h

ou
se

 s
ea

rc
h 

is
 t

he
 r

ea
so

na
bl

e 
su

sp
ic

io
n 

th
at

 i
n 

th
e 

ap
ar

tm
en

t 
or

 o
th

er
 p

re
m

is
es

 u
se

d 
fo

r 
ac

co
m

m
od

at
io

n 
or

 i
n 

th
e 

pr
em

is
es

 b
el

on
gi

ng
 t

o 
it,

 t
he

 i
te

m
 o

r 
pe

rs
on

 im
po

rt
an

t 
fo

r 
cr

im
in

al
 p

ro
ce

ed
in

gs
 is

 l
oc

at
ed

. 
Th

e 
pr

ec
on

di
tio

n 
fo

r 
th

is
 is

 t
he

 e
xi

st
en

ce
 o

f 
fa

ct
s 

or
 

ev
id

en
ce

 e
lig

ib
le

 t
o 

co
nv

in
ce

 t
he

 o
bj

ec
tiv

e 
ob

se
rv

er
 t

ha
t 

in
 t

he
 s

ea
rc

he
d 

pr
em

is
es

 t
he

 r
es

pe
ct

iv
e 

ite
m

 o
r 

pe
rs

on
 m

ay
 b

e 
lo

ca
te

d.
 

 Th
e 

de
vi

ce
 w

he
re

 t
he

 d
at

a 
ar

e 
st

or
ed

 o
r 

fr
om

 w
hi

ch
 t

ho
se

 a
re

 a
va

ila
bl

e 
ha

ve
 t

o 
be

 lo
ca

te
d 

in
 t

he
 t

er
ri
to

ry
 

of
 t
he

 C
ze

ch
 R

ep
ub

lic
 a

nd
 t
he

 la
w

 e
nf

or
ce

m
en

t 
au

th
or

iti
es

 h
av

e 
to

 b
e 

ab
le

 t
o 

do
w

nl
oa

d 
th

em
. I

f i
t 
is

 k
no

w
n 

th
at

 d
at

a 
ar

e 
pl

ac
e 

in
 t

he
 t

er
ri
to

ry
 o

f 
fo

re
ig

n 
S
ta

te
, 
th

e 
ch

an
ne

l o
f 
in

te
rn

at
io

na
l j

ud
ic

ia
l c

oo
pe

ra
tio

n 
sh

ou
ld

 
be

 u
se

d.
 O

n 
th

e 
ot

he
r 

ha
nd

, 
fr

om
 t

he
 r

ep
ly

 o
n 

ty
pi

ca
l 

ex
am

pl
es

 (
us

e 
ca

se
s)

 i
t 

ap
pe

ar
s 

th
at

 a
ut

ho
ri
tie

s 
m

ig
ht

 u
se

 t
he

 m
ea

su
re

 a
ls

o 
w

he
n 

da
ta

 a
re

 s
to

re
d 

on
 a

 c
om

pu
te

r 
sy

st
em

 a
br

oa
d.

 
 

D
en

m
ar

k 
Th

e 
la

w
 a

ss
um

es
 t
ha

t 
a 

pr
op

er
ly

-a
ut

ho
ri
se

d 
se

ar
ch

 in
cl

ud
es

 th
e 

co
nt

en
t 
of

 d
ig

ita
l m

es
sa

ge
s 

th
at

 t
he

 p
er

so
n 

co
nc

er
ne

d 
ha

s 
re

ce
iv

ed
 a

nd
 t

ha
t 

ar
e 

ac
ce

ss
ib

le
 f

ro
m

 t
he

 i
ni

tia
lly

-s
ea

rc
he

d 
co

m
pu

te
r.

  
A
 S

up
re

m
e 

C
ou

rt
 

de
ci

si
on

 h
as

 p
er

m
itt

ed
 s

ea
rc

he
s 

w
he

n 
se

rv
er

s 
w

ith
 t

he
 t

ar
ge

t 
da

ta
 w

er
e 

kn
ow

n 
to

 b
e 

ou
ts

id
e 

D
en

m
ar

k.
  
If

 
ex

te
nd

in
g 

a 
se

ar
ch

 w
ou

ld
 r

eq
ui

re
 a

cc
es

s 
to

 n
ew

 t
ar

ge
ts

, 
a 

ne
w

 c
ou

rt
 o

rd
er

 m
us

t 
be

 p
ro

cu
re

d.
  

 
 “G

ro
un

ds
 t

o 
be

lie
ve

” 
w

ill
 d

er
iv

e 
fr

om
 in

di
ca

to
rs

 in
 t

he
 in

iti
al

 s
ea

rc
h.

 
 Th

e 
ap

pr
oa

ch
 t

o 
si

tu
at

io
ns

 in
 w

hi
ch

 t
he

 lo
ca

tio
n 

of
 t

he
 d

at
a 

is
 u

nk
no

w
n 

is
 g

ov
er

ne
d 

by
 t

he
 S

up
re

m
e 

C
ou

rt
 

de
ci

si
on

 a
bo

ve
. 

 I
n 

th
e 

ve
rd

ic
t,

 t
he

 c
ou

rt
 n

ot
ed

 t
ha

t 
th

e 
cr

im
e 

w
as

 s
ub

je
ct

 t
o 

th
e 

D
an

is
h 

ri
gh

t 
of

 
pu

ni
sh

m
en

t,
 t

he
 c

as
e 

w
as

 b
ei

ng
 i

nv
es

tig
at

ed
 b

y 
D

an
is

h 
au

th
or

iti
es

 a
nd

 t
he

 s
ea

rc
h 

co
ul

d 
be

 c
on

du
ct

ed
 

w
ith

ou
t 

in
vo

lv
in

g 
an

y 
fo

re
ig

n 
au

th
or

iti
es

. 
 F

or
 t

he
se

 r
ea

so
ns

, 
it 

w
as

 in
si

gn
ifi

ca
nt

 t
ha

t 
th

e 
in

fo
rm

at
io

n 
w

as
 

ph
ys

ic
al

ly
 l

oc
at

ed
 o

n 
se

rv
er

s 
ou

ts
id

e 
of

 D
en

m
ar

k,
 i

n 
th

is
 i

ns
ta

nc
e 

in
 C

al
ifo

rn
ia

 a
nd

 L
ux

em
bo

ur
g.

 T
he

 
S
up

re
m

e 
C
ou

rt
 d

id
 n

ot
 e

xp
lic

itl
y 

st
at

e 
th

at
 t

hi
s 

ru
le

 w
ou

ld
 a

pp
ly

 in
 o

th
er

 s
im

ila
r 

si
tu

at
io

ns
.  

H
ow

ev
er

, s
in

ce
 

th
e 

ph
ys

ic
al

 lo
ca

tio
n 

of
 d

at
a 

is
 o

ft
en

 r
an

do
m

, 
th

e 
qu

es
tio

nn
ai

re
 r

es
po

ns
e 

co
nc

lu
de

s 
th

at
 t

he
 lo

ca
tio

n 
of

 t
he

 
da

ta
 is

 in
si

gn
ifi

ca
nt

 if
 t

he
 a

bo
ve

-m
en

tio
ne

d 
co

nd
iti

on
s 

ar
e 

m
et

. 
Th

is
 c

on
cl

us
io

n 
w

ou
ld

 a
ls

o 
be

 in
 li

ne
 w

ith
 

D
en

m
ar

k 
ap

pl
ie

s 
ge

ne
ra

l 
se

ar
ch

 
an

d 
se

iz
ur

e 
po

w
er

s 
to

 
im

pl
em

en
t 

A
rt

ic
le
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gr
ea

te
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ar

ity
 

an
d 
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e 

le
ga
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ai

nt
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C
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in
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e 
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n 

D
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is
h 
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tio
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 c
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m

in
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 c
as

es
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 p
ur
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an

t 
to

 w
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ch
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is

 g
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er
al

ly
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ss
um

ed
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ha
t 

in
te

rn
et

/i
nf

or
m

at
io

n 
cr

im
e 

ca
n 

be
 p

ro
se

cu
te

d 
in

 D
en

m
ar

k 
if 

it 
ha

s 
ha

d 
an

 e
ff
ec

t 
in

 D
en

m
ar

k.
 

 
D

om
in

ic
an

 
R
ep

ub
lic

  
 

Th
e 

D
om

in
ic

an
 R

ep
ub

lic
 in

di
ca

te
d 

th
at

 it
 c

on
ta

in
s 

no
 r

es
tr

ic
tio

ns
 in

 c
as

e 
it 

ha
s 

re
as

on
 t

o 
be

lie
ve

 t
ha

t 
th

e 
ev

id
en

ce
 is

 in
 a

no
th

er
 s

ys
te

m
 c

on
ne

ct
ed

 t
o 

or
 a

cc
es

si
bl

e 
th

ro
ug

h 
th

e 
sy

st
em

 f
or

 w
hi

ch
 t

he
 s

ea
rc

h 
w

ar
ra

nt
 

is
 in

iti
al

ly
 h

el
d.

 
 C
om

pe
te

nt
 a

ut
ho

ri
tie

s 
sh

al
l 

ac
t 

pr
om

pt
ly

 t
o 

pr
es

er
ve

 d
at

a 
co

nt
ai

ne
d 

in
 a

n 
in

fo
rm
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io

n 
sy

st
em

 o
r 

its
 

co
m

po
ne

nt
s,

 o
r 

sy
st

em
 t
ra

ff
ic

 d
at

a,
 w

he
re

 t
he

y 
ar

e 
at

 r
is

k 
of

 lo
ss

 o
r 

m
od

ifi
ca

tio
n.

 S
in

ce
 t
he

 le
gi

sl
at

io
n 

do
es

 
no

t 
im

po
se

 a
ny

 r
es

tr
ic

tio
ns

 in
 c

as
es

 w
he

re
 t

he
 d

at
a 

ar
e 

in
 a

 c
on

ne
ct

ed
 s

ys
te

m
 o

r 
ar

e 
ac

ce
ss

ib
le

 t
hr

ou
gh

 
th

e 
or

ig
in

al
 s

ys
te

m
, 

th
e 

au
th

or
iti

es
 m

ay
 c

ar
ry

 o
ut

 s
ea

rc
he

s 
in

 a
dj

ac
en

t 
an

d 
co

nn
ec

te
d 

sy
st

em
s.

 
 C
ur

re
nt

ly
, 

th
e 

cr
im

in
al

 p
ro

ce
du

re
 c

od
e 

al
lo

w
s 

of
fic

ia
ls

 f
ro

m
 t

he
 p

ub
lic

 m
in

is
tr

y 
or

 t
he

 p
ol

ic
e 

to
 c

on
du

ct
 

se
ar

ch
es

 i
n 

pl
ac

es
 o

r 
ite

m
s 

w
he

n 
“t

he
re

 a
re

 r
ea

so
na

bl
e 

gr
ou

nd
s 

to
 b

el
ie

ve
” 

th
at

 u
se

fu
l 
ev

id
en

ce
 f

or
 t

he
 

in
ve

st
ig

at
io

n 
ex

is
ts

. 
 Th

e 
le

ga
l 

fr
am

ew
or

k 
of

 t
he

 D
om

in
ic

an
 R

ep
ub

lic
 e

st
ab

lis
he

s 
th

at
 t

he
 c

on
ce

pt
 o

f 
"t

er
ri
to

ry
" 

ap
pl

ie
s 

in
 t

he
 

fo
llo

w
in

g 
si

tu
at

io
ns

: 
i)

 W
he

n 
th

e 
pe

rp
et

ra
to

r 
or

 in
st

ig
at

or
 o

f 
th

e 
of

fe
ns

e 
ac

ts
 w

ith
in

 t
he

 n
at

io
na

l t
er

ri
to

ry
. 

ii)
 W

he
n 

th
e 

pe
rp

et
ra

to
r 
or

 in
st

ig
at

or
 o

f t
he

 o
ff
en

se
 a

ct
s 

fr
om

 a
br

oa
d 

bu
t h

as
 e

ff
ec

ts
 o

n 
D

om
in

ic
an

 te
rr

ito
ry

. 
iii

) 
W

he
n 

th
e 

or
ig

in
 o

r 
ef

fe
ct

s 
of

 t
he

 o
ff
en

se
 a

re
 a

br
oa

d,
 b

ut
 m

ea
ns

 a
re

 u
se

d 
in

 t
he

 n
at

io
na

l t
er

ri
to

ry
. 

iv
) 

W
he

n 
th

er
e 

is
 c

om
pl

ic
ity

 f
ro

m
 D

om
in

ic
an

 t
er

ri
to

ry
. 

 In
 c

as
es

 w
he

re
 t

he
 e

xa
ct

 l
oc

at
io

n 
of

 t
he

 d
at

a 
is

 u
nk

no
w

n,
 a

 p
re

se
rv

at
io

n 
re

qu
es

t 
is

 m
ad

e 
to

 t
he

 s
er

vi
ce

 
pr

ov
id

er
, 
w

ho
 w

ill
 in

di
ca

te
 t

he
 lo

ca
tio

n 
of

 t
he

 s
to

re
d 

da
ta

. 
 Fi

na
lly

, 
it 

is
 im

po
rt

an
t 

to
 n

ot
e 

th
at

 t
he

re
 is

 c
ur

re
nt

ly
 a

 b
ill

 in
 C

on
gr

es
s 

to
 a

m
en

d 
th

e 
C
yb

er
cr

im
e 

A
ct

, 
w

hi
ch

  
w

ou
ld

 in
cl

ud
e 

re
m

ot
e 

se
ar

ch
 p

ow
er

s 
th

at
 c

ou
ld

 b
e 

us
ed

 in
 s

uc
h 

sc
en

ar
io

s.
 

 

D
om

in
ic

an
 R

ep
ub

lic
 a

pp
lie

s 
ge

ne
ra

l 
se

ar
ch

 a
nd

 
se

iz
ur

e 
po

w
er

s 
to

 
im

pl
em

en
t 

Ar
tic

le
 

19
.2

. 
Pr

ov
is

io
ns

 s
pe

ci
fic

 t
o 

co
m

pu
te

r 
da

ta
 a

nd
 s

ys
te

m
s 

co
ul

d 
pe

rm
it 

gr
ea

te
r 

cl
ar

ity
 a

nd
 e

nh
an

ce
 l

eg
al

 
ce

rt
ai

nt
y.
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g
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la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

Es
to

ni
a 

Th
er

e 
ar

e 
no

 li
m

ita
tio

ns
 in

 n
at

io
na

l l
aw

 t
o 

ex
te

ns
io

n 
of

 s
ea

rc
h.

 I
t 
is

 p
os

si
bl

e 
to

 la
w

fu
lly

 a
cc

es
s 

th
e 

co
m

pu
te

r 
sy

st
em

 a
nd

 e
xt

en
d 

th
e 

se
ar

ch
 t

o 
co

nn
ec

te
d 

sy
st

em
s.

 A
ut

ho
ri
tie

s 
in

di
ca

te
 t

ha
t 

pr
ov

is
io

ns
 o

n 
se

ar
ch

 a
nd

 
ex

am
in

at
io

n 
of

 a
n 

ob
je

ct
 a

pp
ly

. 
Fo

r 
th

e 
co

ve
rt

 a
cc

es
s 

ad
di

tio
na

l c
ou

rt
 a

ut
ho

ri
sa

tio
n 

is
 r

eq
ui

re
d.

 
 Le

ga
l f

ra
m

ew
or

k 
do

es
 n

ot
 d

ef
in

e 
“g

ro
un

ds
 t

o 
be

lie
ve

”.
 I

t 
is

 s
ta

te
d 

th
at

 a
cc

es
s 

ne
ed

s 
to

 b
e 

la
w

fu
l p

ur
su

an
t 

to
 t

he
 n

at
io

na
l l

eg
is

la
tio

n.
 

Le
gi

sl
at

io
n 

do
es

 n
ot

 r
eq

ui
re

 t
ha

t 
on

lin
e 

se
ar

ch
 n

ee
ds

 t
o 

ta
ke

 p
la

ce
 in

 E
st

on
ia

. 
Ex

te
ns

io
n 

of
 o

nl
in

e 
se

ar
ch

 in
 

cy
be

rs
pa

ce
 i

s 
th

us
 n

ot
 p

re
cl

ud
ed

. 
It

 i
s 

al
so

 n
ot

 r
eq

ui
re

d 
ex

pl
ic

itl
y 

th
at

 t
he

 p
hy

si
ca

l 
lo

ca
tio

n 
of

 t
he

 d
at

a 
ne

ed
s 

to
 b

e 
id

en
tif

ie
d 

or
 d

et
er

m
in

ed
. 

 
 

Es
to

ni
a 

ap
pl

ie
s 

ge
ne

ra
l s

ea
rc

h 
an

d 
se

iz
ur

e 
po

w
er

s 
to

 i
m

pl
em

en
t 

A
rt

ic
le

 1
9.

2.
 P

ro
vi

si
on

s 
sp

ec
ifi

c 
to

 
co

m
pu

te
r 

da
ta

 a
nd

 s
ys

te
m

s 
co

ul
d 

pe
rm

it 
gr

ea
te

r 
cl

ar
ity

 a
nd

 e
nh

an
ce

 le
ga

l c
er

ta
in

ty
. 

  

Fi
ji 

 
Fi

ji 
re

po
rt

ed
 t

ha
t 

le
ga

l b
as

is
 f

or
 e

xt
en

si
on

 o
f 

se
ar

ch
 is

 p
ro

vi
de

d 
in

 S
ec

tio
n 

21
.3

 a
nd

 2
1.

4 
of

 t
he

 T
C
A
. 

Th
is

 
pr

ov
is

io
n 

pr
ov

id
es

 f
or

 t
he

 f
ol

lo
w

in
g:

 W
he

re
 

a 
po

lic
e 

of
fic

er
 o

r 
ot

he
r 

au
th

or
iz

ed
 p

er
so

n 
un

de
r 

th
is

 A
ct

 i
s 

pe
rm

itt
ed

 t
o 

se
ar

ch
 o

r 
si

m
ila

rl
y 

ac
ce

ss
 a

 s
pe

ci
fie

d 
co

m
pu

te
r 

sy
st

em
, 

pr
og

ra
m

, 
da

ta
, 

or
 c

om
pu

te
r 

da
ta

 
st

or
ag

e 
m

ed
iu

m
, u

nd
er

 s
ub

se
ct

io
n 

(1
),

 a
nd

 h
as

 g
ro

un
ds

 t
o 

be
lie

ve
 t
ha

t 
th

e 
da

ta
 s

ou
gh

t 
is

 s
to

re
d 

in
 a

no
th

er
 

co
m

pu
te

r 
sy

st
em

, 
an

d 
su

ch
 d

at
a 

is
 l

aw
fu

lly
 a

cc
es

si
bl

e 
fr

om
 o

r 
av

ai
la

bl
e 

to
 t

he
 i

ni
tia

l 
sy

st
em

, 
th

e 
po

lic
e 

of
fic

er
 o

r 
ot

he
r 

au
th

or
iz

ed
 p

er
so

n 
m

ay
 e

xt
en

d 
th

e 
se

ar
ch

 o
r 
si

m
ila

r 
ac

ce
ss

 to
 s

uc
h 

ot
he

r 
sy

st
em

 o
r 

sy
st

em
s.

 
 A
 w

ar
ra

nt
 o

f 
a 

ju
dg

e 
m

us
t 

be
 is

su
ed

 t
o 

au
th

or
is

e 
th

is
 m

ea
su

re
. 

 ‘G
ro

un
ds

 t
o 

be
lie

ve
’ c

an
 o

nl
y 

be
 c

on
fir

m
ed

 a
ft

er
 in

iti
al

 s
ea

rc
he

s 
to

 v
er

ify
 w

he
th

er
 t

he
re

 is
 a

 n
ee

d 
to

 e
xt

en
d 

a 
se

ar
ch

. 
La

w
ye

rs
 w

ill
 b

e 
gu

id
ed

 b
y 

te
ch

ni
ca

l d
ig

ita
l e

xp
er

ts
. 

 O
n 

th
e 

qu
es

tio
n 

S
ec

tio
n 

3(
2)

 o
f 

th
e 

A
TT

 s
et

s 
ou

t 
th

e 
sc

op
e 

of
 a

pp
lic

at
io

n 
of

 ‘i
n 

its
 t

er
ri
to

ry
’. 

It
 c

on
ta

in
s 

a 
va

ri
et

y 
of

 j
ur

is
di

ct
io

na
l s

et
tin

gs
, 

bu
t 

ex
cl

us
iv

el
y 

fo
un

d 
or

 a
cc

es
si

bl
e 

in
 F

iji
. 

 It
 w

as
 f
ur

th
er

 n
ot

ed
 t

ha
t 

in
 c

as
es

 w
he

re
 it

 is
 n

ot
 p

os
si

bl
e 

to
 d

et
er

m
in

e 
w

he
re

 t
he

 r
eq

ue
st

ed
 d

at
a 

is
 s

to
re

d,
 

le
ga

l a
dv

ic
e 

is
 t
ak

en
, s

ug
ge

st
in

g 
th

at
 a

 c
as

e-
by

-c
as

e 
ap

pr
oa

ch
 m

ay
 b

e 
ta

ke
n.

 M
or

e 
sp

ec
ifi

ca
lly

, i
f p

er
m

itt
ed

 
te

ch
ni

ca
lly

 b
y 

th
e 

se
ar

ch
 w

ar
ra

nt
, 

th
e 

da
ta

 m
ay

 b
e 

se
iz

ed
, 

bu
t 

if 
an

y 
ot

he
r 

te
ch

ni
ca

l 
m

et
ho

ds
 a

re
 t

o 
be

 
us

ed
, 

th
en

 a
no

th
er

 s
ea

rc
h 

w
ar

ra
nt

 m
us

t 
be

 r
eq

ue
st

ed
 u

nt
il 

al
l t

ec
hn

ic
al

 a
ve

nu
es

 a
re

 e
xh

au
st

ed
. 

 

Fi
ji 

ap
pl

ie
s 

sp
ec

ifi
c 

se
ar

ch
 a

nd
 s

ei
zu

re
 p

ow
er

s 
to

 
im

pl
em

en
t 

Ar
tic

le
 1

9.
2.
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y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

Fi
nl

an
d 

Th
e 

C
M

A 
co

nt
ai

ns
 p

ro
vi

si
on

s 
on

 s
ea

rc
he

s 
an

d 
co

ve
rt

 c
oe

rc
iv

e 
m

ea
su

re
s 

in
 C

ha
pt

er
s 

8 
an

d 
10

. A
s 

pe
r 

th
es

e 
pr

ov
is

io
ns

, a
 s

ea
rc

h 
of

 d
at

a 
co

nt
ai

ne
d 

in
 a

 d
ev

ic
e 

re
fe

rs
 t
o 

th
e 

se
ar

ch
 s

pe
ci

fic
al

ly
 d

ir
ec

te
d 

to
w

ar
ds

 t
he

 d
at

a 
pr

es
en

t 
in

 a
 c

om
pu

te
r,

 t
er

m
in

al
, 
or

 o
th

er
 c

or
re

sp
on

di
ng

 t
ec

hn
ic

al
 d

ev
ic

e 
or

 in
fo

rm
at

io
n 

sy
st

em
 a

t 
th

e 
tim

e 
of

 t
he

 s
ea

rc
h.

 I
t 

in
cl

ud
es

 o
th

er
 c

or
re

sp
on

di
ng

 t
ec

hn
ic

al
 d

ev
ic

es
 o

r 
in

fo
rm

at
io

n 
sy

st
em

s 
as

 w
el

l. 
R
em

ot
e 

se
ar

ch
es

 c
an

 b
e 

co
nd

uc
te

d 
as

 a
 s

ea
rc

h 
of

 d
at

a 
co

nt
ai

ne
d 

in
 a

 d
ev

ic
e 

w
he

n 
re

qu
ir
ed

 f
or

 t
he

 a
pp

ro
pr

ia
te

 
co

nd
uc

t 
of

 a
 c

ri
m

in
al

 in
ve

st
ig

at
io

n 
or

 b
y 

th
e 

ur
ge

nc
y 

of
 t
he

 m
at

te
r.

 T
he

 s
ea

rc
h 

of
 d

at
a 

is
 c

on
du

ct
ed

 w
ith

ou
t 

us
in

g 
th

e 
de

vi
ce

 p
re

se
nt

 in
 t

he
 p

re
m

is
es

 o
r 

th
e 

po
ss

es
si

on
 o

f 
th

e 
pe

rs
on

 w
ho

 is
 t

he
 s

ub
je

ct
 o

f 
th

e 
se

ar
ch

. 
 

In
 c

as
e 

of
 a

n 
ex

te
nd

ed
 s

ea
rc

h,
 a

 n
ew

 d
ec

is
io

n 
ne

ed
s 

to
 b

e 
m

ad
e 

on
 s

ea
rc

hi
ng

 t
he

 d
at

a 
st

or
ed

 in
 a

 d
ev

ic
e.

 
A
s 

th
is

 d
ec

is
io

n 
is

 t
yp

ic
al

ly
 m

ad
e 

by
 a

n 
au

th
or

is
ed

 in
di

vi
du

al
 w

ith
 t

he
 p

ow
er

 o
f 
ar

re
st

, 
an

d 
in

 u
rg

en
t 

ca
se

s,
 

by
 a

 p
ol

ic
e 

of
fic

er
, 

it 
ha

s 
no

t 
pr

es
en

te
d 

an
y 

is
su

es
 i

n 
pr

ac
tic

e.
 T

he
 r

eq
ue

st
 a

nd
 d

ec
is

io
n 

to
 s

ea
rc

h 
da

ta
 

st
or

ed
 in

 a
 d

ev
ic

e 
us

ua
lly

 s
pe

ci
fy

 t
he

 s
ea

rc
h 

ta
rg

et
. 

It
 is

 im
po

rt
an

t 
to

 n
ot

e 
th

at
 w

he
n 

se
ar

ch
in

g 
da

ta
 f

ro
m

 
a 

de
vi

ce
, 

it 
m

ay
 b

e 
ca

rr
ie

d 
ou

t 
on

 t
he

 d
at

a 
st

or
ed

 i
n 

th
e 

de
vi

ce
 a

t 
th

e 
tim

e 
of

 t
he

 s
ea

rc
h.

 P
er

fo
rm

in
g 

m
ul

tip
le

 s
ea

rc
he

s 
of

 d
at

a 
st

or
ed

 in
 a

 d
ev

ic
e 

to
 c

ir
cu

m
ve

nt
 t

he
 p

ri
va

cy
 o

f 
se

ns
iti

ve
 c

om
m

un
ic

at
io

ns
 o

r 
th

e 
re

gu
la

tio
ns

 g
ov

er
ni

ng
 in

te
rc

ep
tio

n 
of

 t
el

ec
om

m
un

ic
at

io
ns

 a
nd

 m
on

ito
ri
ng

 o
f 
tr

af
fic

 d
at

a 
is

 p
ro

hi
bi

te
d.

 
 Th

e 
C
M

A
 a

llo
w

s 
fo

r 
a 

se
ar

ch
 o

f 
da

ta
 c

on
ta

in
ed

 o
n 

a 
de

vi
ce

 if
 t

he
re

 a
re

 r
ea

so
na

bl
e 

gr
ou

nd
s 

to
 b

el
ie

ve
 t

ha
t 

th
e 

se
ar

ch
 m

ay
 le

ad
 t

o 
th

e 
di

sc
ov

er
y 

of
 r

el
ev

an
t 

do
cu

m
en

ts
 o

r 
da

ta
. 

Th
e 

de
ci

si
on

 t
o 

ex
te

nd
 t

he
 s

ea
rc

h 
to

 
ot

he
r 

de
vi

ce
s 

or
 in

fo
rm

at
io

n 
sy

st
em

s 
m

ay
 r

es
ul

t 
fr

om
 in

te
rv

ie
w

s,
 m

at
er

ia
l a

na
ly

si
s 

or
 c

ri
m

in
al

 in
te

lli
ge

nc
e 

op
er

at
io

ns
 th

at
 p

ro
vi

de
 in

fo
rm

at
io

n 
ab

ou
t t

he
 d

ev
ic

es
 a

nd
 s

er
vi

ce
s 

us
ed

 in
 th

e 
of

fe
nc

e.
 T

he
 m

od
us

 o
pe

ra
nd

i 
of

 t
he

 c
ri
m

e 
w

ill
 a

ls
o 

in
flu

en
ce

 t
he

 s
co

pe
 o

f 
th

e 
da

ta
 s

ea
rc

h.
  

 Th
e 

C
M

A
 a

nd
 t

he
 P

ol
ic

e 
A
ct

 d
o 

no
t 

ex
pl

ic
itl

y 
pr

ov
id

e 
fo

r 
th

e 
te

rr
ito

ri
al

 c
om

pe
te

nc
e 

of
 t

he
 p

ol
ic

e 
in

 
cy

be
rs

pa
ce

, 
bu

t 
in

 p
ra

ct
ic

e 
Fi

nl
an

d 
au

th
or

iti
es

 r
el

y 
on

 t
he

 r
ul

es
 a

nd
 in

te
rp

re
ta

tio
ns

 o
f 
in

te
rn

at
io

na
l l

aw
. 

A
s 

a 
ru

le
, 

po
lic

e 
po

w
er

s 
on

ly
 a

pp
ly

 in
 F

in
la

nd
. 

In
 p

ra
ct

ic
e,

 t
hi

s 
ha

s 
tr

ad
iti

on
al

ly
 m

ea
nt

 o
nl

y 
se

rv
er

s 
lo

ca
te

d 
in

 
Fi

nl
an

d 
an

d 
th

e 
da

ta
 o

n 
th

es
e 

se
rv

er
s.

 I
nv

es
tig

at
io

ns
 a

re
 c

ar
ri
ed

 o
ut

 t
o 

lo
ca

te
 d

at
a,

 a
nd

 i
f 

th
e 

da
ta

 a
re

 
lik

el
y 

to
 b

e 
lo

ca
te

d 
w

ith
in

 t
he

 g
eo

gr
ap

hi
ca

l 
bo

rd
er

s 
of

 F
in

la
nd

, 
th

e 
po

lic
e 

po
w

er
s 

ap
pl

y 
to

 t
he

 d
at

a.
  

In
 

pr
ac

tic
e,

 s
ea

rc
he

s 
fo

r 
da

ta
 o

n 
a 

de
vi

ce
 a

re
 s

om
et

im
es

 c
on

si
de

re
d 

on
 a

 c
as

e-
by

-c
as

e 
ba

si
s,

 e
ve

n 
if 

th
e 

da
ta

 
ca

n 
be

 a
cc

es
se

d 
in

 F
in

la
nd

. 
 N

o 
la

w
s 

ha
ve

 
be

en
 

en
ac

te
d 

or
 

in
st

ru
ct

io
ns

 
or

 
re

gu
la

tio
ns

 
is

su
ed

 
on

 
th

is
 

m
at

te
r,

 
bu

t 
th

e 
Fi

nn
is

h 
in

te
rp

re
ta

tio
n 

is
 t

ha
t 

if 
th

e 
lo

ca
tio

n 
of

 t
he

 d
at

a 
is

 u
nk

no
w

n 
an

d 
ac

ce
ss

ib
le

, 
ob

ta
in

in
g 

th
e 

da
ta

 b
y 

na
tio

na
l 

Fi
nl

an
d 

ap
pl

ie
s 

sp
ec

ifi
c 

se
ar

ch
 a

nd
 s

ei
zu

re
 p

ow
er

s 
to

 im
pl

em
en

t 
Ar

tic
le

 1
9.

2.
 



12
0 

 P
a
rt

y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

co
er

ci
ve

 m
ea

su
re

s 
m

us
t 

be
 c

on
si

de
re

d 
on

 a
 c

as
e-

by
-c

as
e 

ba
si

s.
 I

n 
th

is
 c

as
e,

 c
on

se
nt

 d
oe

s 
no

t 
ne

ed
 t

o 
be

 
ob

ta
in

ed
, 
bu

t 
th

e 
se

ar
ch

 o
f 
da

ta
 c

on
ta

in
ed

 in
 a

 d
ev

ic
e 

is
 c

ar
ri
ed

 o
ut

 a
s 

a 
re

m
ot

e 
se

ar
ch

 in
 a

cc
or

da
nc

e 
w

ith
 

a 
de

ci
si

on
 t

o 
th

at
 e

ff
ec

t.
 T

he
 m

ea
su

re
 m

ay
 n

ot
 b

e 
ca

rr
ie

d 
ou

t 
if 

th
er

e 
is

 a
 s

us
pi

ci
on

 t
ha

t 
th

e 
da

ta
 m

ay
 b

e 
lo

ca
te

d 
in

 a
 c

ou
nt

ry
 t

ha
t 

m
ay

 h
av

e 
a 

ne
ga

tiv
e 

or
 a

gg
re

ss
iv

e 
at

tit
ud

e 
to

w
ar

ds
 t

he
 m

ea
su

re
. 

A
s 

a 
ge

ne
ra

l 
ru

le
, 

th
e 

m
ea

su
re

 m
us

t 
no

t 
in

fr
in

ge
 t

he
 s

ov
er

ei
gn

ty
 o

f 
an

y 
st

at
e.

 
 

Fr
an

ce
 

Th
e 

C
PC

 p
ro

vi
de

s 
fo

r 
th

e 
ex

te
ns

io
n 

of
 s

ea
rc

he
s 

in
to

 s
ub

se
qu

en
t 

sy
st

em
s 

if 
th

ey
 a

re
 a

cc
es

si
bl

e 
fr

om
 t

he
 

in
iti

al
ly

-s
ea

rc
he

d 
sy

st
em

. 
 T

he
 u

su
al

 p
ro

ce
du

re
s 

ar
e 

fo
llo

w
ed

. 
 

  Tw
o 

se
ct

io
ns

 o
f 

th
e 

C
PC

 i
m

pl
em

en
t 

“g
ro

un
ds

 t
o 

be
lie

ve
” 

as
 d

at
a 

th
at

 a
re

 o
f 

in
te

re
st

 t
o 

th
e 

in
ve

st
ig

at
io

n 
an

d 
as

 d
at

a 
(o

r 
ot

he
r 

ite
m

s)
 u

se
fu

l f
or

 p
ro

vi
ng

 t
he

 t
ru

th
. 

  
 In

 p
ri
nc

ip
le

, 
ac

co
rd

in
g 

to
 A

rt
ic

le
 5

7-
1 

of
 t

he
 C

PC
, 

sy
st

em
s 

co
nn

ec
te

d 
to

 a
 s

ea
rc

he
d 

sy
st

em
 m

ay
 a

ls
o 

be
 

se
ar

ch
ed

. 
 I

t 
do

es
 n

ot
 a

pp
ea

r 
th

at
 in

ve
st

ig
at

or
s 

ha
ve

 a
 le

ga
l o

bl
ig

at
io

n 
to

 d
et

er
m

in
e 

sy
st

em
at

ic
al

ly
 if

 t
he

 
da

ta
 a

re
 s

to
re

d 
ou

ts
id

e 
th

e 
te

rr
ito

ry
.  

H
ow

ev
er

, i
f i

t i
s 

kn
ow

n 
to

 b
e 

ou
ts

id
e 

th
e 

te
rr

ito
ry

, F
re

nc
h 

in
ve

st
ig

at
or

s 
pr

oc
ee

d 
by

 m
ut

ua
l l

eg
al

 a
ss

is
ta

nc
e.

  
If

 in
ve

st
ig

at
or

s 
kn

ow
 b

ef
or

eh
an

d 
th

at
 d

at
a 

ar
e 

ou
ts

id
e 

th
e 

te
rr

ito
ry

, 
th

ey
 m

ay
 c

ol
le

ct
 it

 a
nd

 r
et

ai
n 

it 
w

ith
ou

t 
ac

ce
ss

in
g 

it 
pe

nd
in

g 
th

e 
re

so
lu

tio
n 

of
 m

ut
ua

l l
eg

al
 a

ss
is

ta
nc

e.
  
 

 B
y 

co
nt

ra
st

, 
da

ta
 w

ho
se

 l
oc

at
io

n 
is

 u
nk

no
w

n 
m

ay
 b

e 
de

liv
er

ed
 t

o 
w

ha
te

ve
r 

sc
re

en
 i

s 
be

in
g 

us
ed

 i
n 

th
e 

se
ar

ch
. 
 T

he
 le

ga
l f

oc
us

 is
 n

ot
 o

n 
th

e 
lo

ca
tio

n 
of

 t
he

 s
er

ve
r 

bu
t 

on
 t

he
 lo

ca
tio

n 
of

 t
he

 a
cc

es
s 

to
 t

he
 s

er
ve

r.
  

 
 

Fr
an

ce
 a

pp
lie

s 
sp

ec
ifi

c 
se

ar
ch

 a
nd

 s
ei

zu
re

 p
ow

er
s 

to
 im

pl
em

en
t 

Ar
tic

le
 1

9.
2.

  
  

   

G
eo

rg
ia

 
Th

er
e 

is
 n

o 
di

re
ct

 l
eg

is
la

tiv
e 

ru
le

 t
ha

t 
al

lo
w

s 
ex

te
ns

io
n 

of
 s

ea
rc

he
s.

 H
ow

ev
er

, 
se

ar
ch

es
 a

re
 r

eg
ul

ar
ly

 
ex

te
nd

ed
 in

 a
ct

ua
l p

ra
ct

ic
e,

 c
as

es
 t

ha
t 

re
qu

ir
e 

ex
te

ns
io

n 
ar

e 
tr

ea
te

d 
as

 e
m

er
ge

nc
ie

s 
an

d 
em

er
ge

nc
y 

ru
le

s 
ar

e 
in

vo
ke

d 
(A

rt
. 
11

2 
of

 t
he

 C
C
P)

. 
R
ul

es
 a

pp
lic

ab
le

 t
o 

ge
ne

ra
l p

ro
ce

du
ra

l p
ow

er
s 

de
sc

ri
be

d 
ab

ov
e 

ap
pl

y 
in

 
ca

se
 o

f 
ex

te
ns

io
n 

of
 s

ea
rc

he
s.

 
S
ta

nd
ar

ds
 o

f p
ro

of
 a

s 
to

 t
he

 lo
ca

tio
n 

of
 d

at
a 

is
 r

el
ev

an
t 
in

 r
es

pe
ct

 o
f i

ni
tia

l s
ea

rc
he

s 
an

d 
th

e 
sa

m
e 

st
an

da
rd

 
ap

pl
ie

s 
to

 t
he

 e
xt

en
si

on
s.

 
 Th

er
e 

is
 n

o 
le

gi
sl

at
iv

e 
ru

le
 r

ef
er

ri
ng

 t
o 

“i
n 

its
 t

er
ri
to

ry
” 

el
em

en
t.

 A
cc

or
di

ng
 t

o 
th

e 
ju

di
ci

al
 p

ra
ct

ic
e 

se
ar

ch
es

 
an

d 
se

iz
ur

es
 h

av
e 

be
en

 c
on

si
de

re
d 

to
 b

e 
ca

rr
ie

d 
ou

t 
in

 G
eo

rg
ia

 a
s 

lo
ng

 a
s 

th
e 

ac
ce

ss
 t

o 
th

e 
co

nn
ec

te
d 

Th
er

e 
is

 
no

 
di

re
ct

 
le

gi
sl

at
iv

e 
ru

le
 

th
at

 
al

lo
w

s 
ex

te
ns

io
n 

of
 

se
ar

ch
es

; 
ho

w
ev

er
, 

se
ar

ch
es

 
ar

e 
re

gu
la

rl
y 

ex
te

nd
ed

 
in

 
pr

ac
tic

e 
an

d 
ca

se
s 

th
at

 
re

qu
ir
e 

ex
te

ns
io

n 
of

 
se

ar
ch

es
 

ar
e 

tr
ea

te
d 

as
 

em
er

ge
nc

ie
s.
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 P
a
rt

y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

co
m

pu
te

r 
sy

st
em

 w
as

 c
ar

ri
ed

 o
ut

 i
n 

th
e 

te
rr

ito
ry

 o
f 

G
eo

rg
ia

. 
H

ow
ev

er
, 

th
er

e 
is

 n
o 

de
fin

ite
 c

la
ri
ty

 o
n 

th
is

 
is

su
e 

to
 t

he
 d

at
e.

 
 Th

e 
le

gi
sl

at
io

n 
no

r 
th

e 
ju

di
ci

al
 p

ra
ct

ic
e 

ha
s 

ad
dr

es
se

d 
th

is
 i

ss
ue

 o
f 

ca
se

s 
w

he
n 

it 
ca

nn
ot

 b
e 

de
te

rm
in

ed
 

w
he

re
 t

he
 d

at
a 

so
ug

ht
 is

 s
to

re
d 

(“
lo

ss
 o

f 
(k

no
w

le
dg

e 
of

) 
lo

ca
tio

n 
si

tu
at

io
ns

”)
. 

 
 

G
er

m
an

y 
S
ec

tio
n 

11
0 

(3
) 

of
 t

he
 C

od
e 

of
 C

ri
m

in
al

 P
ro

ce
du

re
 a

llo
w

s 
th

e 
ex

te
ns

io
n 

of
 s

ea
rc

h 
to

 s
to

ra
ge

 m
ed

ia
 t

ha
t 

ar
e 

ph
ys

ic
al

ly
 s

ep
ar

at
e 

fr
om

 t
he

 o
ri
gi

na
l s

ea
rc

h 
pr

em
is

es
, 

if 
th

ey
 c

an
 b

e 
ac

ce
ss

ed
 f

ro
m

 t
he

 e
le

ct
ro

ni
c 

st
or

ag
e 

m
ed

iu
m

 if
 t

he
re

 is
 o

th
er

w
is

e 
a 

ri
sk

 t
ha

t 
th

e 
da

ta
 s

ou
gh

t 
w

ill
 b

e 
lo

st
. 

 
 Th

is
 in

cl
ud

es
 e

-m
ai

ls
 s

to
re

d 
on

 t
he

 p
ro

vi
de

r'
s 

se
rv

er
 a

nd
 it

 is
 ir

re
le

va
nt

 h
ow

 m
an

y 
in

te
rm

ed
ia

te
 le

ve
ls

 t
he

re
 

ar
e 

be
tw

ee
n 

th
e 

co
m

pu
te

r 
in

 t
he

 s
ea

rc
h 

ob
je

ct
 a

nd
 t

he
 s

pa
tia

lly
 s

ep
ar

at
e 

st
or

ag
e 

m
ed

iu
m

. 
 C
ou

rt
 o

rd
er

 is
 n

ee
de

d 
an

d 
re

qu
ir
es

 s
us

pi
ci

ou
s 

of
 a

n 
im

m
in

en
t 

lo
ss

 o
f 
da

ta
. 

 In
 p

ri
nc

ip
le

, t
he

 d
at

a 
m

us
t 
be

 lo
ca

te
d 

on
 s

to
ra

ge
 m

ed
ia

 in
 G

er
m

an
y.

 B
ut

, i
n 

ca
se

s 
in

 w
hi

ch
 p

hy
si

ca
l s

to
ra

ge
 

lo
ca

tio
n 

ca
nn

ot
 b

e 
de

te
rm

in
ed

, 
w

he
th

er
 t

he
 s

er
ve

r 
an

d 
th

us
 t

he
 d

at
a 

ar
e 

in
 G

er
m

an
y 

or
 a

br
oa

d,
 a

 s
to

ra
ge

 
lo

ca
tio

n 
in

 G
er

m
an

y 
ca

nn
ot

 in
 p

ri
nc

ip
le

 b
e 

ru
le

d 
ou

t 
in

 a
ny

 c
as

e.
 T

he
 m

er
e 

po
ss

ib
ili

ty
 o

f 
a 

lo
ca

tio
n 

ab
ro

ad
 

ca
nn

ot
 t

ri
gg

er
 a

n 
ob

lig
at

io
n 

to
 p

ro
vi

de
 i

nt
er

na
tio

na
l 

as
si

st
an

ce
. 

If
, 

ho
w

ev
er

, 
it 

is
 d

et
er

m
in

ed
 t

ha
t 

th
e 

st
or

ag
e 

m
ed

iu
m

 in
 q

ue
st

io
n 

is
 lo

ca
te

d 
ab

ro
ad

, 
an

d 
tr

an
sb

or
de

r 
se

ar
ch

 a
s 

un
ila

te
ra

l d
ir
ec

t 
ac

ce
ss

 t
o 

st
or

ed
 

da
ta

 in
 t

he
 c

ou
nt

ry
 in

 q
ue

st
io

n 
is

 t
he

re
fo

re
 e

xc
lu

de
d,

 r
eq

ue
st

 f
or

 le
ga

l a
ss

is
ta

nc
e 

m
us

t 
be

 s
ub

m
itt

ed
. 

 

G
er

m
an

y 
ap

pl
ie

s 
sp

ec
ifi

c 
se

ar
ch

 
an

d 
se

iz
ur

e 
po

w
er

s 
to

 im
pl

em
en

t 
Ar

tic
le

 1
9.

2.
  

G
ha

na
 

Th
e 

la
w

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

se
ar

ch
 a

nd
 s

ei
zu

re
 in

 g
en

er
al

 a
ls

o 
ap

pl
y 

w
he

n 
se

ar
ch

es
 a

re
 e

xt
en

de
d.

  S
ec

tio
n 

99
(1

) 
of

 t
he

 E
le

ct
ro

ni
c 

Tr
an

sa
ct

io
ns

 A
ct

 a
llo

w
s 

a 
la

w
 e

nf
or

ce
m

en
t 

of
fic

er
 e

xe
cu

tin
g 

a 
se

ar
ch

 w
ar

ra
nt

 u
nd

er
 

th
at

 a
ct

 t
o 

m
ak

e 
an

d 
ta

ke
 a

w
ay

 a
 c

op
y 

of
 a

ny
 p

ro
gr

am
 o

r 
re

co
rd

 h
el

d 
in

 a
ny

 c
om

pu
te

r 
be

yo
nd

 t
he

 in
iti

al
ly

-
se

ar
ch

ed
 c

om
pu

te
r 

if 
th

e 
of

fic
er

 h
as

 r
ea

so
na

bl
e 

gr
ou

nd
s 

to
 b

el
ie

ve
 t

ha
t 

th
e 

pr
og

ra
m

 o
r 

re
co

rd
 is

 e
vi

de
nc

e 
of

 t
he

 c
om

m
is

si
on

 o
f 

an
ot

he
r 

of
fe

nc
e.

  
Th

e 
au

th
or

iti
es

 a
ls

o 
po

in
te

d 
ou

t 
th

at
 t

he
 o

ff
ic

er
 c

on
du

ct
in

g 
th

e 
se

ar
ch

 a
nd

 s
ei

zu
re

 m
ay

 a
ls

o 
se

ar
ch

 o
th

er
 c

om
pu

te
rs

 o
th

er
 t

ha
n 

th
e 

in
iti

al
ly

 s
ea

rc
he

d 
co

m
pu

te
rs

 i
f 

th
e 

of
fic

er
 h

as
 r

ea
so

na
bl

e 
gr

ou
nd

s 
to

 b
el

ie
ve

 t
ha

t 
th

e 
pr

og
ra

m
 o

r 
re

co
rd

 is
 e

vi
de

nc
e 

of
 t

he
 c

om
m

is
si

on
 o

f 
th

e 
sa

m
e 

of
fe

nc
e.

 T
hi

s 
is

 b
as

ed
 o

n 
th

e 
di

sc
re

tio
na

ry
 p

ri
nc

ip
le

 in
 t

he
 in

te
rp

re
ta

tio
n 

of
 s

ta
tu

te
s 

w
hi

ch
 a

pp
lie

s 
in

 
G

ha
na

 a
s 

a 
co

m
m

on
 la

w
 c

ou
nt

ry
. 

G
ha

na
 

ap
pl

ie
s 

a 
co

m
bi

na
tio

n 
of

 
ge

ne
ra

l 
an

d 
sp

ec
ifi

c 
se

ar
ch
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 f
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at
io

n 
an

d 
th

e 
co

lle
ct

io
n 

of
 d
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 t
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 f
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 c
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 c
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 f
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 t
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 p
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 r
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 c
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 t
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e 

sa
m

e 
re

gu
la

tio
ns

 
go

ve
rn

in
g 

ot
he

r 
se

ar
ch

es
. 

  
 S
om

e 
qu

es
tio

ns
 d
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 C
ri
m

in
al

 P
ro

ce
du

re
 C

od
e 

co
nt

ai
ns

 t
he

 p
ow

er
 t

o 
co

nd
uc

t 
a 

ne
tw

or
k 

se
ar

ch
 i
f,

 d
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 d
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 c
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 p
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 p
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C
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 t
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 p
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l f
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 c
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 c
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or

k 
an

d/
or

 t
he

 
da

ta
 a

re
 w

ith
in

 D
ut

ch
 j
ur

is
di

ct
io

n.
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 m
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 b
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 r
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 p
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 c
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m

en
t 

or
 in

 c
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 d
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 d
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 d
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 d
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ay
 b

e 
pr

ov
id

ed
 b
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 b
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 d
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 b
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 d
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e 
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 d
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 d
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at
io

n 
is

 m
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 d
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 c
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r 
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 c
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m
 o

r 
de

vi
ce

 m
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 f
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m
 t
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n 
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ta
 lo
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 C
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 b
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 c
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 p
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w

ith
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et
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 o
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 t
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 b
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 s
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 f
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ra
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 d
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e 
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 c
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o 
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e 
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o 
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c 
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 c
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se
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d 
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 C
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en
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e 

m
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 e
xp

lic
itl

y 
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gu
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te
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 a
nd

 t
he

y 
ar

e 
ad

dr
es

se
d 

th
ro

ug
h 

th
e 

ap
pl

ic
at

io
n 
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na
lo

go
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 le
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l p
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ip
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e 
w
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rt
ic

le
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e 
of

 C
ri
m

in
al

 P
ro

ce
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re
, 
if 

th
e 

na
tu

re
 o

f 
th

e 
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e 
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h 

th
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pl
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e 
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n 
ev

id
en
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y 
m
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 o
f 
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m
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 b
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th
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d 
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 p
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w
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 c
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 m
ay

 b
e 
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 d
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h 
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s 
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n 

a 
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n 
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r 
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 o
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t 
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 s
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s 
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ll 
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d 
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r 
th
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" 

th
e 

re
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ut
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th
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 d
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 l
oc

at
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e 
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 p
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 t
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y 
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w
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 d
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 c
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 m
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ev
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he
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it 
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o 
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ta
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n 
of
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 t
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m
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ri
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 a
ut
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ri
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s 
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in
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ou
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at
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n 
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fic
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 c
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m
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r 
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 s

ub
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m
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 p
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to
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f 
th
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ep

ub
lic

 o
f 

S
an

 M
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o.
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f 
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 n
ec

es
sa

ry
 t
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se

ar
ch
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 c

om
pu

te
r 

sy
st

em
 

th
at
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 c

on
ne
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ed

 t
o 

th
e 

sy
st

em
 p

re
se

nt
 in

 S
an

 M
ar

in
o,

 b
ut

 lo
ca

te
d 

ou
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e 
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 t

er
ri
to

ry
, 

a 
fo

rm
al

 r
eq

ue
st
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 t
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 S
ta

te
 c

on
ce
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ed

 s
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ll 
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lo
w
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e 
m
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 c
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re

d 
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m
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th
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n 
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iti
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m
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 p
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n 
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en
eg

al
es

e 
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g 
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t 

S
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ec
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an
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 m
us

t 
be

 r
is

ks
 o
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 w
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e 
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n 

m
us
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h 
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se
 

sy
st

em
s 

to
 w
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 p
er
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ut

ho
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d 
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l 
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st

em
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e 
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ce
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 T
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 j
ud

ge
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us
t 

in
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rm
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pe
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 c
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e 

of
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te
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 u
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s 
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r 

id
en
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y 
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 c
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nd
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e 
la

w
 d

oe
s 
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ud
e 
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de

fin
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n 
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 t
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ri
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gr
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 b

el
ie
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 m
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e 
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ep
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 N

ev
er

th
el

es
s,
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ea
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t 
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e 

co
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ep
t 
of
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na

tio
na

l t
er

ri
to

ry
” 

ca
n 
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 d

er
iv

ed
 fr

om
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 c
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st

itu
tio

na
l m

ea
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ng
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 li

m
ite

d 
sp

ac
e 

in
 w

hi
ch

 a
 S

ta
te

 e
xe

rc
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es
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ve
re

ig
nt
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G
ro
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be
lie

ve
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in
 t

he
 A
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ic

le
 1
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se
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e 

co
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in
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e 
a 

to
ta
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y 
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 e

le
m

en
ts
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r 

fa
ct

s 
in

di
ca

tin
g 

th
at

 i
t 
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 l
ik

el
y 

th
at

 s
to

re
d 

da
ta
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 a

 s
ys

te
m

 b
ey

on
d 

th
e 

in
iti

al
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m
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ld

 c
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ut
e 
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 d
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er

m
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in
g 

th
e 
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o 

sp
ec

ifi
c 

st
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ut
e 
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rd
in

g 
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te
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se
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ch

es
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 H
ow

ev
er
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w

he
n 
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m
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en
t 
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ng

 
a 

se
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ch
 t
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t 
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 e
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en
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on
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 a
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le
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an

 u
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en
t 
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t 

fo
r 

ex
te
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io

n 
w

ill
 b

e 
m
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e 

to
 t

he
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du

ty
 

pr
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l j
ud

ge
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ro

un
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 t
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be
lie

ve
” 

th
at
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at
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is

 s
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re
d 

in
 a

 c
on

ne
ct

ed
 s

ys
te

m
 a

re
 e

st
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he

d 
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 e
le
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ro
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c 

ev
id

en
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el

ec
tr

on
ic

 e
vi

de
nt
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ry

 le
ad

s 
du

ri
ng

 t
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 in
iti

al
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ea
rc
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iz
ur

e.
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e 
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f 

th
e 

C
ri
m

in
al

 C
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e 
to
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he
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er

ri
to

ry
 o

f 
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er
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a 
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 f

ew
 l

im
ite

d 
ex

ce
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io
ns

 
ba

se
d 

on
 t

re
at
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6 SEIZURE OR SIMILARLY SECURING COMPUTER DATA 
ACCESSED (ASSESSMENT OF ARTICLE 19.3) 

 
This section assesses implementation of Article 19.3: 
 

Article 19 – Search and seizure of stored computer data 
 
3  Each Party shall adopt such legislative and other measures as may be 

necessary to empower its competent authorities to seize or similarly secure 
computer data accessed according to paragraphs 1 or 2. These measures shall 
include the power to: 

 
a  seize or similarly secure a computer system or part of it or a computer-

data storage medium; 
b  make and retain a copy of those computer data; 
c  maintain the integrity of the relevant stored computer data; 
d  render inaccessible or remove those computer data in the accessed 

computer system. 
 
6.1 Implementation of Article 19.3: overview 
 
6.1.1 Legislative and other measures, procedure for seizure – summary 
 
Many Parties had some difficulty in describing their capacity to fulfil the requirements of Article 
19.3 and were requested to provide further information to clarify how Article 19.3 was 
implemented.  It was assumed that Parties in fact had the necessary powers and merely 
needed to explain the basis for the powers.   
 
There are four elements in Article 19.3:  
 
▪ seizing and securing a computer system or part of it or a computer-data storage 

medium, 
▪ copying and retaining computer data,  
▪ maintaining its integrity, and  
▪ removing it or rendering it inaccessible.   
 
6.1.1.1 Seizing or similarly securing a computer system or part of it or a computer-data 

storage medium 
 
Almost all Parties can seize computer hardware and computer data storage media and no 
significant issues were encountered in the assessment as regards this element. Since computer 
hardware and storage media in most jurisdictions are considered tangible objects, Parties may 
use their traditional search powers to seize them.  
 
Examples of practices include:  
 
▪ Georgia: Grounds for seizure 
 

An item, document, substance or any other object containing information essential 
to the case, may be seized if there is probable cause that it is kept in a certain place, 
with a certain person and if there is no need to search for it. 

 
▪ Japan: relevant case-law 
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The Supreme Court held that where it is probable that information related to the 
alleged facts of the crime is recorded in a recording medium, and where there is a 
risk of damaging the recorded information if the law enforcement authority inspects 
at the scene whether such information is actually recorded, it is permissible for the 
law enforcement authority to seize the said recording medium without inspecting the 
contents of the medium at the scene. 

 
▪ Lithuania: 
 

If it is necessary to seize objects or documents relevant to the investigation of a 
criminal offence and it is known exactly where they are or who has them, the pre-
trial investigation officer or prosecutor may carry out a seizure. If the objects or 
documents are to be seized, the public prosecutor shall submit a reasoned application 
for seizure, on the basis of which the court shall authorise or refuse the seizure. 

 
6.1.1.2 Making and retaining a copy of computer data 
 
In the course of answering about making and retaining a copy of the computer data, most 
Parties55 noted that they had such power.  Most often, Parties stated that this power derived 
from general procedural powers, from a statute specific to electronic data, or from practice, 
including written guidelines56. 
 
Examples of practices on making copies of computer data instead of seizure: 
 
▪ France: on the spot copying 
 

Computer data may be seized either by placing the computer system or computer-
data storage medium on which the data are stored (e.g. computer, tablet, telephone, 
hard drive, USB stick, etc.) under court supervision, or by making a copy in the 
presence of the people who are required to be present during the search. In the latter 
case, the public prosecutor (or investigating judge) may subsequently order the 
permanent deletion of the data on the computer system or data-storage medium that 
has not been placed under judicial supervision. 

 
▪ Norway: on the spot copying 
 

The storage medium or a device containing storage media may be seized, or the 
information from a storage medium may be seized by copying it on the spot. Copying 
can be done by mirroring or file copying and a back-up must be made and retained 
for the same length of time as the mirror/file copy.  

 
▪ Spain: copying to minimise harm  
 

 
55 Albania, Australia, Austria, Belgium Bosnia and Herzegovina, Brazil, Bulgaria, Cabo Verde, Canada, 
Cyprus, Czech Republic, Dominican Republic, Estonia, Fiji, Finland, France, Georgia, Germany, Ghana, 
Greece, Hungary, Iceland, Israel, Japan, Latvia, Liechtenstein, Lithuania, Mauritius, Netherlands, Norway, 
Panama, Paraguay, The Philippines, Portugal, Republic of Moldova, Senegal, Sierra Leone, Slovak Republic, 
Slovenia, Spain, Sweden, Switzerland, Tonga, Türkiye, United Kingdom, USA. 
56 For example, Israel indicated that specific procedures for search and seizure are further elaborated in 
State's Attorney Guideline no. 7.14 on the Principles of Action Concerning the Seizure, Search, Copy and 
Examination of Computers and Computer Data. Norway pointed out that the Police Directorate instructions 
in Circular 2010-7 entitled "Processing of seizures in criminal proceedings" further describe the process of 
seizing objects containing data. 
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Seizure of the physical media may in some cases cause harm to the owner of the 
data.  In such cases, copying of the data may be advisable, ensuring appropriate 
conditions of authenticity and integrity. The judicial body decides whether to seize 
the device or make a copy of the content, this usually depends on the circumstances 
of the ongoing investigation. If the device is for the sole use of the respondent and if 
the illegal content is voluminous (as in cases of child sexual abuse material), the 
device is usually physically seized for a full examination of the device. However, if it 
is, for example, a criminal activity carried out from the computer system of a 
company that is not in fact involved in the unlawful action, the copying system is 
usually used. 

 
Examples of practices on making copies of computer data after the seizure – making and 
retaining a copy to preserve integrity of the data: 
 
▪ Paraguay: If the seized digital is at risk of being altered or disappearing, or if it is 

difficult to keep or perishable, reproductions, copies or certifications of their existence 
will be made and maintaining their condition will be ordered.  

 
▪ Slovenia: After an electronic device is seized, the data are secured in electronic form 

by storing it on another suitable data carrier in such a way as to preserve the identity 
and integrity of the data and the possibility of its use in the further process, or an 
identical copy of the entire data carrier is made.  

 
▪ Romania: In order to ensure integrity of the computer data stored on the seized 

objects, the prosecutor orders the making of copies of them. 
 
6.1.1.3 Maintaining the integrity of the relevant stored computer data 
 
Maintaining the integrity of evidence is a routine part of criminal procedure.  Perhaps because 
it is taken for granted, Parties often had difficulty explaining the source of their power to 
maintain the integrity of seized data. Eventually, most Parties indicated that this power derived 
from general procedural powers, from a statute specific to electronic data, or from practice 
and/or guidelines. Several Parties pointed out that their competent authorities have adopted 
policies or procedures regarding the “chain of custody” of evidence (including electronic) in 
criminal investigations and proceedings.  
 
Some Parties also mentioned various periods during which the data should be stored. For 
example, in Montenegro, the data (considered as objects) may be detained at the longest for 
2 months.  In the Philippines, by contrast, the law enforcement authorities may request an 
extension of time to complete the examination of the computer data storage medium and to 
make a return thereon but in no case for a period longer than thirty (30) days from date of 
approval of the measure by the court. In Canada, the data may be stored for three months, 
unless an extension is granted by a justice to store the data up to one year.   
 
Examples of practices include: 
 
▪ Austria:57  The seized data carrier has to be forensically backed up depending on the 

type and scope of the data. This backup always has to take the form of an image 
backup. A partial backup can also be carried out in individual cases. An image backup 
will serve as the basis for creating a working copy, which will be subject to 
investigations/searches. Such an image is created using appropriate forensic security 

 
57 “Guideline for the handling of seized objects” adopted in Austria sets out more general and legal aspects 
of (among others) seizure of devices for storage of electronic data (see Appendix; available in German 
language and not publicly available). 



150 
 

mechanisms (read-only, write blocker). The hash value ensures data integrity: It 
refers to the data content of the backed-up medium at the time of the backup and 
the data content of the created image, and serves to prove the immutability of the 
image. 

 
▪ Czech Republic: Securing is always carried out in a way that makes it demonstrable 

that the data have not been interfered with (detailed protocol of action, sealing, 
presence of a third uninvolved person, etc.). The seized media devices are sealed 
(placed in a designated container, described, photographed, etc. – recorded). Seizure 
of data can also take place in a non-physical form, in which case a so-called "hash" 
is usually used, a checksum which uniquely identifies the seized part of the data and 
is practically analogous to sealing. The hash is included in the record as an 
unmistakable identification of the item seized. Files, folders, hard drives and more 
can be cloned. In practice, if possible, the original disk should be kept in a safe place 
and only taken out for cloning where necessary.  
 

▪ Senegal: Independent of the duty imposed on the authorities to maintain the integrity 
of data, the CPC permits the authorities to require any person in possession or control 
of data to protect its integrity.   

 
6.1.1.4 Rendering inaccessible or removing the computer data in the accessed computer 

system 
 
The situation with regard to removing data or rendering them inaccessible is less clear.  Very 
few Parties (for example Albania, Cabo Verde, Dominican Republic, Fiji, Mauritius, Philippines, 
Portugal, Senegal, Sierra Leone) have a specific statute granting this power.  Most rely on an 
implicit power to meet this element of Article 19.3:  if we seize data, then it is unavailable to 
the searched person or entity58.  This approach means that the officials executing a seizure 
must ensure that they have removed the target data from every place where it is stored, not 
merely that they have removed one copy.   
 
However, it should be noted that the power contained in Art. 19.3 captures both devices seized 
at the location (through Art. 19.3.a., e. g., seizing a domain server hosting an illicit website) 
and computer data deleted or rendered inaccessible from the location of an executed search 
warrant (through Art. 19.3.d., e.g., an illicit website rendered inaccessible by the authorities), 
as opposed to specifically ensuring a website is unreachable through engagement with other 
persons, such as through service providers.   
 
There were insufficient answers for any conclusion about the ability to render data inaccessible 
without removing them.  Some Parties (France, Netherlands) stated that they had the power 
to remove online data or render them inaccessible, for example, through notice and take-down 
or other means to make a website unreachable pursuant to a criminal investigation (for 
example in relation to cases of child sexual abuse of which materials were made and are 
disseminated).  Article 19.3 does not specifically demand this power. This power is of 
increasing interest to Parties, for example in cases of child sexual abuse material.   
 
Some Parties (for example Andorra, Austria, Brazil, Finland, Germany, Lithuania, Slovenia) 
have not adopted special provisions for disabling or removing computer data in an accessible 
computer system and rely on the use of the general provision of seizure or confiscation of 
objects provided by their framework that does not mention electronic search and seizure 
specifically.  
 

 
58 At least until the time when the authorities may be required to return the data pursuant to statute.    
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Several Parties pointed out that this power is also important in the context of the seizure of 
crypto currencies (Liechtenstein, Switzerland). One Party specified that it had adopted 
domestic guidelines in this regard (Georgia).   
 
Examples of practices include: 
 
▪ Belgium:  Where it is not possible to copy the data stored, for technical reasons or 

because of the volume of the data, the Public Prosecutor shall use appropriate 
technical means to prevent access to such data in the computer system, as well as 
to copies of such data that are available to persons authorised to use the computer 
system. If the data are the subject of the offence or have been produced by the 
offence and if they are contrary to public policy or morality or constitute a danger to 
the integrity of computer systems or to data stored, processed or transmitted through 
such systems, the Public Prosecutor shall use all appropriate technical means to 
render the data inaccessible or, after taking a copy of them, to remove them. 

 
▪ Finland: Relevant case law: A was convicted of aggravated distribution and 

possession of an indecent image of a child and was ordered to forfeit to the State the 
illegal video and image files stored on the hard disks of a laptop owned by A's spouse 
B and of an external hard disk drive owned by A. After deleting the files, the Court 
of Appeal ruled that the computer and the drive had to be returned to their owners. 
The prosecution demanded that the laptop and the external hard disk drive be 
confiscated or at least that the hard disk drive of B's computer be overwritten. On 
the grounds set out in the judgment of the Supreme Court, the laptop and the 
external hard disk drive were ordered to be forfeited to the State. The forfeiture order 
was ordered to lapse if, at the expense of the owner of the device, the illegal files 
were removed from the device either by removing and destroying the hard disk of 
the device or by overwriting all the files on the hard disk in a way that ensured their 
removal after the legal files had been copied according to the owner's instructions 
and returned to the owner. 

 
▪ USA: The original media is usually seized and maintained in the possession of law 

enforcement, thus rendering the data inaccessible to the owner. In certain 
circumstances, particularly in the case of ongoing businesses, law enforcement will 
work with the owner of the data to create an identical copy of the data such that the 
business can continue to operate even after a warrant has been executed.  
Alternatively, the owner of data can seek return of the data from the government or 
petition the court for it return or for a copy. 

 
6.1.1.5 Procedures when the location of data cannot be determined 
 
This section of the questionnaire also included a question about applicable procedures when 
the location of data cannot be determined.  Almost all of the Parties stated that they apply the 
same measures when extending a search (according to Article 19.2) and in situations when it 
cannot be determined where the data sought is stored.59 
 
  

 
59 Readers are advised to consult the previous Chapter of this report. 
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6.1.2 Competent authorities that authorise and carry out a seizure 
 
Party Competent authority that 

authorises a search 
Competent authority that carries 
out a search 

Albania Judge Prosecutor, Judicial police, expertise 
may be involved 

Andorra Investigating judge Police officers and specialised 
authorities appointed by the 
investigating judge 

Argentina Judge Prosecutors and police officers 
Armenia Judge Investigators and technical experts 
Australia Magistrate, or a justice of the 

peace or other person employed 
in a court of a State or Territory 
who is authorised to issue search 
warrants or warrants for arrest 

Law enforcement authorities including 
constables or constables assisting 

Austria Prosecution authority Criminal investigation authority 
Azerbaijan Judge, Investigating judge Law enforcement authorities with 

technical expert assistance 
Belgium 39bis, § 2, paragraph 1: judicial 

police officer; 
39bis, § 2, subparagraph 2: 
public prosecutor; 
88ter : investigative judge; 
90ter : investigative judge.  

Police experts 

Bosnia and 
Herzegovina 

Judge Prosecutors and police authorities 
assisted by computer forensics and 
digital forensics experts 

Benin   
Brazil Judge Police officer with technical expert, 

prosecutor with technical expert, 
specialised units within police and 
prosecutorial services 

Bulgaria Judge Investigator, an investigating police 
officer or an investigating customs 
officer. Other computer expert may be 
present 

Cameroon State counsel, examining 
magistrate 

Police officer 

Canada Judge Peace officer, public officer, technical 
expertise may be involved 

Colombia Judge Judicial police 
Costa Rica Judge Prosecutor's Office and/or the Judicial 

Police, specialised authorities 
Croatia Investigating judge, judge Police officer and other specialised 

authority 
Cyprus Judge Police officer 
Czech Republic Judge Police officer 
Denmark Judge Danish national police and other 

experts 
Dominican 
Republic 

Judge  Prosecutor, specialised cybercrime 
police 

Estonia Judge, prosecutor Experts and other technical experts  
Fiji Judge Police and technical experts 
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Party Competent authority that 
authorises a search 

Competent authority that carries 
out a search 

Finland Prosecutor, police officer Police authorities and other technical 
experts 

France Judge, investigative judge, police 
officer 

Prosecutor, police officer, deputy 
prosecutor. Qualified persons to carry 
out technical examinations 

Georgia Judge Investigators with assistance of 
specialised investigators or other 
technical specialists from National 
Forensics Bureau 

Germany Judge Police officer, prosecutor 
Ghana Judge, The Police, The Economic 

and Organised Crime Office 
(EOCO), The Office of the Special 
Prosecutor, National Security, 
National Investigation Bureau, 
The Judicial Service of Ghana 

The Police, The Economic and 
Organised Crime Office (EOCO), The 
Office of the Special Prosecutor, 
National Security, National 
Investigation Bureau, The Judicial 
Service of Ghana 

Greece Judge, Prosecutor Law enforcement agencies and their 
specialised units (Cyber Crime Division 
and Forensic Science Division in 
Greece) 

Grenada Magistrate, judge Police officer (Digital Forensic Unit) 
Hungary Judge, prosecutor, investigating 

authority 
Prosecutor, Police and National Tax- 
and Customs Authority as investigating 
authorities, consultants with specific 
expertise 

Iceland Judge, police officer Police authorities 
Israel Judge The National Police, the Tax Authority, 

the Military Police, the Department of 
Internal Police Investigations, the 
Securities Authority, the Competition 
Authority 

Italy Prosecutor Police forces and other law 
enforcement agencies 

Japan Judge Public prosecutors, public prosecutor's 
assistant officers or judicial police 
officials 

Kiribati Judge Police officer 
Latvia Investigating judge  
Liechtenstein Investigating judge Digital Crime Unit of Liechtenstein’s 

National Police 
Lithuania Judge pre-trial investigation officer or the 

prosecutor, IT specialists from 
Lithuanian Forensic Expertise Centre, 
the Criminal Investigation Centre or 
other law enforcement specialists 

Luxembourg Investigating judge, prosecutor Police, technical experts 
Malta Magistrate Police officers, technical experts 
Mauritius Judge The police, The Independent 

Commission Against Corruption 
Monaco Judge, prosecutor, juge de 

libertes 
State police (Cybercrime unit), IT 
experts 
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Party Competent authority that 
authorises a search 

Competent authority that carries 
out a search 

Montenegro Investigative judge Police officers, officers of the Digital 
Forensic Centre 

Morocco Investigative judge (if the 
investigation is opened), 
prosecutor (during the 
investigation phase) 

judicial police officer 

Netherlands Judge, prosecutor Prosecutor and police officer 
Nigeria Judge Police 
North Macedonia Judge Prosecutor and law enforcement officer 
Norway Judge, prosecutor, police officer Police (NCIS Norway/NC3), prosecutors 

and specialised personnel 
Panama Judge of guarantees Prosecutor 
Paraguay Judge Prosecutor 
Peru Judge Prosecutor, National police 
Philippines Judge Law enforcement officers 
Poland Judge, prosecutor Police officer and other specialised 

experts 
Portugal Prosecutor Police officer, specialised experts 
Republic of 
Moldova 

Investigating judge, prosecutor Prosecutor, law enforcement officer 

Romania Judge Police officer, prosecutor or a police 
officer investigating the case 

San Marino Judge Police officer 
Senegal Investigating judge, prosecutor Investigating judge; police under 

supervision of prosecutor or 
investigating judge 

Serbia Judge Police 
Sierra Leone Judge Law enforcement officer 
Slovak Republic Judge, prosecutor Forensic technicians or experts 
Slovenia Judge police officer 
Spain Judge Prosecutor, police officer, forensic 

engineering laboratories  
Sri Lanka Magistrate Police officers, CERT, court-appointed 

experts 
Sweden Investigation leader, prosecutor 

or judge 
Investigating authority 

Switzerland Judge, prosecutor Police officer, other specialised 
authority 

Tonga Magistrate Police officers, CERT, foreign forensic 
experts 

Tunisia   
Türkiye Judge, prosecutor Law enforcement units (with forensic 

expertise) 
Ukraine Investigating magistrate, judge Investigator, prosecutor 
United Kingdom Magistrate Police officer 
United States of 
America 

Judge Law enforcement officer 
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og

ni
ze

d 
to

 r
ef

le
ct

 o
th

er
 m

ea
ns

 b
y 

w
hi

ch
 d

at
a 

ar
e 

re
m

ov
ed

 o
r 

th
ei

r 
co

nt
ro

l 
is

 t
ak

en
 o

ve
r.

 R
eg

ar
di

ng
 1

9.
3.

d,
 t

he
 p

ra
ct

ic
e 

of
 m

ak
in

g 
da

ta
 i

na
cc

es
si

bl
e,

 
w

he
th

er
 t

hr
ou

gh
 e

nc
ry

pt
io

n 
or

 o
th

er
 t

ec
hn

ol
og

ic
al

 m
ea

su
re

s,
 r

eq
ui

re
s 

ju
di

ci
al

 a
ut

ho
ri
sa

tio
n.

 T
he

 t
er

m
 "

re
m

ov
al

" 
is

 

B
ra

zi
l 

ap
pl

ie
s 

ge
ne

ra
l 

se
ar

ch
 

an
d 

se
iz

ur
e 

po
w

er
s 

to
 
im

pl
em

en
t 

A
rt

ic
le
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Pr
ov

is
io

ns
 s

pe
ci

fic
 t

o 
co

m
pu

te
r 

da
ta

 a
nd

 s
ys

te
m

s 
co

ul
d 

pe
rm

it 
gr

ea
te

r 
cl

ar
ity

 a
nd

 e
nh

an
ce

 le
ga

l c
er

ta
in

ty
. 
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a
rt

y 
Le

g
is

la
ti

ve
 a

n
d

 o
th

e
r 

m
e
a
su

re
s 

 
A

ss
e
ss

m
e
n

t 

in
te

rp
re

te
d 

in
 t

he
 s

en
se

 t
ha

t 
th

e 
da

ta
 a

re
 r

em
ov

ed
 o

r 
m

ad
e 

in
ac

ce
ss

ib
le

, 
bu

t 
no

t 
de

st
ro

ye
d.

 T
he

 s
ei

zu
re

 d
oe

s 
no

t 
im

pl
y 

th
e 

fin
al

 d
el

et
io

n 
of

 t
he

 s
ei

ze
d 

da
ta

. 
 Th

e 
C
om

pe
te

nt
 a

ut
ho

ri
tie

s 
m

us
t 

ha
ve

 a
 c

ou
rt

 o
rd

er
 o

r 
se

ar
ch

 w
ar

ra
nt

 b
as

ed
 o

n 
re

as
on

ab
le

 s
us

pi
ci

on
 o

f 
an

 o
ff
en

ce
, 

sp
ec

ify
in

g 
th

e 
lo

ca
tio

n,
 t

yp
e 

of
 d

at
a,

 a
nd

 t
im

e 
fr

am
e 

fo
r 

th
e 

se
iz

ur
e.

 T
he

 s
ei

zu
re

 p
ro

ce
ss

 m
us

t 
pr

es
er

ve
 t

he
 in

te
gr

ity
 o

f 
th

e 
da

ta
 a

nd
 a

ny
 c

op
ie

s 
m

ad
e 

sh
ou

ld
 b

e 
ke

pt
 s

ec
ur

el
y.

 
 B
ra

zi
l 
en

su
re

s 
co

m
pl

ia
nc

e 
w

ith
 t

he
 m

ea
su

re
s 

de
sc

ri
be

d 
in

 A
rt

ic
le

 1
9.

3 
of

 t
he

 B
ud

ap
es

t 
C
on

ve
nt

io
n 

by
 m

ai
nt

ai
ni

ng
 t

he
 

ch
ai

n 
of

 c
us

to
dy

, 
as

 s
pe

ci
fie

d 
in

 t
he

 C
od

e 
of

 C
ri
m

in
al

 P
ro

ce
du

re
. 

Th
e 

ch
ai

n 
of

 c
us

to
dy

 in
cl

ud
es

 s
ev

er
al

 s
te

ps
, 

in
cl

ud
in

g 
th

e 
id

en
tif

ic
at

io
n,

 i
so

la
tio

n,
 f

ix
at

io
n,

 c
ol

le
ct

io
n,

 p
ac

ka
gi

ng
, 

tr
an

sp
or

t,
 r

ec
ei

pt
, 

pr
oc

es
si

ng
, 

st
or

ag
e,

 a
nd

 d
is

po
sa

l 
of

 t
he

 
ev

id
en

ce
. 

 A
rt

ic
le

 1
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 o

f 
Th

e 
C
od

e 
of

 C
ri
m

in
al

 P
ro

ce
du

re
 e

m
ph

as
iz

es
 t

ha
t 

th
e 

co
lle

ct
io

n 
of

 e
vi

de
nc

e 
sh

ou
ld

 p
re

fe
ra

bl
y 

be
 c

ar
ri
ed

 
ou

t 
by

 a
n 

of
fic

ia
l 

ex
pe

rt
 w

ho
 w

ill
 c

ar
ry

 o
ut

 t
he

 n
ec

es
sa

ry
 p

ro
ce

du
re

s 
fo

r 
cu

st
od

y,
 e

ve
n 

in
 c

as
es

 w
he

re
 a

dd
iti

on
al

 
ex

am
in

at
io

ns
 a

re
 r

eq
ui

re
d.

  
 In

 o
rd

er
 t

o 
ca

rr
y 

ou
t 

a 
se

iz
ur

e 
un

de
r 

A
rt

ic
le

 1
9.

3,
 c

om
pe

te
nt

 a
ut

ho
ri
tie

s,
 w

hi
ch

 a
re

 t
yp

ic
al

ly
 la

w
 e

nf
or

ce
m

en
t 

ag
en

ci
es

 
(s

uc
h 

as
 f

ed
er

al
 p

ol
ic

e,
 s

ta
te

 p
ol

ic
e 

or
 o

th
er

 s
pe

ci
al

iz
ed

 u
ni

ts
 r

es
po

ns
ib

le
 f

or
 i

nv
es

tig
at

in
g 

cy
be

rc
ri
m

e 
an

d 
re

la
te

d 
of

fe
nc

es
),

 w
ill

 n
or

m
al

ly
 r

eq
ui

re
 a

 c
ou

rt
 o

rd
er

 o
r 

se
ar

ch
 w

ar
ra

nt
 a

ut
ho

ri
si

ng
 t

he
 s

ei
zu

re
, 

ba
se

d 
on

 r
ea

so
na

bl
e 

su
sp

ic
io

n 
of

 t
he

 c
om

m
is

si
on

 o
f 
an

 o
ff

en
ce

, 
an

d 
sp

ec
ify

in
g 

th
e 

lo
ca

tio
n 

of
 t

he
 c

om
pu

te
r 

da
ta

, 
th

e 
ty

pe
 o

f 
da

ta
 t

o 
be

 s
ei

ze
d 

an
d 

th
e 

tim
e 

fr
am

e 
fo

r 
th

e 
se

iz
ur

e.
 T

he
y 

m
ay

 a
ls

o 
re

qu
ir
e 

th
e 

as
si

st
an

ce
 o

f 
te

ch
ni

ca
l 

ex
pe

rt
s,

 s
uc

h 
as

 c
om

pu
te

r 
fo

re
ns

ic
 

sp
ec

ia
lis

ts
 o

r 
di

gi
ta

l e
vi

de
nc

e 
an

al
ys

ts
, 

to
 a

ss
is

t 
in

 t
he

 s
ei

zu
re

 a
nd

 a
na

ly
si

s 
of

 t
he

 c
om

pu
te

r 
da

ta
. 

 
B
ul

ga
ri
a 

D
ur

in
g 

a 
se

ar
ch

, 
th

e 
in

ve
st

ig
at

iv
e 

au
th

or
iti

es
 h

av
e 

th
e 

po
w

er
 t

o 
se

iz
e 

an
y 

ob
je

ct
 (

in
cl

ud
in

g 
an

 i
nf

or
m

at
io

n 
sy

st
em

),
 

w
hi

ch
 th

ey
 b

el
ie

ve
 c

on
ta

in
s 

ev
id

en
ce

 r
el

ev
an

t t
o 

th
e 

cr
im

e 
un

de
r 

in
ve

st
ig

at
io

n.
 A

cc
or

di
ng

 to
 th

e 
pr

ac
tic

e,
 d

ur
in

g 
a 

se
ar

ch
 

th
e 

pr
ef

er
re

d 
op

tio
n 

is
 t

o 
ta

ke
 t

he
 c

om
pu

te
r 

da
ta

 s
to

ra
ge

 m
ed

iu
m

. 
If

 t
hi

s 
w

ou
ld

 b
e 

di
ff
ic

ul
t,

 a
 f

or
en

si
c 

co
py

 c
ou

ld
 b

e 
m

ad
e 

in
 t

he
 p

re
se

nc
e 

of
 a

 c
om

pu
te

r 
ex

pe
rt

 a
nd

 h
an

de
d 

ov
er

 t
o 

th
e 

au
th

or
ity

, 
w

hi
ch

 c
ar

ri
es

 o
ut

 t
he

 s
ea

rc
h.

 
 S
ei

zu
re

 m
us

t 
be

 a
ut

ho
ri
se

d 
by

 a
 j
ud

ge
. 

 C
on

ce
rn

in
g 

th
e 

sp
ec

ifi
c 

el
em

en
ts

 o
f 
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c 
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e 
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w
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s 
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t 
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tic

le
 1

9.
3.

 I
t 

is
 

no
t 

cl
ea

r,
 h

ow
ev

er
, 

th
at

 B
ul

ga
ri
a 

ha
s 

th
e 

po
w

er
 t
o 

re
m

ov
e 

co
nt

en
t 
or

 r
en

de
r 

it 
in

ac
ce

ss
ib

le
 i
f 

it 
is

 n
ot

 i
n 

th
e 

ha
nd

s 
of

 a
 s

er
vi

ce
 p

ro
vi

de
r 

– 
if 

it 
is

 s
to

re
d 

by
 

a 
bu

si
ne

ss
, 
fo

r 
ex

am
pl

e.
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A

ss
e
ss

m
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n

t 
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S
ei

zu
re

 o
f t

he
 r

el
ev

an
t 
m

ea
ns

 o
f s

to
ra

ge
 is

 t
he

 p
re

fe
rr

ed
 m

et
ho

d 
an

d 
m

os
t 
of

te
n 

us
ed

 b
y 

la
w

-e
nf

or
ce

m
en

t 
to

 s
ec

ur
e 

co
m

pu
te

r 
da

ta
 f
or

 a
n 

in
ve

st
ig

at
io

n.
  

b)
 

A
 c

op
y 

of
 t

he
 c

om
pu

te
r 

da
ta

 is
 d

on
e 

in
 c

as
es

 w
he

re
 t

he
 s

ei
zu

re
 o

f 
th

e 
co

m
pu

te
r 

da
ta

 is
 n

ot
 a

n 
op

tio
n 

(e
.g

. 
w

he
re

 a
 

ho
st

in
g 

pr
ov

id
er

 h
os

ts
 s

ev
er

al
 v

ir
tu

al
 c

om
pu

te
r 

sy
st

em
s 

on
 a

 s
in

gl
e 

ha
rd

 d
ri
ve

).
 T

he
 p

ro
ce

ss
 i

s 
de

sc
ri
be

d 
in

 t
he

 
pr

ot
oc

ol
 fo

r 
th

e 
se

ar
ch

 a
nd

 s
ei

zu
re

 o
r 

th
e 

co
py

 is
 p

re
pa

re
d 

in
 t

he
 p

re
se

nc
e 

of
 t

he
 in

ve
st

ig
at

or
 a

nd
 h

an
de

d 
ov

er
 w

ith
 

a 
se

pa
ra

te
 p

ro
to

co
l t

o 
th

e 
la

w
 e

nf
or

ce
m

en
t 

au
th

or
iti

es
. 

 
c)

 
Th

e 
in

te
gr

ity
 o

f 
co

m
pu

te
r 

da
ta

 is
 m

ai
nt

ai
ne

d 
ei

th
er

 b
y 

se
iz

in
g 

it 
or

 b
y 

m
ak

in
g 

a 
co

py
. 

It
 a

pp
ea

rs
 t
ha

t 
Ar

tic
le

 1
63

 o
f t

he
 C

PC
 m

ay
 a

ls
o 

be
 a

pp
lic

ab
le

.  
It

 p
ro

vi
de

s 
in

 d
et

ai
l f

or
 t
he

 s
ea

lin
g 

of
 s

ei
ze

d 
co

m
pu

te
r 

st
or

ag
e 

m
ed

ia
, 
fo

r 
de

ta
ile

d 
ph

ys
ic

al
 r

ec
or

ds
 o

f 
th

e 
se

al
in

g,
 a

nd
 f
or

 s
pe

ci
al

 p
ro

ce
du

re
s 

fo
r 

un
se

al
in

g 
th

e 
da

ta
 c

ar
ri
er

 
to

 f
ur

th
er

 t
he

 in
ve

st
ig

at
io

n.
  

 
d)

 
U

nd
er

 A
rt

ic
le

 1
6(

2)
of

 t
he

 la
w

 o
n 

el
ec

tr
on

ic
 t

ra
de

, 
ho

st
in

g 
pr

ov
id

er
s 

m
us

t 
re

nd
er

 c
on

te
nt

 in
ac

ce
ss

ib
le

 if
 t

he
 p

ro
vi

de
r 

ha
s 

be
en

 in
fo

rm
ed

 b
y 

la
w

 e
nf

or
ce

m
en

t 
th

at
 t

he
 c

on
te

nt
 is

 il
le

ga
l. 

(P
ro

vi
de

rs
 h

av
e 

a 
se

pa
ra

te
 o

bl
ig

at
io

n 
to

 r
em

ov
e 

co
nt

en
t 

or
 r

en
de

r 
it 

in
ac

ce
ss

ib
le

 if
 t

he
y 

th
em

se
lv

es
 r

ea
lis

e 
th

at
 c

on
te

nt
 is

 il
le

ga
l)

 
 

C
ab
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rd
e 

A
cc

or
di

ng
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le

 1
8 

of
 t

he
 C

L,
 t

he
 c

om
pe

te
nt

 j
ud

ic
ia

l a
ut

ho
ri
ty

, 
w

hi
ch

 in
 C

ap
e 

Ve
rd

ea
n 

Le
ga

l O
rd

er
 in

cl
ud

es
 J

ud
ge

s 
an

d 
Pu

bl
ic

 P
ro

se
cu

to
r'
s 

O
ff
ic

e 
m

ag
is

tr
at

es
, 

m
ay

 a
ut

ho
ri
ze

 o
r 

or
de

r 
th

e 
se

iz
ur

e 
of

 c
om

pu
te

r 
da

ta
 d

ur
in

g 
a 

co
m

pu
te

r 
se

ar
ch

. 
If

 s
uc

h 
an

 o
rd

er
 o

r 
au

th
or

iz
at

io
n 

ex
is

ts
, 

th
e 

se
iz

ur
e 

m
us

t 
ta

ke
 t

he
 f

ol
lo

w
in

g 
fo

rm
s:

 i
) 

S
ei

zu
re

 o
f 

th
e 

su
pp

or
t 

w
he

re
 t

he
 s

ys
te

m
 i

s 
in

st
al

le
d 

or
 s

ei
zu

re
 o

f 
th

e 
su

pp
or

t 
w

he
re

 t
he

 c
om

pu
te

r 
da

ta
 i

s 
st

or
ed

, 
as

 w
el

l 
as

 t
he

 d
ev

ic
es

 
ne

ce
ss

ar
y 

fo
r 

re
ad

in
g 

it.
 ii

) 
M

ak
in

g 
a 

co
py

 o
f t

he
 d

at
a,

 o
n 

an
 a

ut
on

om
ou

s 
m

ed
iu

m
, w

hi
ch

 w
ill

 b
e 

at
ta

ch
ed

 t
o 

th
e 

pr
oc

es
s;

 
iii

) 
Pr

es
er

va
tio

n,
 b

y 
te

ch
no

lo
gi

ca
l 

m
ea

ns
, 

of
 d

at
a 

in
te

gr
ity

, 
w

ith
ou

t 
co

py
in

g 
or

 r
em

ov
in

g 
th

em
; 

or
 i

v)
 n

on
-r

ev
er

si
bl

e 
de

le
tio

n 
or

 b
lo

ck
in

g 
of

 a
cc

es
s 

to
 d

at
a.

 A
t 

le
as

t 
in

 t
he

 c
as

e 
of

 p
ar

ag
ra

ph
 v

),
 t

he
 c

op
y 

is
 m

ad
e 

in
 d

up
lic

at
e,

 o
ne

 o
f 

th
e 

co
pi

es
 b

ei
ng

 s
ea

le
d 

an
d 

en
tr

us
te

d 
to

 t
he

 j
ud

ic
ia

l s
ec

re
ta

ry
 o

f 
th

e 
se

rv
ic

es
 w

he
re

 t
he

 p
ro

ce
ss

 t
ak

es
 p

la
ce

 a
nd

, 
if 

th
is

 is
 

te
ch

ni
ca

lly
 p

os
si

bl
e,

 t
he

 s
ei

ze
d 

da
ta

 is
 c

er
tif

ie
d 

by
 d

ig
ita

l s
ig

na
tu

re
 m

ea
ns

. 
 Th

e 
Pu

bl
ic

 P
ro

se
cu

to
r'
s 

O
ff
ic

e 
w

ill
 a

sk
 t

he
 ju

dg
e 

fo
r 

pe
rm

is
si

on
 t

o 
se

iz
e.

 I
f 
it 

is
 a

 C
ri
m

in
al

 P
ol

ic
e 

bo
dy

, 
it 

w
ill

 a
lw

ay
s 

se
nd

 
a 

re
qu

es
t 

to
 t

he
 P

ub
lic

 P
ro

se
cu

to
r'
s 

O
ff

ic
e.

 T
he

 P
ub

lic
 P

ro
se

cu
to

r'
s 

O
ff
ic

e 
w

ill
 a

ut
ho

ri
ze

 o
r 

re
qu

es
t 

au
th

or
iz

at
io

n 
fr

om
 t

he
 

ju
dg

e 
if 

it 
is

 n
o 

lo
ng

er
 w

ith
in

 i
ts

 c
om

pe
te

nc
e,

 a
s 

pr
ev

io
us

ly
 m

en
tio

ne
d.

 I
f 

th
e 

Po
lic

e 
ca

rr
y 

ou
t 

a 
se

iz
ur

e 
ou

ts
id

e 
of

 
au

th
or

iz
ed

 o
r 

pr
io

r 
or

de
r 

ca
se

s,
 t

he
y 

m
us

t 
su

bm
it 

th
e 

se
iz

ur
e 

to
 t

he
 c

om
pe

te
nt

 ju
di

ci
al

 a
ut

ho
ri
ty

 fo
r 

va
lid

at
io

n 
w

ith
in

 7
2 

ho
ur

s.
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m
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A

ss
e
ss

m
e
n

t 

It
 is

 t
he

 s
am

e 
m

ea
su

re
s 

as
 w

he
n 

ex
te

nd
in

g 
a 

se
ar

ch
, 
w

hi
ch

 is
 t

he
 g

en
er

al
 r

eg
im

e 
fo

r 
se

iz
in

g 
co

m
pu

te
r 

da
ta

, 
re

ga
rd

le
ss

 
of

 h
ow

 t
he

y 
ar

e 
ob

ta
in

ed
. 

Th
e 

la
w

 d
oe

s 
no

t 
ad

dr
es

s 
si

tu
at

io
ns

 w
he

re
 i
t 

is
 i
m

po
ss

ib
le

 t
o 

de
te

rm
in

e 
th

e 
lo

ca
tio

n 
of

 t
he

 
re

qu
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 t
hi

s 
la

w
 e

xp
lic

itl
y 

eq
ua

te
s 

di
gi

ta
l 
ev

id
en

ce
 w

ith
 p

hy
si

ca
l 
or

 
do

cu
m

en
ta

ry
 e

vi
de

nc
e.
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 b
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l p
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 c
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 p

ro
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 c
an

´t
 d

et
er

m
in

e 
if 

th
e 

da
ta

 a
re

 in
 C

os
ta

 R
ic

a 
te

rr
ito

ry
, 

an
d 

th
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 d
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 o
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 c
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 p
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 d
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 l
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tin
g 
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 p
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 c
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 d
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 p
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 d
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 b
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 d
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 C
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 d
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 c
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l c
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 d
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ra
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e 
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m
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 c
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 b
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 p
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is
 o

r 
he

r 
po

ss
es

si
on

 u
nl
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s 
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is
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r 
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e 
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e 
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he
 s
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e 
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f 
th
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l b
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d 
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ll 
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ay

 b
e 
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fo

r 
ev
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 p
ur
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 c
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d 
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s 
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e 
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m
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m
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s 
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g 
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ar
ch

 w
he
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it 
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 b
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 d
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e 
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tio
n 
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 d

at
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 c
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 c
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e 
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 b
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r 
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n 
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 c
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 m
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 c
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 p
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 f
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 p
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 c
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 c
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 s
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 o
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 p
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 d

es
cr

ib
ed

 a
bo

ve
, 
th

e 
us

ua
l p

ro
ce

du
re

s 
ar

e 
fo

llo
w

ed
 w

he
n 

th
e 

lo
ca

tio
n 

of
 d
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 c
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 p
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n 
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 c
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ra
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 o
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 p
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da
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 s
ei

ze
d 

in
 a

cc
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ec
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 o
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 C
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ce
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 C
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s 
m
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 c
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 b
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fic
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of

 C
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al
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n 
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to
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le
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he

n 
it 
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ot
 b
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de
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ed
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 d
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a 
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e 
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ed
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 s
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te

m
 t
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t 
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nn

ot
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e 
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ed
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 c
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ca

n 
be

 s
ei
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d 
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f 

in
 c

om
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ia
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e 
w

ith
 t

he
 p
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al

 o
f 

pr
op

or
tio
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lit
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Th
e 

se
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ur
e 

an
d 

an
al
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 o
f 

da
ta
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re
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xe

cu
te
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 s
pe

ci
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w
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he

 i
nt
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ri
ty

 o
f 

th
e 
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ta
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 c

om
m
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n 
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 c
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g 
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 d
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 d
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 d
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 r
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 t
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nf
or
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 c
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fo
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cu
m

en
t 
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n 
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in
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a 

w
ar

ra
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g 
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 r
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e 
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s 
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t 
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 d
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so

).
  

A
n 
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is

ed
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er
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n 
m

ay
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t 
th

e 
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fic
er

. 
 T
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er
 m

ay
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cc
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de
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n 
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at
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n 
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y 
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 d
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ry
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 r

ec
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ig
at
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n.
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ay
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e 
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d 
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w
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 c
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d 
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ro
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d 
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m
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r 
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m
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r 
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d 
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 c
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 c

us
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 d
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7 ORDERING A PERSON TO ENABLE THE SEARCH AND SEIZURE 
OF STORED COMPUTER DATA (ASSESSMENT OF ARTICLE 19.4) 

 
This section assesses implementation of Article 19.4: 
 

Article 19 – Search and seizure of stored computer data 
 
4  Each Party shall adopt such legislative and other measures as may be necessary to 

empower its competent authorities to order any person who has knowledge about 
the functioning of the computer system or measures applied to protect the 
computer data therein to provide, as is reasonable, the necessary information, to 
enable the undertaking of the measures referred to in paragraphs 1 and 2. 

 
7.1 Implementation of Article 19.4: overview 
 
7.1.1 Legislative and other measures - summary 
 
Article 19.4 requires Parties to have the power to order “any person who has knowledge about 
the functioning of the computer system or measures applied to protect the computer data 
therein” to provide, as is reasonable, the information necessary to fulfil the aims of the search. 
It should be noted that this is without prejudice to domestic law safeguards, such as the right 
against self-incrimination (see also next Chapter).   It appears that the compliance of many 
Parties with this requirement may be unclear. As implemented by many Parties, this power 
focuses on owners or users of systems, often system administrators, IT staff or business 
employees.  This focus may be sufficient most of the time, but it is not broad enough to capture 
less-expected categories of people who may have useful knowledge. Parties are encouraged 
to ensure that they have the same authority to compel assistance from third parties in searches 
of computer systems that they have to compel assistance from third parties in searches of 
physical locations. 
 
As a practical matter, authorities executing searches may be able to deal with such situations.  
But it seems that there is a tendency, especially in statutory text, to limit the “any person” of 
Article 19.4 to owners or users of data. In addition to this, there are a number of Parties that 
implement this provision via production orders which empower the competent authorities to 
order a person in their territory to submit specified computer data in that person’s possession 
or control. Although in certain cases the provision of the "necessary information" could cover 
the disclosure of the actual data that are being sought, Article 19.4 requires the disclosure 
only of “necessary information” which is "reasonable". In some circumstances, where 
consistent with domestic legal frameworks, reasonableness may include disclosing a password 
or other security measure to the investigating authorities and not disclosing the data per se. 
Therefore, Parties that implemented the obligation under Article 19.4 of the Convention on 
Cybercrime through production orders, must demonstrate that “necessary information” may 
include different types of information and not solely the data per se.   
 
Some Parties also indicated that system administrators or other persons who have particular 
knowledge of the computer system may provide their assistance voluntarily but cannot be 
obliged to do so. However, this does not sufficiently meet the requirements of Article 19.4, as 
the provision requires the establishment of an obligation on persons to provide the necessary 
information. Legally compelling a system administrator to assist may also relieve the 
administrator of any contractual or other obligations not to disclose the data. It should be 
noted that this is without prejudice to domestic law safeguards, such as the right against self-
incrimination (see also next Chapter). 
 
A number of Parties require a prosecution or court order before someone’s assistance can be 
compelled.  In some cases, it appeared that the authorities could apply for an order requiring 
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assistance when they apply for a search warrant.  (The need for a warrant or authorisation to 
compel a person to cooperate may be important in terms of safeguards, especially in those 
Parties where failure to comply may result in a criminal charge.) 
 
A warrant application may not require the authorities to specify whom they will need to compel 
at the time of application.   
 
But if the authorities do not have such knowledge, or if there are surprises once the search 
begins, then the search may need to be delayed or halted for a subsequent application for an 
assistance order.   
 
In such cases, a Party would still be in line with Article 19.4, because it could in fact compel 
assistance.   
 
Examples of elements that can be found in the domestic laws or practice of the Parties:60 
 
▪ Andorra: Article 397 (disobedience) and Article 427.1 (hindrance) of the CC provide 

for criminal penalties (as a minor offence) for anyone who does not follow the order 
of competent authorities.  

 
▪ Australia: Section 3LA of Crimes Act provides for an order requiring a specified person 

to provide any information or assistance that is reasonable and necessary to allow a 
constable to access data held in a computer or data storage device. 

 
▪ Austria: Article 111.2 of the CCP regulates that, if information saved on data storage 

mediums has to be secured, any person has to grant access to that information. 
 
▪ Belgium: Article 88.1 quater obliges any persons with particular knowledge of the 

practical and specific aspects of computer technology to provide information on 
access possibilities, configuration, protection and encryption keys. Article 88.2 
extends this obligation to persons to carry out certain actions, when necessary 
(starting up the computer, searching for files, etc.).  

 
▪ Brazil: Courts may order temporary suspension of internet service providers' 

activities and the payment of fines, in order to comply with court orders to provide 
requested information. Moreover, according to Art. 378 Code of Civil Procedure, no 
one is exempt from the duty to collaborate with the judiciary in discovering the truth.   

 
▪ Bulgaria: Generally, each and every person is obliged by law to cooperate with the 

investigation authorities and to share everything he/she knows when questioned.  
 

▪ Canada: Section 487(2.2) explicitly provides that a person in charge of a building or 
location may be required to permit access to and retrieval of data.   

 
▪ Costa Rica: Under Article 7 of the Organic Law of the Judicial Power, a judge can 

order any person to help with the investigation according to their field of knowledge. 
 
▪ Croatia: Under Article 257.2 CCP, any person using the computer or having access 

to the computer and other devices or the telecommunications service provider shall 
immediately undertake measures for preventing the destruction or change of data. 

 

 
60 These examples may or may not meet the requirements of Article 19.4.  They show the range of 
responses.  
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▪ Cyprus: Authorities may ask for system administrators’ cooperation; cooperation 
cannot be compelled. 

 
▪ Czech Republic: According to Article 8 of the CPC it is possible to request cooperation 

from physical and legal persons and to impose a fine in case of not obeying such 
request. 

 
▪ Denmark: Under Section 747of the AJA, court approval may be sought for measures 

that require assistance or to secure evidence which may be lost or be available only 
with significant inconvenience or delay. 

 
▪ Dominican Republic: Article 54 of law 53-07 provides for power to order any person 

who knows about the operation of an information system or any of its components 
or of the data protection components or the data protection measures in such a 
system to provide the necessary information. 

 
▪ Estonia: In case a person can be considered as a witness, then he/she has obligations 

to provide information. Under Article 95 of the CPC, an expert is “a person who 
applies non-legal specialised knowledge when conducting an expert assessment in 
situations and following the rules provided by this Code.”   

 
▪ Finland: Coercive Measures Act stipulates the obligation of a person who owns or 

maintains an information system or any other person to provide necessary 
information (such as password) and assist the authorities when needed.  

 
▪ France: 2 offences specifically target the refusal to assist authorities - Refusal to hand 

over to the authorities or to implement the secret decryption agreement for a 
cryptology device (Article 434-15-2 dal1 of the CC) and Refusal to hand over to the 
judicial authorities or to implement a secret decryption agreement for a cryptology 
device when this refusal has not enabled the commission of an offence to be avoided 
(Article 434-15-2 para 2 of the CC). 

 
▪ Georgia: According to Article 112 of the CPC, investigators and/or other law 

enforcement officers executing a search warrant must first ask the persons 
responsible for the search site (e.g. system administrators) to voluntarily provide 
relevant information. If there is no compliance, investigation can resort to compelled 
enforcement. 

 
▪ Germany: According to Section 95 (1) of the CPC, persons who are not suspected of 

any crime could be obliged to hand over access codes or talk about their knowledge 
about the functioning of a computer system. 

 
▪ Hungary: Sections 267 and 271 of the CPC establish the power in general for the 

authorities to collect criminal evidence and to request relevant information from any 
person while Section 305 provides that authorities may require a person to make 
electronic data accessible. 

 
▪ Iceland: Article 92 of the Act no. 70/2022 on Electronic Communications obliges 

telecommunication companies to assist the police in criminal investigations. 
 

▪ Israel: Article 45 of the Criminal Procedure Ordinance requires the occupant of the 
place for which a search warrant has been granted to provide entry and any 
reasonable assistance. 
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▪ Japan: Authorities may require persons to assist the search or seizure, in particular 
to operate the computer, and to cooperate in other ways (Article 111-2 and 222 of 
the CPC). “To operate the computer, or for some other form of cooperation” under 
Article 111-2 of the Code of Criminal Procedure may include, for example, (1) 
explaining the composition of a computer system and the roles, functions, and 
operation methods of the individual computers composing the computer system, (2) 
giving instructions on the location of recording media to be seized, and (3) decrypting 
encrypted electronic or magnetic records. 

 
▪ Latvia: According to Article 190 of the CPC, the authorities may obtain electronic 

information from persons affected by searches and seizures. Such mechanism does 
not provide for sanctions, persons may cooperate voluntarily.  

 
▪ Liechtenstein: Several sections of the CPC provide for requiring persons to assist in 

a seizure and to compel such assistance if it is refused. 
 
▪ Lithuania: Article 97 of the CPC states that natural and legal persons must produce 

objects and documents relevant to the investigation.  Article 219a of the CPC provides 
that the owner or user of an electronic device must provide access to it, including 
decryption and explanations about its use, and facilitate the investigation.   

 
▪ Montenegro: Article 75.2 of the CPC obliges users to provide necessary information, 

Article 83.3 and 83.4 obliges persons to hand over relevant items. 
 
▪ Morocco: The law obliges licensed public telecommunications networks and service 

providers to assist the judicial authorities.   
 

▪ Netherlands: Article 125k of the CPC empowers competent authorities to compel a 
person who can reasonably be presumed to have knowledge of the security 
arrangements of a computerised work to provide access to and knowledge about the 
computerised works or parts thereof and its security measures. A similar order may 
be addressed to the person who can reasonably be suspected of having knowledge 
of the encryption method used for data. Certain limitations exist with respect to 
specific categories of persons (for example, persons who might self-incriminate).61 
Under Article 558 DCCP, people can be forced to submit to certain “forced actions” 
for biometric access to a device that is locked by fingerprint or face ID (if the action 
can be done without obliging people to wilfully do something themselves). Laying a 
thumb on the smartphone or bringing the smartphone in front of a person’s face can 
be done without forcing the person to give the credential. 

 
▪ Norway: When searching a computer system, the police may order anyone who has 

dealings with the computer system to provide the necessary information to allow 
access to the computer system or to open it using biometric authentication. If order 
for biometric authentication is refused, police may carry out the authentication by 
force. 

 
▪ Panama: Article 75 of the CPC establishes obligation to cooperate, applicable to both 

public and private entities, in a prompt, effective and complete manner to the 
requirements formulated by the competent authorities.  

 
▪ Peru: According to the Article 337.3 b) of the CCP, competent authorities can request 

information from any person. Failure to comply with these formulated requirements 
may result in the criminalization of resistance or disobedience to the authority. 

 
61 Machine translation of respective provisions by a neural machine translation service. 
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▪ Portugal: Article 14.1 of the Cybercrime Law establishes an obligation for any person 

to communicate or to allow access to data to the criminal justice authorities, if 
requested. 

 
▪ Romania: Voluntary cooperation is sought in practice and rendered. 

 
▪ Senegal: The CPC provides for requiring all persons with knowledge of the functioning 

of the system or the security measures that protect the data to provide all information 
necessary to execute the search or seizure.  The CPC also permits the authorities to 
require all persons in possession or control of data to protect its integrity.   

 
▪ Slovenia: Article 219a of the CPC obliges owners or users of electronic devices to 

provide access to the item, encryption access keys or passwords, and any necessary 
explanations about the functioning of the item. 

 
▪ Spain: Article 588e(c) 5 of the CPC empowers authorities and agents responsible for 

investigations to order a person to provide the necessary information.  
 
▪ Switzerland: Certain third parties may be required to provide information upon 

request by the authorities.  An article of the CrimPC (Art. 265) provides for certain 
duties to hand over items or assets and provides exceptions from this rule.    

 
▪ Tonga: Section 9 of the Computer Crimes Act allows a magistrate to issue a warrant 

that covers the provision of necessary assistance and Section 10 provides for 
sanctions. 

 
▪ Türkiye: The prosecutor's office is authorised under Article 160-161 of Turkish 

Criminal Procedure Code to order the production or protection of data. 
 

▪ United Kingdom: Part III of the RIPA 2000 provides for powers to require protected 
electronic information which they have either acquired lawfully or are likely to obtain 
lawfully, to be put into an intelligible form. 

 
▪ USA: competent authorities can obtain court orders under the All-Writs Act, 28 U.S.C. 

§ 1651, to order a third party to provide assistance with the execution of a search 
warrant under certain circumstances if needed. 
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8 CONDITIONS AND SAFEGUARDS (ASSESSMENT OF ARTICLE 
19.5) 

 
This section assesses implementation of Article 19.5: 
 

Article 19 – Search and seizure of stored computer data 
 
5  The powers and procedures referred to in this article shall be subject to Articles 

14 and 15. 
 
8.1 Implementation of Article 19.5: overview 
 
8.1.1 Conditions and safeguards – summary 
 
Article 19.5 stipulates that the measures in the article are subject to conditions and safeguards 
provided by the domestic law of the Parties on the basis of Articles 14 and 15 of this 
Convention. 
 
The assessment of implementation of this provision thus consists of two parts, first related to 
Article 14 and second to Article 15. 
 
8.1.1.1 Article 14 
 
Article 14 requires Parties to apply the power of search and seizure of stored computer data 
for the purpose of specific criminal investigations or proceedings to offences established in 
accordance with the Convention, to other criminal offences committed by means of a computer 
system as well as to the collection of evidence in electronic form of a criminal offence.  
 
Whether the powers for the search and seizure of stored computer data apply to any offence 
where evidence is on a computer system (question 1.1.2 of the questionnaire) was already 
addressed in Section 3.2 of this report and Parties are advised to consult this part for a more 
detailed discussion. Its most important finding is that almost every Party applies the power of 
search and seizure of stored computer data to any offence where evidence is on a computer 
system. 
 
Example of implementation in the domestic law of a Party:  
 
Fiji: “All powers and procedures under this Act are applicable to and may be exercised with 
respect to (…) the collection of evidence in electronic form of a criminal offence under this Act 
or any other written law.”62 
 
8.1.1.2 Article 15 
 
Pursuant to Article 15, the Convention’s powers and procedures shall be constrained by 
conditions or safeguards in the domestic law of each Party that balance the requirements of 
public safety with the protection of human rights and liberties. These conditions or safeguards 
may be provided constitutionally, legislatively, judicially or otherwise.  
 
The Convention does not specify in detail the conditions and safeguards for each power or 
procedure since the Convention applies to Parties of many different legal systems and cultures.  
 
On the other hand, the Explanatory Report to the Convention recognises that there are some 
common standards or minimum safeguards to which Parties to the Convention must adhere 

 
62 Section 15.c. of the Cybercrime Act.  



221 
 

that arise from obligations that a Party has undertaken under international human rights 
instruments.63 However, taking into consideration that Parties from all regions of the world are 
Parties to the Convention, the drafters did not establish an exhaustive list of such common 
standards or minimum safeguards; rather, they relied upon citing/referencing human rights 
treaties. 
 
Equally, the Convention provides that specific safeguards, including judicial or other 
independent supervision, grounds justifying application, and limitation of the scope and the 
duration of a power or procedure, shall apply as appropriate in view of the nature of such 
power or procedure. For example, the Convention requires its Parties to apply such conditions 
and safeguards with respect to interception, given its intrusiveness. At the same time, such 
safeguards need not apply equally to other powers, and Parties may thus decide themselves 
what they consider “appropriate” with respect to search and seizure of stored computer data. 
Nevertheless, it is undisputed that search and seizure is a more intrusive procedural measure 
than data preservation and Parties should introduce more stringent safeguards with respect to 
search and seizure of stored computer data than those related to expedited preservation of 
stored computer data.  
 
Given the above, when assessing the effect of Article 15 on the implementation of Article 19.5, 
the T-CY analysed summaries of domestic law conditions and safeguards provided by Parties 
as applied to the different measures under Article 19. The focus was to determine whether the 
powers of search and seizure of stored computer data are subject to conditions and safeguards 
in the domestic law of each Party, not to assess in detail those safeguards or the lack thereof.  
 
Almost every Party provided information on applicable conditions and safeguards throughout 
the various parts of the questionnaire. T-CY members are thus advised also to consult previous 
sections of the report64 and the compilation of replies, where more detailed answers of each 
Party appear.65 The present section thus contains a summary of most common conditions and 
safeguards referred to by Parties.  
 
It should be noted that almost all Parties reported that they included human rights 
safeguards and protections when implementing Article 19. Among the most frequently 
mentioned safeguards was judicial or other independent supervision, while most of the Parties 
reported court orders or decisions of other judicial authorities as a requirement for 
authorisation of the power.  
 
A number of Parties emphasised that the procedural powers must respect human rights 
obligations enshrined in their respective constitutions or fundamental documents. 
Furthermore, it was pointed out that such powers must be in accordance with Parties’ 
obligations under applicable universal human rights instruments such as the International 
Covenant on Civil and Political Rights or regional human rights instruments such as the 
American Convention on Human Rights, the European Convention on Human Rights, or the 

 
63 See para 145 of the Explanatory Report to the Convention. 
64 For example, Section 3.4 on notification, Section 4.1.5 on competent authorities that authorise and 
carry out a search, Section 5.1.2 that addresses grounds to believe that data sought are stored in another 
system in the territory of that Party or Section 6.1.2 on competent authorities that authorise and carry 
out a seizure. 
65 Parties took different approaches to this question.  Some provided wide-ranging answers, beginning 
with treaties and national fundamental documents and continuing with lists of very specific procedural 
rights.  Other Parties focused more narrowly on practical rights (who must be present at a search?) and 
procedural rights.  Either approach was responsive to the question; Parties simply understood the thrust 
of the question differently.  For this reason, readers should bear in mind that silence about treaties or 
constitutional rights does not mean that a country does not respect and apply them. 
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Convention for the Protection of Individuals with regard to Automatic Processing of Personal 
Data and its Protocols. 
 
Following are examples of safeguards that were frequently mentioned by Parties:  
 
▪ legality (the use of all powers must be regulated by law);  
▪ limitation on the scope (e. g. limitation to the specific criminal investigation or 

proceedings, identification of the known/unknown person whose data is to be 
accessed, identification of the location or objects to be searched/seized, details on 
the benefits to the investigation);  

▪ limitation on the duration of the power66;  
▪ right to a fair trial; 
▪ right to privacy; 
▪ data protection;  
▪ necessity, subsidiarity, proportionality67 or reasonableness of the measure;  
▪ privileges and immunities (certain categories of individuals or activities may be 

protected against powers of search and seizure: journalists, journalistic sources, 
physician-patient conversations, lawyer-client conversations, priest-penitent 
conversations, diplomats); 

▪ the right against self-incrimination;  
▪ oversight; 
▪ measures related to legal remedies (right to appeal a decision, right of redress); 
▪ measures related to data retention;  
▪ notification of a person concerned by the measure and right to be present at the 

search.  
 
Several Parties underlined that violation of conditions and safeguards can result in a prohibition 
of the use of evidence in favour of the person concerned.  
 
Per Article 15.3, the interests of third parties should also be taken into consideration. In 
relation to this requirement, Slovenia pointed out that the investigation must be carried out in 
a way that interferes to the smallest possible extent with the rights of persons who are not 
suspects or defendants, and it must protect the secrecy or confidentiality of data and not cause 
disproportionate damage.  
 
Other safeguards that were reported were related to the right of a person against whom the 
measure is taken to be present in a search or a requirement to conduct the search in presence 
of a number of persons, who are not related in any way with the investigation and are 
considered impartial (four-eyes principle). 
 
Safeguards related to integrity of the data were mentioned as well. Among them, handling of 
data in a secure and confidential manner and steps to ensure that the data are not tampered 
with or altered in any way were among the most quoted. In order to prevent remote access to 
devices and erasing and/or locking the data, authorities secure portable computers and 
telephone devices in Faraday’s cages or set the devices on aeroplane mode. To achieve this, 

 
66 With respect to the limitation on the duration of the power, Hungary reported that if the seizure is not 
necessary any longer for the purposes of a proceeding, arrangements shall be made without delay to 
terminate the seizure and release the thing seized, or a motion to confiscate the seized thing shall be 
submitted. Portugal pointed out that all decisions on search and seizure are limited to 30 days, that is, 
after the judicial authority decision, police have a limited time (up to 30 days), to execute the measure. 
After that term, the authorisation expires and cannot be executed. 
67 For example, in relation to proportionality, Georgia pointed out that when multiple alternatives are 
available the least intrusive investigation power should be chosen (e.g. when possible, production of data 
must be carried out instead of search and seizure). 
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technical expertise necessary to perform the search, extension of the search, and seizure of 
stored computer data in a way that maintains the integrity of the data and does not cause 
undue harm to the system or other data is required.   
 
A few Parties initially reported that in their jurisdictions, there are no applicable conditions and 
safeguards in relation to search and seizure of stored computer data, however some of them 
subsequently clarified their replies.  
 
Examples of practices include: 
 
▪ Australia: obligation to report on the number of warrants 
 

Agencies must report annually on the number of warrants applied for and issued 
during the year and the number of emergency authorisations. Records must also be 
kept about computer access warrants, including in relation to decisions to grant, 
refuse, withdraw or revoke warrants and how the information in the warrant has been 
communicated. This allows to review the compliance with the requirements under 
applicable domestic law. 

 
▪ Austria: notification in case of seizure 
 

In all cases of a seizure, a confirmation of the seizure must be handed over to the 
person concerned immediately or sent within 24 hours at the latest. The confirmation 
must be in writing and is a (public) document. In any case, the confirmation shall 
also contain legal notice: It must not only inform about the right to file an objection 
according to Section 106, but also about the right of the person concerned to apply 
for a court decision on the lifting or continuation of a seizure (Section 111 para 4 
CPC). According to Section 106 para. 1 CPC any person claiming to have their 
personal rights violated in investigation proceedings by the prosecution authority may 
raise objections to the court, including if an investigative or coercive measure has 
been directed or executed in violation of provisions under this Code. The affected 
person also has the right to apply for a court decision on the lifting or continuation 
of a seizure according to Section 115 para. 2 CPC. According to Section 115 para. 6 
CPC, if and when the prerequisites for seizure fail or cease to exist or if the amount 
of money is paid, the prosecution authority, or after the indictment has been filed 
the court, has to lift the seizure. Section 112 CPC also provides for a right of objection 
in case a person is subject to seizure that enjoys privileges under the CPC (e.g. 
lawyer/client privilege). In a similar manner, Section 112a CPC foresees conditions 
and safeguards in regard to specific kinds of classified (intelligence) information. This 
may, for example, be information that has been transmitted in a classified form by 
foreign security authorities or security organisations. 

 
▪ Denmark: addressing privileged data 
 

Supreme Court decision of 8 January 2015, case 154/2014 (UfR 2015.1249 H). In 
this case several computers and mobile phones were seized, including the data stored 
on the devices. Parts of the data material related to the case while other parts were 
protected by the privilege of information given from sources to media outlets. It was 
thus decided to mirror the data to a backup, and the court would decide which parts 
of the data material should be available during the investigation. This process had as 
its aim to ensure that all relevant data would be part of the investigation while 
simultaneously protecting the confidentiality between a media outlet and its sources 
as protected by Danish legislation. 
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▪ Netherlands: criteria related to the level of infringement on the privacy with respect 
to the search of the confiscated computer device (smartphone): 

 
- When the infringement of privacy is limited: The law enforcement officer may 

search without further authorisation (Articles 95 and 96 DCCP) (e.g., recently 
used phone numbers, looking for specific messages or images); 

- When the infringement of privacy is more than limited: prior authorisation of 
a prosecutor is needed (Article 141 jo Article 148 jo Article 95 or 96 DCCP) 
(e.g., analysing a copy or image of the contents of the device); 

- When the infringement of privacy is very serious and foreseeable prior 
authorisation of an investigatory judge is needed. (Article 181 jo. 104 jo. Article 
177 DCCP) (no clear examples, but the nature of the stored computer data is 
considered decisive). 

 
▪ Sweden: the Commission on Security and Integrity Protection 

 
A special authority, the Commission on Security and Integrity Protection is tasked 
with supervising the use by law enforcement agencies of secret surveillance, including 
secret data interception. The supervision aims in particular in ensuring that the 
activities are conducted in accordance with laws and other regulations. The 
Commission exercises its supervision through inspections and other investigations. 
The Commission may make statements on established circumstances and express its 
opinion on the need for changes in the activities and shall strive to ensure that any 
deficiencies in laws and other regulations are remedied. At the request of an 
individual, the Commission is obliged to check whether an individual has been the 
subject of secret surveillance and whether the use of secret surveillance and 
associated activities was in accordance with laws and other regulations. The 
Commission shall notify the individual that the check has been carried out. 
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 p
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 p
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 p
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 p
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at
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w
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 p
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 f
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g 
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ak
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m
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w
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m
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f 
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e 
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co
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o 
si
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r 
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ia
l 
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tin
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in
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ei
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ui
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 c
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tio
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ec
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e 
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m
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er
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ra
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m
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C
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C
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e 

co
m

pe
te

nt
 j

ud
ic

ia
l a

ut
ho

ri
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m
pu

te
r 

se
ar

ch
es

 w
ith

 a
 m

ax
im

um
 

va
lid

ity
 o

f 
30

 d
ay

s 
-u

nd
er

 p
en

al
ty

 o
f 

nu
lli

ty
-,

 a
nd

 t
he

 a
ut

ho
ri
ty

 s
ho
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at
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rt
ic

le
 1

7 
of

 C
L)

. 
In
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l c
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in
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m
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 c
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 s
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w
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pr
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r 
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iz
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io
n,
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w
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n 
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en
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in

 c
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m
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in

en
t t
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ri
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r 
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d 
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im
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n 

th
is

 c
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e,
 th
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ve
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ig
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io
n 

m
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 d
et
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d 
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 r

ep
or

t 
th

at
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ud

es
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 r

es
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ts
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nd
 e

vi
de

nc
e,
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ch
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us
t 

be
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m

itt
ed

 t
o 

th
e 
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ci
al

 
au

th
or

ity
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 t
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 c
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e 
of

 t
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 e
xt

en
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 o

f 
th

e 
se

ar
ch
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ar
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le
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no
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, 
th

e 
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m
e 
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an

d 
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fe
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ar
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s 
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ar
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le
 1

7 
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 c
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ut
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, t
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 p
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d 
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 a
ut

ho
ri
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tio
n,
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nd

 t
he

 e
xe

cu
tio

n 

C
ab
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Ve
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 in
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ith
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rt
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n
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A

ss
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e
n

t 
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io

n 
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al
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A
 c

op
y 
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rd

er
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g 
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e 
se

ar
ch

 t
o 
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d 

w
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 b
e 
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er
ed
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o 

w
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ev
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s 
th

e 
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la

bi
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y 
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 c
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ol
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f 

th
e 

co
m

pu
te

r 
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st
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he
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 t

he
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ea
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h 
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nt

en
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d 
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 b
e 

ca
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ie
d 
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t.
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ar
tic

le
 1
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, 
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 c

on
ju
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tio

n 
w

ith
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rt
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le
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37
º,

 o
f 

th
e 

C
ri
m

in
al

 P
ro

ce
du

re
 C

od
e.

 
 In

 t
he

 c
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e 
of

 t
he

 c
om

pu
te

r 
da

ta
 s

ei
zu

re
 (

ar
tic

le
 1

8 
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L)
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if 

ne
ce

ss
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y,
 t
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 s
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 m

us
t 
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ut
ho

ri
ze

d 
or

 
or

de
re

d 
by

 o
rd

er
 o

f 
th

e 
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m
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te
nt

 j
ud

ic
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l a
ut

ho
ri
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 Th
e 
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in
al

 p
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ic
e 

bo
dy

 m
ay

 m
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e 
se

iz
ur

es
 w

ith
ou

t 
pr

io
r 

au
th

or
iz

at
io

n 
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ic

ia
l 
au

th
or

ity
, 
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t 
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th
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 c
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e,
 i

t 
m

us
t 

be
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ur
in

g 
a 

co
m

pu
te

r 
se

ar
ch

 l
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iti
m

at
el

y 
or

de
re

d 
an

d 
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rr
ie

d 
ou

t 
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w
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g 
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le
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7º
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pu
te

r 
se

ar
ch
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 a

s 
w

el
l a

s 
w

he
n 

th
er

e 
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 u
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en
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r 
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ng
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 t
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 d
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hi
s 

si
tu
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io

n 
m

us
t 
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al
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at

ed
 

w
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2 
ho

ur
s.
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 s
ei

zu
re

s 
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al

 p
er

so
na

l o
r 

in
tim

at
e 

da
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, 
th
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 m

us
t 
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 p

re
se

nt
ed

 t
o 

th
e 

ju
dg

e.
  

 S
ei

zu
re

s 
re

la
te

d 
to

 s
pe

ci
fic

 p
ro

fe
ss

io
ns

 a
re

 p
er

so
na

lly
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ve
rs

ee
n 

by
 t

he
 j

ud
ge

, 
w

ith
 p

ri
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ot

ifi
ca

tio
n 

to
 

re
le

va
nt

 p
ro

fe
ss

io
na

l b
od

ie
s.

 S
ea

rc
he

s 
m

ay
 b

e 
pr

ev
en

te
d 

by
 p

ro
fe

ss
io

na
l, 

fu
nc

tio
n,

 a
nd

 s
ta

te
 s

ec
re

cy
, w

hi
ch

 
ca

n 
be

 in
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ke
d 

by
 d

es
ig

na
te

d 
in

di
vi

du
al

s 
ac

co
rd

in
g 

to
 t

he
 la

w
. 

 
C
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C
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 a

nd
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s 
ap
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 in
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s 
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 d
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e 
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. 
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tio
n,

 
ot

he
r 

m
ea

su
re

s 
w

ill
 

be
 

un
de

rt
ak

en
 

re
ga

rd
in

g 
th

e 
on

go
in

g 
en

fo
rc

em
en

t 
of

 
C
am

er
oo

n’
s 

cy
be

rc
ri
m

e 
fr

am
ew

or
k 

co
m

pr
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in
g 

no
ta

bl
y:

 
- 

th
e 

on
go

in
g 

re
vi

si
on

 o
f 
th

e 
ab

ov
em

en
tio

ne
d 

C
am

er
oo

n’
s 

cy
be

rc
ri
m

e 
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w
; 

- 
th

e 
dr

af
t 

la
w

 o
n 

th
e 

pr
ot

ec
tio

n 
of

 p
er

so
na

l d
at

a,
 a

lr
ea

dy
 d

ra
w

n 
up

; 
- 

th
e 

pr
oj

ec
t 

of
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 D
ig

ita
l I

nv
es

tig
at

io
n 

Pr
oc

ed
ur

es
 M

an
ua
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C
an
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a 
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o 

se
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f 
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e 

C
ri
m
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 C
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sp
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af

eg
ua
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s 

th
at

 r
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e 
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 s

ea
rc

h 
an
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se

iz
ur

e.
  

Th
es

e 
sa

fe
gu

ar
ds

 
in

cl
ud

e 
th

at
 t

he
re

 m
us

t 
be

 r
ea

so
na

bl
e 

gr
ou

nd
s 

to
 b

el
ie

ve
 t

ha
t 

an
 i

te
m

 b
ei

ng
 s

ou
gh

t 
re

la
te

s 
to

, 
or

 w
ill

 b
e 

us
ed

 t
o 

co
m

m
it,

 a
n 

of
fe

nc
e,

 o
r 

th
at

 it
 w

ill
 r

ev
ea

l t
he

 lo
ca

tio
n 

of
 a

 s
us

pe
ct

. 
 I

f 
da

ta
 is

 s
ei

ze
d 

w
ho

se
 s

ei
zu

re
 

is
 n

ot
 a

ut
ho

ri
se

d 
by

 a
 w

ar
ra

nt
, 

it 
m

ay
 b

e 
ex

cl
ud

ed
 a

s 
tr

ia
l e

vi
de

nc
e.

  
A 
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ra
l w
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 m

ay
 b

e 
is
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ed
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nl

y 
w

he
n 

a 
ju
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e 
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 s

at
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fie
d 

th
at
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in

 a
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iti
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o 

th
e 

us
ua

l r
eq

ui
re

m
en

ts
) 

th
e 

be
st

 in
te

re
st

s 
of

 t
he

 a
dm

in
is

tr
at

io
n 

C
an

ad
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A
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e
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m
e
n
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us
tic

e 
w
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 b

e 
se
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ed

 b
y 
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e.
  

Fu
rt

he
r,

 a
 g

en
er

al
 w

ar
ra

nt
 w

ill
 n

ot
 i
ss

ue
 u

nl
es

s 
no

 o
th

er
 f

or
m

 o
f 

w
ar

ra
nt

 o
r 
or

de
r 

is
 a

pp
lic

ab
le
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 th

e 
te

ch
ni

qu
e 

in
 q

ue
st

io
n.

  T
hi

s 
la

st
 r

eq
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re
m

en
t e

ns
ur

es
 th

at
 th

e 
au

th
or

iti
es
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 a
pp
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 f
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 g
en

er
al

 w
ar

ra
nt

s 
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 e
va

de
 m
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e-

el
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at

e 
ap

pl
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at
io

ns
 f
or

 w
ar

ra
nt

s 
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r 
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ec
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(e
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ro
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te
ch
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es
. 

 G
en

er
al

 w
ar

ra
nt

s 
ar

e 
al

so
 r

es
tr

ic
te

d 
in

 o
th

er
 w

ay
s.

 
 In

de
pe

nd
en

t 
ov

er
si

gh
t 

bo
di

es
 

ca
n 

re
vi

ew
, 

in
te

rv
en

e 
ab

ou
t,

 
an

d 
es

ta
bl

is
h 

gu
id

el
in

es
 

re
ga

rd
in

g 
la

w
 

en
fo

rc
em

en
t 

pr
ac

tic
es

 a
nd

 p
ro

ce
du

re
s.

  
Th

es
e 

bo
di

es
 i
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lu
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 t

he
 P

ri
va

cy
 C

om
m
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on
er

 o
f 

C
an

ad
a 

an
d 

pa
rl
ia

m
en

ta
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 c
om

m
itt

ee
s.

  
 

 Th
e 

C
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er

 o
f 
R
ig

ht
s 

an
d 
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ee

do
m
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ng

 g
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ra
nt
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 o

f 
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m
an
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ig

ht
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hi
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ex
t.

  
 

 
C
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le
 

Th
e 
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 p
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d 
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rt
ic

le
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of

 L
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45
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e 
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w
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ct
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e 
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em

en
t 

of
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on
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le
 s
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ci
on

, b
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ed
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n 
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c 
fa
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f 
in
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lv
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en

t 
or
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 c
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m

in
al
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at
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 t
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a 
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al
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 f
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m
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is
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e 
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m
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 p
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 p
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 f
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e 

of
 C
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al
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ll 
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in
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af
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he
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itu
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 C
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C
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d 
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 p

ro
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 p
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 d
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 p
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ag
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 c
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dc
or

e 
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m
pu
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d 
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t c
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 c
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 m
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 c
as

e 
in

 w
hi
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 d
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l e

vi
de

nc
e 

is
 r

eq
ui

re
d.

 T
o 

en
su

re
 t
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ro
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 p
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 p
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 d
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 b
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 b
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 p
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 d
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 c
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 p

ro
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 t
o 

th
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 d
at

a 
m

us
t 

be
 r

et
un

ed
 a

s 
so

on
 a

s 
it 

be
co

m
es

 u
nn

ec
es

sa
ry

 a
s 

ev
id

en
ce

. 
  

 
R
ep

ub
lic

 o
f 

M
ol

do
va

  
M

ol
do

va
 c

ite
s 

fiv
e 

st
at

ut
es

 (
C
PC

 A
rt

ic
le

s 
11

 –
 1

5,
 c
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 c
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 c
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 c

on
du

ct
ed

 p
ur

su
an

t 
to

 t
he

 C
PC

. 
 T

he
 C

PC
 

re
qu

ir
es

 p
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 p
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ra
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ra
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 d
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 c
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 c
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 p

ro
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 d
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 f
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(p
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 d
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 b
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 p
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 p
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n.

  
S
ea

rc
he

s 
ar

e 
pe

rm
is

si
bl

e 
on

ly
 if

 th
e 

ta
rg

et
ed

 d
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t c
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 m
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 p
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 c
ha

rg
e 

of
 t

he
 s

ys
te

m
 m

us
t 

be
 in

fo
rm

ed
 a

bo
ut

 t
he

 s
ea

rc
h 

ca
rr

ie
d 

ou
t 

an
d 

ab
ou

t 
th

e 
da

ta
 c
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 p
la

ce
 o

n 
or

 o
ut

si
de

 S
en

eg
al

es
e 

te
rr

ito
ry

, 
as

su
m

in
g 

th
at

 t
he

 s
ub

se
qu

en
t 

sy
st

em
 is

 a
cc

es
si

bl
e 

fr
om

 t
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 p
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 p
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 r
ig

ht
s 

pr
ot

ec
tio

ns
 in

 t
he

 la
w

s 
of

 S
en

eg
al

, 
La

w
 N

o.
 2

00
8-

12
 p

ro
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re
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re
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 m
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m
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 m
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 c
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 c
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9 CONCLUSIONS AND RECOMMENDATIONS 
 
As indicated at the outset of this report, Article 19 is an important procedural power under the 
Convention.  Sharing of information and experience on practices and legislative and other 
measures in implementing Article 19 will facilitate further reforms in current and future Parties 
where necessary. Furthermore, the question of the extension of searches to other Parties’ 
territories, which is linked to the domestic procedure of Article 19.2, continues to be of interest 
of the T-CY, since several Parties have in place national provisions that allow authorities to 
conduct that type of procedural measures. The T-CY, therefore, carried out a detailed 
assessment of the implementation of Article 19 in the domestic law of the Parties to the 
Convention.  
 
The assessment was based on replies from [74] Parties. Discussions were held at the 28th 
Plenary (June 2023), 29th Plenary (December 2023), 30th Plenary (18-20 June 2024) [and 31st 
Plenary (11-12 December 2024) which also adopted the present report. In line with obligations 
under the T-CY Rules of Procedure, all responding Parties submitted rich and detailed 
responses to the questionnaire. Most of them also promptly provided any necessary 
clarifications. However, the assessment process and meeting agreed timelines set by the T-CY 
faced certain difficulties due to delays in the submission of initial responses and subsequent 
clarifications by some Parties. 
 
The T-CY: 
 
▪ considers that the assessment of the implementation of Article 19 of the Convention will 

enhance the effectiveness of this treaty;  
 
▪ welcomes the replies to the T-CY questionnaire received from 74 Parties and the additional 

clarifications provided by most of these Parties; 
 

▪ regrets that only partial replies were received from Tunisia and that, as a result, Tunisia 
could not be assessed;  

 
▪ calls on all Parties to participate actively and in a timely manner in future assessments in 

the interest of the effectiveness of the Convention and the functioning of the T-CY; 
 
9.1 Conclusions  
 
9.1.1 Overall conclusions   
   
Concl 1  Specificity of procedural power in domestic statutory legislation – Some of 

the Parties that implemented Article 19 largely rely on general powers (such as 
traditional search warrant powers, for example, to search a house or seize a tangible 
object) to meet some or all of the requirements of Article 19. Other Parties use 
specific powers that may target computer systems or computer data. The T-CY 
strongly encourages that powers, whether general or specific in nature, are 
sufficiently detailed to ensure that electronic evidence can be effectively collected 
and utilised in law enforcement investigations and prosecutions. Laws that rely solely 
on provisions relating to the search and seizure of tangible “objects” may not always 
cover all scenarios.68 Article 19 is most effective when these general fundamentals 
are supplemented by statutory text or other measures that are specific to the digital 

 
68 It should also be noted that different rules may apply if powers of search and seizure of stored computer 
data are carried out in the location where the computer system or data are found, in another location (for 
example in computer forensic laboratories) after the initial seizure of the computer system or from another 
location in the case of an extension of searches.  
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world.  Appropriate specificity can also be important for the adequate implementation 
of the conditions and safeguards of Article 15 (see corresponding recommendation 
1).  

 
Concl 2 Legal jurisprudence and law enforcement practice – Many Parties stated that 

the procedural powers of Article 19 have been applied in criminal investigations or 
proceedings by considering general principles of evidence law, such as the “principle 
of freedom of evidence” mentioned by some Parties in their responses to the 
questionnaire. Others noted that such principles were shaped by case law or 
supplemented by domestic customary procedural practice and law enforcement 
manuals to inform law enforcement practice.  

  However, the execution of procedural powers for search and seizure of stored 
computer data has become more complex with new technological challenges (such 
as the growth of data storage, encryption, cloud hosting, etc.). The search and 
seizure of virtual assets to be used as evidence was mentioned by some Parties as 
one of those technological challenges.  

  All of these challenges make it increasingly difficult to rely on jurisprudential 
interpretation, guidelines or accepted practices to resolve perceived gaps in statutory 
frameworks or other forms of domestic law established originally for physical 
evidence. It is therefore increasingly advisable for countries to adopt statutory 
measures to implement Article 19 of the Budapest Convention instead of leaving the 
application to case law, best practice or manuals alone. This may also enhance 
compliance with Article 15 and ensure legal certainty for both law enforcement and 
those accused of crimes (see corresponding recommendation 1).   

 
Concl 3  Core definitions of the Budapest Convention – Some Parties have not 

implemented the definition of computer data in Article 1 of the Convention in their 
domestic law. While the Budapest Convention does not oblige Parties to copy into 
their domestic laws ad verbatim the four concepts in Article 1 of the Budapest 
Convention69, it is critical that statutory measures (such as domestic legislation) 
cover such concepts to confidently ensure that procedural powers can effectively 
seize electronic evidence, that is, computer data (see corresponding recommendation 
2).  

 
Concl 4  Emails stored by the service provider and unopened by the recipient – Some 

Parties treat an unopened e-mail message waiting in the mailbox of a service provider 
until the addressee downloads it to their computer system as stored computer data 
to which Article 19 applies. Other Parties treat it as data in transmission whose 
content can only be obtained by applying the power of interception. Others did not 
specify. While such questions may be addressed in guidance documents adopted at 
the national level, not all Parties have adopted such guides (see corresponding 
recommendation 3).  

 
Concl 5 Value of continuous training and guidance – A number of Parties indicated that 

their competent authorities rarely or never make use of certain search and seizure 
powers (even in cases where the measures are provided in the domestic law). Lack 
of practical experience or the availability of training to gain the necessary knowledge 
may play a role in this. Sustainable training and guidance appear to be an important 
element to acquire the necessary skills and to ensure that the measures are used 
appropriately and under conditions and safeguards (see corresponding 
recommendation 4). 

 

 
69 See paragraph 22 of the Explanatory Report to the Budapest Convention.  
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Concl 6  Value of capacity building – A considerable number of Parties have adopted legal 
provisions in line with Article 19 following support by the capacity building projects 
of the Cybercrime Programme Office of the Council of Europe (C-PROC) and, 
furthermore, have received training and other assistance to apply these provisions. 
Such support will also be available in the follow up to the conclusions and 
recommendations of the present assessment report (see corresponding 
recommendation 18). 

 
9.1.2 Conclusion on the implementation of Art. 19.2 
 
Concl 7 Extension of a search or similar accessing in the territory of a Party to a 

computer system or part within the territory of that Party – Generally, Parties 
are able to extend their search or similar access to another computer system or part 
of it in their territory as required by Article 19.2.70 Although some countries do not 
expressly provide for such a situation in their legislation, they have either applied 
this during investigations without encountering concerns or have accepted it through 
case law decisions (see corresponding recommendation 5). 

 
9.1.3 Conclusions on the implementation of Art. 19.3 
 
Concl 8  Copying stored computer data during search and seizure – Many Parties noted 

that they have the power to copy computer data. Parties, however, have different 
understandings in the exercise of this power. Some Parties use the power only after 
the seizure of a computer system in order to preserve the integrity of the data. While 
this is an important aspect, the power of copying should also cover situations of on-
the-spot copying, as in some cases copying may be preferable to seizure. This may, 
for example, cover situations that require minimising harm to an individual when the 
rights, responsibilities and legitimate interests of third parties may be at stake. On-
the-spot copying may also assist in reducing risks of inadvertent or intentional 
deletion of electronic evidence that may occur before a seized computer system can 
be forensically analysed. Selective copying during a search may also reduce the 
volume of data that forensic specialists must analyse (see corresponding 
recommendation 6).  

 
Concl 9  Maintaining the integrity of stored computer data during and after seizure – 

Most Parties had difficulties explaining the source of their power to maintain the 
integrity of the data. Such requirement may perhaps be addressed in secondary 
legislation and guidance documents (see corresponding recommendation 7).  

 
Concl 10  Removal or rendering stored computer data inaccessible – Most Parties did not 

clearly have the powers to remove data from a searched system or to render them 
inaccessible (subject to human rights safeguards). This measure also does not appear 
to be used very often in practice.71 Such powers are to address situations where the 
authorities have access to the data72 and the circumstances of the case may require 
immediate deletion of the data or rendering them inaccessible by those authorities 

 
70 For example, law enforcement from a Party finds a computer during a house search and accesses a 
browser-based email account that contains emails stored remotely on the email services’ server that is 
also located in the territory of that Party. 
71 The power covers only situations when the data are accessed by authorities. It does not cover removing 
online data or rendering them inaccessible through notice and take-down or other means to make a 
website unreachable by ordering third persons (e.g. service providers) to carry out the measure. 
72 Data may be stored on a computer system, on a computer data-storage medium or remotely accessible 
from the computer system being searched (for example data that is hosted in the cloud and accessed from 
the device seized). 
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to prevent the continued criminal use of data or the continued victimisation of victims. 
For example, these situations may involve danger or social harm, such as malware. 
Furthermore, there is an increasing need for removal of illegal content (for example, 
child sexual exploitation and abuse materials or intimate images distributed non-
consensually)73 (see corresponding recommendation 8).  

 
9.1.4 Conclusion on implementation of Art. 19.4 
 
Concl 11 Compelling third party assistance in accessing computer systems or stored 

computer data – Parties gave a wide range of responses about their ability to 
compel any person with knowledge of the functioning of a computer system, or 
measures applied to protect its data, to provide, as is reasonable, the information 
necessary to carry out the actions under Article 19.4. The power to compel assistance 
may be crucial to an accurate and complete search for evidence.  Yet some Parties 
did not seem to have fully implemented this aspect of Article 19.74 Frequently, a 
country could compel only one or two categories of persons; statutes might assume 
that searches would always be done only at business offices, so the assistance of 
people such as friends or roommates could not be compelled; often countries tried 
to apply an older statute to this clearly-digital measure.75  

  As noted in the Explanatory Report to the Convention, this power is not only of benefit 
to the investigating authorities. Without such cooperation, investigative authorities 
could remain on the searched premises and prevent access to the computer system 
for long periods of time while undertaking the search. In the absence of this power, 
the rights and obligations of third parties, including service providers and their 
customers, could be adversely affected. Limits on which third parties can be 
compelled to assist in computer searches, may result in Parties resorting to more 
intrusive measures such as seizure of the whole computer system or interception of 
content data if the Parties could not compel a person with the knowledge about a 
computer system to provide the necessary information.   
Reasonable implementation of this power may thus help authorities to better 
incorporate the principle of proportionality. For example, providing the necessary 
information to enable the undertaking of the measures can help authorities to obtain 
the necessary data through copying, which is a less intrusive measure than seizure 
of the whole computer system or interception of content data. Full implementation of 
Article 19.4 thus constitutes an important safeguard, provided that it is applied in 
accordance with the principle of proportionality (see corresponding recommendations 
9 and 10). 
 

9.1.5 Conclusions on implementation of Art. 19.5 
 
Concl 12  Scope of the powers (value of electronic evidence collection for all crimes) 

– A few Parties have powers to search and seize computer data pursuant only to a 
limited statute or only in cases that involve computer crimes.  Other countries rely 
on a combination of statutes.  Occasionally, the complex interplay of these statutes 
seems to mean that the powers to search and seize stored computer data apply only 

 
73 The lack of implementation of Article 19.3.d of the Budapest Convention in domestic law could lead to 
a situation where the authorities return a searched computer system to the offender that may still contain 
illegal content. 
74 Some Parties normally excluded targets or defendants from the requirement to assist with a search.  
This exception to the “any person” rule in Article 19/4 is permissible because Article 19 is subject to human 
rights safeguards, including the fundamental rights of defendants.   
75 The right against self-incrimination applies in some Parties, while others consider that the execution of 
such a measure is not subject to this right.  
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to certain categories of criminal offences.  At the moment, in some countries, it may 
be possible to work around these gaps in the powers to search and seize.  For 
example, the authorities may mainly use the powers for computer intrusion, 
electronic fraud, and closely-related cases.  But the irreversible trend is that 
computer data will be relevant in all types of cases, including offline crimes that may 
involve electronic evidence (see corresponding recommendation 11). 

 
Concl 13  Safeguards and conditions applying to Article 19 – All Parties replied that the 

establishment, implementation, and application of powers under Article 19 are 
subject to conditions and safeguards provided for under their domestic law. As the 
Convention applies to Parties of many different legal systems and cultures, the 
reported conditions and safeguards not surprisingly differ between the Parties. 
Furthermore, Parties took different approaches to addressing the safeguards in their 
responses to the questionnaire: some responded with broad discussions of 
fundamental national documents, while others confined their answers to defendants’ 
specific rights during investigations and at trial. Further work to identify how the 
Parties implement certain elements of Article 15 of the Convention (such as, for 
example, the right against self-incrimination, the question of privileges and 
immunities, etc.) may be of interest to the Parties to the Convention (see 
corresponding recommendation 12).   

 
Concl 14 Applications for and content of a search and seizure order – Parties provided 

various responses regarding the content of an order that authorises a search. It can 
be inferred from responses of some of the Parties relying on implementation of Article 
19 through general powers, that generic authorisation of a house search includes the 
search of a computer system or computer data even when an electronic search is not 
mentioned.  Other Parties require a more specific approach, that is, an order 
specifying that a computer system or computer data identified during the execution 
of the search can be searched. The latter approach may provide a stronger case that 
a specific domestic procedural power can facilitate the conditions and safeguards 
required under Article 15, including the principle of proportionality (see corresponding 
recommendation 12). 

 
Concl 15 Application of privileges and immunities to computer data searched and 

seized – Some Parties pointed out that computer data obtained may be protected 
by certain privileges and immunities from serving as evidence at trial (lawyer-client 
communication, physician-patient privilege, protection of journalistic sources, etc.). 
This is in line with the requirements of the Convention framework76 (see 
corresponding recommendation 12).  

 
Concl 16 Impact of search and seizure procedural powers on third parties – To the 

extent consistent with the public interest, the Convention requires that its Parties 
consider the impact of the powers and procedures upon the rights, responsibilities 
and legitimate interests of third parties.77 Several Parties emphasised that measures 
of search and seizure are applicable only when the harm to the rights and interests 
affected is not greater than the benefit that their use provides for the public interest 
and third parties (see corresponding recommendation 12).  

 
9.1.6 Other relevant conclusions 
 
The following conclusions relate to issues that arise frequently in connection with Article 19 
searches and seizures but are not addressed by the article. Parties provided extensive 

 
76 See para 147 of the ER to the Budapest Convention. 
77 See Art. 15.3. of the Budapest Convention. 
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information about these related issues, thus it seemed important to compile that information 
and make it available: 
 
Concl 17 Search and seizure procedure during emergencies – Parties shared information 

about how they handle emergencies or other urgent situations in which a search or 
seizure may be necessary. Some Parties had no views about what situations would 
warrant an “emergency” search, while others defined “emergency” broadly, beyond 
physical emergencies. For others, the risk of destruction of evidence would merit an 
emergency search.  In short, some Parties had no special mechanism for reacting 
quickly, while others could conduct emergency searches in a broad range of 
circumstances (see corresponding recommendation 13).  

 
Concl 18  Use of lawfully acquired credentials – Many Parties have empowered their 

authorities by domestic law to use lawfully acquired credentials as part of a search 
(such as using login details for a computer system). However, responses of some 
other Parties indicate that the use of lawfully acquired credentials is not regulated. 
Some Parties also provide for the ability for law enforcement to seek a court order to 
compel or facilitate a person to provide such credentials to law enforcement to 
support a search (see corresponding recommendation 10). 

 
Concl 19 Covert remote accessing of computer systems through lawful computer 

exploitation activities – The assessment demonstrated differing understandings by 
Parties of the measure of covert remote search of a computer system. There is a 
group of Parties that have adopted specific powers that enable the use of computer 
exploitation practices (such as the use of specialised software) to lawfully search a 
computer system remotely.  Other Parties implement the measure through general 
powers (surveillance of persons, undercover investigations) or other measures that 
resemble implementation of Article 21 of the Convention. Some Parties do not provide 
for such a measure in their domestic laws (see corresponding recommendation 15). 

 
Concl 20 Extension of a search from the territory of a Party to computer data known 

to be outside the territory of that Party – As regards the extension of searches 
to data known to be or reasonably suspected to be outside a State’s territory, there 
are significant differences in approaches. The Convention does not address such 
extensions. However, due to technological developments and the increasingly cross-
border nature of data storage, the storing of information and computer data is often 
external to the devices found during searches and more linked to new forms of cloud 
hosting services with multinational networks. As pointed out by the working Group 
on undercover investigations and extension of searches in its report78, in the absence 
of international standards, States seem to be increasingly pursuing unilateral options 
and extending searches to computer systems in other jurisdictions (as already 
concluded by the T-CY Transborder and Cloud Evidence working groups previously) 
(see corresponding recommendations 14 and 15).79 

 
Concl 21  Extension of a search to computer data whose location is unknown – 

Similarly, Parties took a variety of positions as to whether they are permitted by their 

 
78 A report containing draft options and recommendations for further action by the T-CY on: 1. Undercover 
investigations by means of a computer system; 2. Extension of searches. The working group presented 
the report in the 27th T-CY Plenary (29-30 November 2022). 
79 See Cybercrime Convention Committee (T-CY), Ad-hoc Subgroup on Transborder Access and 
Jurisdiction: Transborder access to data and jurisdiction – Options for further action by the T-CY. Adopted 
by the 12th Plenary of the T-CY (2-3 December 2014), p. 8. See also Cybercrime Convention Committee 
(T-CY), T-CY Cloud Evidence Group: Criminal justice access to electronic evidence in the cloud: 
Recommendations for consideration by the T-CY (16 September 2016).  

http://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016802e726e
http://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016806a495e
http://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016806a495e
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domestic law to extend a remote search from their own territory to an unknown 
location or where it is believed or suspected to most likely be outside the territory. 
Occasionally Parties indicated that this might be done in practice but that there was 
no clear underlying legal basis.  Some indicated that searches might be extended to 
an unknown location if the case were sufficiently urgent or important. Other Parties’ 
replies did not address the complexity of the problem, for example, with neither an 
express legal norm nor uniform jurisprudence to guide the actions of law 
enforcement. Or, because this issue can be controversial, some Parties seemed 
hesitant to state their views. 

  As acknowledged by previous reports of T-CY working groups, an extension of 
searches cross-border is likely to have a range of policy, legal and other 
considerations or implications (including the rights of individuals and third parties 
within the remotely searched territory) for criminal investigations and prosecutions80. 
The increase in remotely stored computer data held outside the territory of a Party 
means that evidence laws relating to such data may prevent or obstruct their use in 
criminal prosecutions where not obtained under specific statutory frameworks (such 
as foreign evidence laws) (see corresponding recommendations 14 and 15). 

 
Concl 22 Value of developing international mutual understanding on the extension of 

searches – Although an extension of searches to a different territory is a measure 
that goes beyond of the scope of this assessment, this aspect has been of interest to 
the T-CY for many years.81 Competent authorities may be unaware of the 
international effects and issues raised by searches and seizures beyond their 
territory. They may even expose themselves to legal jeopardy vis-à-vis the targeted 
country. The adoption of similar or compatible positions among different countries 
could be important in building an internationally accepted custom and improving 
international cooperation between the Parties to the Convention. At the same time, 
similar or compatible positions could protect the Parties’ interests and the interests 
of individuals in their territory from undue access by other States (see corresponding 
recommendations 14 and 15). 

 
  

 
80 “International cooperation in criminal matters is based on a number of principles, including that of dual 
criminality or the possibility to refuse cooperation if it is contrary to the public order of the requested 
State. Transborder access may be used to circumvent such principles.”  Transborder access and 
jurisdiction: What are the options? Report of the Transborder Group adopted by the T-CY on 6 December 
2012, p. 12. 
81 See the work of the T-CY on transborder access to data, on cloud evidence, or on undercover 
investigations and extension of searches. https://www.coe.int/en/web/cybercrime/tcy 

https://www.coe.int/en/web/cybercrime/tcy
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9.2 Summary of implementation by Parties82 
 
Party83 
 

Article 
19.1 

Article 
19.2 

Article 
19.3 

Article 
19.4 

Article 
19.5 

1. Albania SP SP SP SP P (Art. 14) 
2. Andorra GP GP GP GP P (Art. 14) 
3. Argentina GP/SP GP GP/SP GP Y 
4. Armenia SP GP SP GP Y 
5. Australia GP/SP GP/SP SP SP Y 
6. Austria GP/SP SP GP/SP GP/SP Y 
7. Azerbaijan GP GP GP GP Y 
8. Belgium SP SP SP SP Y 
9. Bénin GP/SP SP SP GP/SP Y 
10. Bosnia and Herzegovina GP/SP GP GP/SP GP Y 
11. Brazil GP/SP GP/SP GP/SP GP/SP Y 
12. Bulgaria SP SP  SP GP Y 
13. Cabo Verde SP SP SP SP Y 
14. Cameroon84  GP/SP N  GP/SP  Y 
15. Canada GP/SP GP/SP GP/SP GP/SP Y 
16. Chile GP GP GP GP Y 
17. Colombia  GP GP GP GP Y 
18. Costa Rica GP GP GP GP Y 
19. Croatia SP SP SP SP Y 
20. Cyprus GP/SP GP/SP GP N Y 
21. Czech Republic GP GP GP GP Y 
22. Denmark GP GP GP GP Y 
23. Dominican Republic  GP/SP  GP SP SP Y 
24. Estonia GP GP GP GP Y 
25. Fiji  SP SP SP SP Y 
26. Finland SP SP GP/SP SP Y 
27. France SP SP SP SP Y 
28. Georgia GP/SP GP GP/SP SP Y 
29. Germany GP/SP SP GP GP Y 
30. Ghana GP/SP GP/SP GP/SP GP/SP Y 
31. Greece  GP/SP GP/SP GP/SP N Y 
32. Grenada  SP GP SP SP Y 
33. Hungary SP SP SP GP/SP Y 
34. Iceland GP GP GP/SP SP Y 
35. Israel SP SP SP GP P (Art. 14) 
36. Italy  GP/SP GP GP GP Y 

 
82 The Summary of Implementation table addresses whether paragraphs 19.1 - 19.4 are being 
implemented through the general or specific powers and whether Parties are in line with Article 19.5. 
Parties are advised to refer to the assessment tables for further details on the implementation of the 
relevant paragraphs of Article 19 in each Party. Clarifications from some Parties are expected and the table 
in Section 9.2. may be updated before the T-CY Plenary depending on whether these clarifications are 
provided. 
83 (GP = general powers 
SP = specific powers 
Y = in line  
P = Partially in line  
N = Not implemented) 
84 Clarifications are pending. 
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Party83 
 

Article 
19.1 

Article 
19.2 

Article 
19.3 

Article 
19.4 

Article 
19.5 

37. Japan GP/SP GP/SP GP/SP GP/SP Y 
38. Kiribati85  GP/SP SP   Y 
39. Latvia GP/SP SP GP/SP SP P (Art. 14) 
40. Liechtenstein GP/SP GP/SP GP/SP GP/SP Y 
41. Lithuania GP GP GP GP Y 
42. Luxembourg  GP/SP GP/SP GP/SP GP/SP Y 
43. Malta  GP/SP GP GP/SP GP Y 
44. Mauritius  SP SP SP SP Y 
45. Monaco GP/SP GP/SP GP/SP GP/SP Y 
46. Montenegro GP/SP GP/SP GP/SP GP/SP Y 
47. Morocco GP GP GP GP Y 
48. Netherlands SP SP GP/SP SP Y 
49. Nigeria86  GP/SP GP/SP  GP/SP Y 
50. North Macedonia  GP/SP GP/SP GP/SP GP/SP Y 
51. Norway GP GP GP SP Y 
52. Panama SP  SP SP GP Y  
53. Paraguay GP GP GP GP Y 
54. Peru GP GP GP GP Y 
55. The Philippines SP SP SP SP Y 
56. Poland  GP/SP GP/SP GP/SP GP Y 
57. Portugal SP SP SP SP Y 
58. Republic of Moldova GP GP GP/SP GP Y 
59. Romania SP SP GP/SP N Y 
60. San Marino  GP GP GP GP Y 
61. Senegal SP SP SP SP Y 
62. Serbia  GP/SP GP/SP GP/SP GP/SP Y 
63. Sierra Leone  SP SP SP SP Y 
64. Slovak Republic GP SP SP SP Y 
65. Slovenia SP SP GP/SP SP Y 
66. Spain SP SP SP SP Y 
67. Sri Lanka  GP/SP GP/SP GP/SP SP Y 
68. Sweden  GP/SP GP/SP GP/SP GP/SP Y 
69. Switzerland GP/SP GP/SP GP/SP GP Y 
70. Tonga  GP/SP GP/SP GP/SP SP Y 
71. Tunisia87       
72. Türkiye SP SP SP GP Y 
73. Ukraine GP/SP GP GP/SP GP Y 
74. United Kingdom  GP/SP GP/SP GP/SP GP/SP Y 
75. United States of America GP/SP GP/SP GP/SP GP/SP Y 

 
  

 
85 Clarifications are pending.  
86 Clarifications are pending. 
87 Partial response received. As a result, Tunisia could not be assessed.  
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9.3 Recommendations 
 
The following recommendations point at actions to be taken by Parties domestically and/or by 
the T-CY and capacity building programmes: 
 
9.3.1 Recommendations falling primarily under the responsibility of domestic 

authorities 
 
Rec 1  Parties should ensure that powers of search and seizure are sufficiently detailed 

and specific to meet the requirements of Article 19 of the Convention. To the extent 
that the elements of Article 19 cannot be fulfilled by using general or “traditional” 
procedural powers (such as those that pertain to house searches or the seizure of 
tangible objects), Parties should give due consideration to establishing powers and 
procedures specific to stored computer data to meet these obligations. Such 
specific provisions could also provide greater clarity and enhance legal 
certainty. Parties may also provide (for example by standard operating procedures 
or similar guidelines) that judicial authorisations for searches and seizures pertain 
to specified computer systems or data in order to apply the conditions and 
safeguards of Article 15. 

 
Rec 2  Parties that do not provide for definitions of computer data (covering computer 

data, traffic data, subscriber information) in their domestic laws are encouraged to 
do so based on the relevant definitions contained in the Convention88 and apply 
the powers of search and seizure of stored computer data to all types of computer 
data (subscriber information, traffic and content data) in their stored form. 

 
Rec 3  Parties are encouraged to establish clear guidance for national authorities about 

how to deal with certain specific situations they may encounter in practice when 
accessing and securing computer data to ensure a consistent approach, where 
possible, at domestic level for similar situations. Such situations might include 1) 
an unopened email message waiting in the mailbox of a service provider until the 
addressee downloads it, as referred to in para 190 of the Explanatory Report to 
the Convention, 2) search and seizure of virtual assets, or 3) obtaining data in 
volatile memory or triage procedures when multiple physical devices are found. 

 
Rec 4 Parties should consider providing for continuous training and guidance of their 

competent authorities that authorise and carry out search and seizure (including 
joint trainings for judges, prosecutors and law enforcement officials), especially 
given the increasing complexity of emerging technologies and how data can be 
used as electronic evidence of crime. Such training may be complemented by the 
adoption of guidance documents, where appropriate. Such training activities may 
be supported, if desired by the Party, by the capacity building programmes of the 
Council of Europe.  

  
Rec 5  Parties are encouraged to explicitly provide in their legislation for the different 

conditions and requirements set out in Article 19.2 of the Convention. 
 
Rec 6  Parties should ensure that they have the power to copy data when accessing a 

computer system.  This measure may be preferable to seizing an entire computer 
system in certain situations (for example, where the data being searched or 
similarly accessed may be stored on the computer system of a witness who is not 
actually involved in the wrongdoing or where the data is on a server of a service 
provider). 

 
88 This is without prejudice to paragraph 22 of the ER.  
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Rec 7  In their domestic law or in internal standard operating procedures or similar 

guidelines, Parties should specify requirements related to maintaining the integrity 
of the data and chain of custody to ensure that the data were not interfered with 
(protocols of actions, creating images, hash values, data storage, retention 
periods). Some of these elements may be found in Article 14 of the Second 
Additional Protocol (for example, quality and integrity, retention periods, data 
security, etc.). 

 
Rec 8 Parties should ensure that they have the power to remove the data from a searched 

computer system or to render them inaccessible under certain conditions. 
 
Rec 9  Parties should ensure that they have the power to order any person with knowledge 

about the functioning of a computer system, or measures applied to protect its 
data, to provide, as is reasonable, the information necessary to carry out the 
actions in Article 19. Amendment of statutes and investigative practices in this 
respect is urgent.  Without prejudice to certain rights under their domestic laws 
(for example, the right against self-incrimination), Parties are encouraged to 
consider establishing sanctions if the person refuses to provide necessary 
cooperation. Parties should restrict the use of this power to provision of information 
that is reasonable. In particular, Parties should avoid using this power where the 
disclosure of the password or other security measure would unreasonably threaten 
the privacy of other users or other data that is not authorised to be searched. In 
such cases, the provision of the “necessary information” could be the disclosure, 
in a form that is intelligible and readable, of the actual data that is being sought 
by the competent authorities. 

 
Rec 10  In the same vein, Parties are encouraged to specify in their domestic law or in 

internal standard operating procedures or similar guidelines:  
- grounds that must be met or steps that must be taken to acquire credentials 

lawfully in accordance with the domestic law of a Party;   
- how lawfully acquired credentials may be used by their competent authorities 

(for example,  for downloading stored computer data, for undercover activities 
when controlling the account, or for changing credentials, etc.). 

 
Rec 11  Parties should ensure that their powers to search and seize computer data extend 

to all types of crimes, consistent with the scope of the Convention under Article 
14. In countries where these powers derive from a combination of statutes, the 
interplay of these statutes should be examined for cases that would fall outside all 
statutes.   

 
Rec 12 Consistent with obligations under Article 15, Parties should ensure that the 

measures of search and seizure are applied in accordance with the principle of 
proportionality, in accordance with relevant principles of their domestic law. The 
Parties are to apply the conditions and safeguards regardless of whether the power 
of search and seizure is carried out at the location where the computer system or 
data is found, or in or from another place. Parties should ensure that applicable 
legal privileges and immunities are protected. This may include the ability to seek 
redress for persons claiming such protection. When applying measures of Article 
19, to the extent consistent with the public interest, Parties should consider their 
impact on the rights, responsibilities and legitimate interests of third parties, 
including service providers, and whether appropriate means can be taken to 
mitigate such impact. 
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Rec 13  Some Parties do not have any existing systems in place for conducting searches 
and seizures of systems consistent with Article 19 in emergency or urgent 
situations, or they have basic, informal, or ad hoc systems.  These Parties are 
encouraged to review the present Assessment Report to learn how other Parties 
have approached these situations before they are confronted with an actual 
emergency or urgency. Parties with more robust systems in place are similarly 
encouraged to review this Assessment to determine if other Parties may have 
elements useful to incorporate into their own system. All Parties are reminded that 
the Second Additional Protocol provides a definition of “emergency” that may 
provide useful guidance.  

 
Rec 14 Extension of searches to a location known to be foreign or to an unknown location 

has become an urgent issue that practitioners face. Therefore, Parties should 
prepare their positions on extensions of searches from their own territory to a 
location known to be foreign or to an unknown location. In developing such 
positions, Parties should consider the possible implications of an extension of 
searches cross-border (policy, legal and other considerations, including the rights 
of individuals and third parties as well as potential invalidation and suppression of 
evidence). Possible second judicial authorisations, consultation with or notification 
of the targeted country, awareness-raising for competent authorities, and 
amendments to domestic law could be considered in order to mitigate the risks. 

 
Rec 15 Although the measures of extension of searches outside of the territory of a Party 

or to an unknown location and covert remote access are not specifically provided 
for in the Convention, Parties may ensure that such measures are subject to the 
conditions and safeguards that are provided for in Article 15 of the Convention. 

 
Rec 16  Where appropriate, Parties are encouraged to consider sharing their internal 

standard operating procedures or similar guidelines on the implementation of 
Article 19 with the Secretariat to make them available with restricted access on 
the recently developed online platform for exchange of materials, training, and 
resource sharing on cybercrime and electronic evidence (CYBOX). 

 
 
9.3.2 Recommendation falling primarily under the responsibility of the T-CY 
 
Rec 17    The T-CY invites the T-CY Bureau to provide the plenary with options for future 

work on the question of virtual assets and the relevance of the Convention on 
Cybercrime and its Second Protocol, as decided during the 30th Plenary of the T-
CY in June 2024.89 

 
9.3.3 Recommendations falling primarily under the responsibility of Council of 

Europe 
 
Rec 18 The Cybercrime Programme Office of the Council of Europe (C-PROC) should support 
reforms of legislation, training and specialisation (including specialised authorities) on 
search and seizure of stored computer data.  
 
Rec 19 The Council of Europe (T-CY Secretariat and C-PROC) should make available, with 
restricted access, materials on the implementation of Article 19 of the Convention shared 
by Parties on the recently developed online platform for exchange of materials, training, and 
resource sharing on cybercrime and electronic evidence (CYBOX). 
 

 
89 https://rm.coe.int/t-cy-2024-6-plen30-rep-v4final/1680b07f1c  

https://rm.coe.int/t-cy-2024-6-plen30-rep-v4final/1680b07f1c
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9.4 Follow up 
 
The Parties are invited to inform the T-CY and its Secretariat of measures taken and examples 
of good practices at any time. 
 
Parties are invited to provide an update on follow up to applicable recommendations falling 
under the responsibility of domestic authorities to report back to the T-CY no later than 18 
months from adoption of this report on measures taken to permit the T-CY, in line with the 
Rules of Procedure (Article 2.1.g), to review progress made.  
 
The Council of Europe Secretariat is requested to follow up on recommendations falling under 
its responsibility and to report back to the T-CY within 18 months of adoption of the report.  
 
The T-CY will then review progress made. 
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10 APPENDIX 
 
10.1 Examples of domestic legal provisions 
 
10.1.1 Argentina 
 
Input available for download here. 
 
10.1.2 Austria 
 
Input available for download here and here. 
 
10.1.3 Canada 
 
“Peace Officer” 
 
peace officer includes 

• (a) a mayor, warden, reeve, sheriff, deputy sheriff, sheriff’s officer and justice of the 
peace, 

• (b) a member of the Correctional Service of Canada who is designated as a peace 
officer pursuant to Part I of the Corrections and Conditional Release Act, and a warden, 
deputy warden, instructor, keeper, jailer, guard and any other officer or permanent 
employee of a prison other than a penitentiary as defined in Part I of the Corrections 
and Conditional Release Act, 

• (c) a police officer, police constable, bailiff, constable, or other person employed for 
the preservation and maintenance of the public peace or for the service or execution 
of civil process, 

• (c.1) a designated officer as defined in section 2 of the Integrated Cross-border Law 
Enforcement Operations Act, when 

o (i) participating in an integrated cross-border operation, as defined in section 
2 of that Act, or 

o (ii) engaging in an activity incidental to such an operation, including travel for 
the purpose of participating in the operation and appearances in court arising 
from the operation, 

• (d) an officer within the meaning of the Customs Act, the Excise Act or the Excise Act, 
2001, or a person having the powers of such an officer, when performing any duty in 
the administration of any of those Acts, 

• (d.1) an officer authorized under subsection 138(1) of the Immigration and Refugee 
Protection Act, 

• (e) a person designated as a fishery guardian under the Fisheries Act when performing 
any duties or functions under that Act and a person designated as a fishery officer 
under the Fisheries Act when performing any duties or functions under that Act or 
the Coastal Fisheries Protection Act, 

• (f) the pilot in command of an aircraft 
o (i) registered in Canada under regulations made under the Aeronautics Act, or 
o (ii) leased without crew and operated by a person who is qualified under 

regulations made under the Aeronautics Act to be registered as owner of an 
aircraft registered in Canada under those regulations, 

while the aircraft is in flight, and 
• (g) officers and non-commissioned members of the Canadian Forces who are 

o (i) appointed for the purposes of section 156 of the National Defence Act, or 
(ii) employed on duties that the Governor in Council, in regulations made under the National 
Defence Act for the purposes of this paragraph, has prescribed to be of such a kind as to 
necessitate that the officers and non-commissioned members performing them have the 
powers of peace officers; (agent de la paix) 

https://mycloud.coe.int/s/ypz2K9okF6qfzwK
https://mycloud.coe.int/s/2xaNrgqsMqbFbdH
https://mycloud.coe.int/s/c7xZq7eNMNsg9bp
https://laws-lois.justice.gc.ca/eng/acts/C-44.6
https://laws-lois.justice.gc.ca/eng/acts/C-44.6
https://laws-lois.justice.gc.ca/eng/acts/C-44.6
https://laws-lois.justice.gc.ca/eng/acts/I-14.7
https://laws-lois.justice.gc.ca/eng/acts/I-14.7
https://laws-lois.justice.gc.ca/eng/acts/C-52.6
https://laws-lois.justice.gc.ca/eng/acts/E-14
https://laws-lois.justice.gc.ca/eng/acts/E-14.1
https://laws-lois.justice.gc.ca/eng/acts/E-14.1
https://laws-lois.justice.gc.ca/eng/acts/I-2.5
https://laws-lois.justice.gc.ca/eng/acts/I-2.5
https://laws-lois.justice.gc.ca/eng/acts/F-14
https://laws-lois.justice.gc.ca/eng/acts/F-14
https://laws-lois.justice.gc.ca/eng/acts/C-33
https://laws-lois.justice.gc.ca/eng/acts/A-2
https://laws-lois.justice.gc.ca/eng/acts/A-2
https://laws-lois.justice.gc.ca/eng/acts/N-5
https://laws-lois.justice.gc.ca/eng/acts/N-5
https://laws-lois.justice.gc.ca/eng/acts/N-5
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10.1.4 Czech Republic 
 
Input available for download here. 
 
10.1.5 Estonia 
 
Extracts from Criminal Procedure Code 
https://www.riigiteataja.ee/en/eli/ee/504042023004/consolide/current  
§ 63.  Item of evidence 
(1) ‘Item of evidence’ means a statement or testimony of the suspect, accused, victim, witness 
or specialist witness, an expert’s report, the statement or testimony given by an expert when 
providing clarifications concerning their report, an item of physical evidence, a report of an 
investigative or a covert operation, the record or video recording of a trial or hearing or the 
report or video recording of an investigative or a covert operation, and also any other 
document, as well as any photograph, footage or other data recording. 
(11) The presentation, as evidence in criminal proceedings, of any information collected under 
the Security Authorities Act is decided by the Prosecutor General, having regard to the 
restrictions mentioned in subsection 2 of § 1261 and subsection 2 of § 1267 of this Code. 
(2) Items of evidence not listed in subsection 1 of this section may also be used to prove the 
facts at issue in criminal proceedings, except where they have been obtained by a criminal 
offence or by means of violating a fundamental right. 
 
§ 64.  General conditions for the collection of evidence 
(1) Evidence is collected in a manner which does not offend the honour and dignity of those 
participating in its collection, does not endanger the life or health of such participants and does 
not cause unjustified pecuniary harm. It is prohibited to collect evidence by torturing a person 
or by subjecting them to violence in any other way, or by using means which affects their 
faculty of memory, or by treating them in a manner that degrades human dignity. 
(2) If, in the course of a search or physical examination of a person, or of the taking of material 
for comparison, it is necessary to reveal the body of the person, the official of the investigative 
authority, the prosecutor and any other participants in the corresponding procedural operation, 
except health care professionals and forensic pathologists, must be of the same sex as the 
person. 
(3) If technical equipment is to be used to take the evidence, this is notified in advance to the 
participants in the corresponding procedural operation and the purpose of using the equipment 
is explained to them. 
(4) [Repealed – RT I, 23.02.2011, 1 – entry into force 01.09.2011] 
(5) Where this is needed, participants of a procedural operation are cautioned that, under § 
214 of this Code, disclosure of information relating to pre-trial proceedings is not allowed. 
(6) The taking of evidence by covert operations is regulated by Chapter 31 of this Code. 
 
§ 83.  Aim of inspection and objects of inspection 
(1) The aim of an inspection is to collect information required for resolving the criminal case, 
to detect the indicia of a criminal offence and to seize any objects that are to be used as 
physical evidence. 
(2) The objects of inspection are: 
1) the scene of events; 
2) the corpse; 
3) a document, another object or an item of physical evidence; 
4) where a physical examination is to be conducted, the person or the postal or telegraphic 
item to be examined. 
(3) Where explanations from the suspect, accused, witness, specialist witness or victim are 
conducive to ensuring the comprehensiveness, exhaustiveness and objectivity of the 
inspection, the person is summoned to attend the inspection. 

https://mycloud.coe.int/s/5xScgGY3D3mr9Qy
https://www.riigiteataja.ee/en/eli/ee/504042023004/consolide/current
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§ 86.  Inspection of document, another object or an item of physical evidence 
(1) When inspecting a document or another object, the indicia of a criminal offence and any 
other characteristic features that are needed for resolving the criminal case and that constitute 
grounds for using the object in question as an item of physical evidence are ascertained. 
(2) Where further examination of a document, thing or other object that appears as an item 
of physical evidence is needed, an inspection of the item of physical evidence is performed. 
 
§ 91.  Search 
(1) The aim of a search is to find, in a building, a room, a vehicle or an enclosed area, an 
object to be confiscated or used as an item of physical evidence, or a document, thing or 
person needed for resolving the criminal case, or property to be attached in criminal 
proceedings, or a corpse, or to apprehend a person who has been declared a fugitive from 
justice. A search may be conducted provided there is a reasonable suspicion that what is 
searched for is located at the place to be searched. 
(2) Unless otherwise provided by this Code, a search may be conducted on an application of 
the Prosecutor’s Office under a warrant from the pre-trial investigation judge or from the court. 
The order by which the pre-trial investigation judge or the court disposes of such an application 
may take the form of a note made on the application. 
(3) A search may be conducted based on a warrant from the Prosecutor’s Office, except for a 
search at a notary's office or at the office of a law firm or at the premises of a person processing 
information for journalistic purposes, provided there is reason to believe that the suspect is 
using the premises or vehicle to be searched, or used those premises or that vehicle, at the 
time of the criminal event or during pre-trial proceedings, and the person is suspected of 
having committed a criminal offence mentioned in subsection 2 of § 1262 of this Code. 
(4) A search warrant states: 
1) as the aim of the search, what the search is for (hereinafter, ‘the object searched for’); 
2) the reasons for the search; 
3) the place at which the search is conducted. 
(5) In a situation of urgency, if it is not possible to issue a search warrant at a proper time, a 
search may be conducted, on conditions provided by subsection 3 of this section, based on an 
authorisation of the Prosecutor’s Office provided in a form reproducible in writing. 
(6) When a search is conducted on the grounds provided by subsections 3 and 5 of this section, 
this must be notified, through the Prosecutor’s Office, to the pre-trial investigation judge during 
the first working day following commencement of the search. The judge decides, by an order 
which may be made as a note on the warrant from the Prosecutor’s Office, whether or not to 
declare the search permissible. 
(7) During the lead-in to a search, the search warrant is presented to the person at whose 
premises the search is performed, or to a full-age member of their family, or to a 
representative of the legal person or of the State or municipal authority at whose premises the 
search is performed. Signed acknowledgement of such presentation is obtained on the warrant 
from the person, family member or representative. In a situation mentioned in subsection 5 
of this section, the circumstances mentioned in subsection 4 of this section, and the reasons 
for conducting the search as a matter of urgency, are explained to the person, family member 
or representative. Signed acknowledgement of such explanation is obtained on the search 
report from the person, family member or representative. Where the relevant person or 
representative is not present, participation of a representative of the municipality must be 
arranged. 
(8) When a search is conducted at the office of a notary or of a law firm, the notary or the 
attorney at whose premises the search is performed must be in attendance. If the notary or 
attorney cannot attend the search, it must be attended by the person who stands in for the 
notary or by another attorney who provides legal services through the same firm or, where 
this is impossible, by another notary or another attorney. 
(9) During the lead-in to a search, an invitation is made to hand over the object searched for 
or to show the place where a corpse has been hidden or where a person who has been declared 
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a fugitive is hiding. If the invitation is not acceded to or if there is reason to believe that it has 
only been followed in part, search operations are conducted. 
(10) In the course of a search, any objects that are subject to confiscation or that clearly 
represent items of evidence in criminal proceedings may be seized, provided these were 
discovered without any search operations, in a clearly visible place, or in the course of 
reasonable search operations undertaken to find the objects searched for. 
 
§ 1264.  Granting an authorisation for a covert operation 
(1) A covert operation may be conducted when this is authorised in writing by the Prosecutor’s 
Office or by the pre-trial investigation judge. The pre-trial investigation judge resolves the 
grant of such an authorisation by an order on the basis of a reasoned application from the 
Prosecutor’s Office. A reasoned application of the Prosecutor’s Office is considered by the pre-
trial investigation judge without delay and an authorisation to conduct the covert operation in 
question is granted or refused by an order. 
(2) In situations of urgency, a covert operation that requires an authorisation from the 
Prosecutor’s Office may be conducted with such an authorisation being issued in a reproducible 
form. A written authorisation is issued within 24 hours following commencement of the 
operation. 
(3) Where an immediate danger to the life, physical integrity, physical freedom or a high-value 
property interest of a person is involved, and where it is not possible to apply for or to issue a 
relevant authorisation at a proper time, a covert operation that requires authorisation from 
the court may be conducted, in a situation of urgency, with such an authorisation being issued 
in a reproducible form. A written application is filed and a corresponding authorisation issued 
within 24 hours following commencement of the operation. 
(4) An authorisation issued in a situation of urgency in a reproducible form must contain the 
following information: 
1) the issuer of the authorisation; 
2) the date and time of issue of the authorisation; 
3) the covert operation for which the authorisation is issued; 
4) where it is known, the name of the person in respect of whom the covert operation is to be 
conducted; 
5) the time limit of the permission for covert operations. 
(5) Where, to conduct a covert operation or to place or remove any technical means 
required for such an operation, covert entry needs to be made to a building, room, vehicle, 
an enclosed area or a computer system, the Prosecutor’s Office applies for and obtains a 
corresponding separate authorisation from the pre-trial investigation judge. 
(6) The duration of covert operations conducted with respect to a particular person on the 
grounds provided by clauses 1, 2 and 4 of subsection 1 of § 1262 of this Code in the same 
proceedings must not exceed one year. In exceptional situations, the Prosecutor General may 
authorise, or apply to the court for authorisation to conduct, covert operations for more than 
one year. In a criminal case dealt with under Council Regulation (EU) 2017/1939, the relevant 
authorisation is granted, or application made, by a European Prosecutor or a European 
Delegated Prosecutor. 
 
§ 1265.  Covert surveillance, covert collection of samples for comparison and conduct 
of initial investigations, covert examination and substitution of an object 
(1) For conducting covert surveillance of a person, an object or area, for covert collection of 
samples for comparison and for conducting initial investigations, and for covert examination 
or substitution of an object, the Prosecutor’s Office grants an authorisation for up to two 
months. The Prosecutor’s Office may extend the time limit of the authorisation by up to two 
months at a time. 
 (2) In the course of covert operations mentioned in this section, collected information is – 
where this is needed – video recorded, photographed or copied or recorded by any other 
method. 
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10.1.6 Finland 
 
Input available for download here. 
 
10.1.7 Georgia 
 
Input available for download here. 
 
10.1.8 Germany 
  
Input available for download here. 
 
10.1.9 Hungary 
 

Attachment_Court_
decisions.docx  

 
10.1.10 Kiribati 
 
Cybercrime Act 2021 
 
10.1.11 Lithuania  
 
Input available here, here, here and here. 
 
 
 
10.1.12 Norway 
 
Input available here.  
 
10.1.13 Paraguay 
 
Input available here and here.  
 
10.1.14 Republic of Moldova 
 
 
Article 11. Inviolability of the person (CPC) 
(1) Individual liberty and security of person are inviolable. 
.... 
(7) Search, bodily examination and other procedural actions affecting the inviolability of the 
person may be carried out without the consent of the person or his legal representative only 
under the conditions of this Code. 
Article 12. Inviolability of the home (CPC) 
(1) Inviolability of the home is guaranteed by law. In the course of criminal proceedings, no 
one shall be entitled to enter the domicile against the will of the persons residing or having 
premises therein, except in the cases and manner provided for in this Code. 
(2) Searches, house searches, and other criminal pursuits at home may be ordered and carried 
out under a judicial warrant, except in the cases and manner provided for in this Code. In case 
of carrying out procedural actions without a judicial warrant, the body authorized to carry out 
such actions shall, immediately, but not later than 24 hours after the completion of the action, 
submit the respective materials to the court for review of the legality of such actions. 

https://mycloud.coe.int/s/oijMCFZFo6osa6z
https://mycloud.coe.int/s/wyeiEd5NpZCsCdo
https://mycloud.coe.int/s/dmMoab44DoyTjSz
https://www.mict.gov.ki/sites/default/files/Cybercrime%20Act%202021.pdf
https://mycloud.coe.int/s/PXdHap8ZbL5wBC9
https://mycloud.coe.int/s/mg2dD6KSWNNjmCi
https://mycloud.coe.int/s/ZpqLbSiaq36L3Dq
https://mycloud.coe.int/s/GKywR6RfyMM24TN
https://mycloud.coe.int/s/DFKX5LbBmnygSbn
https://mycloud.coe.int/s/LmN2n9frxf2JS4n
https://mycloud.coe.int/s/Hypk8wAFkTLBzKm
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Article 13. Inviolability of property (CPC) 
(1) A natural or legal person may not be arbitrarily deprived of the right of ownership. No one 
may be deprived of his property except for reasons of public utility and in accordance with this 
Code and the general principles of international law. 
(2) Property may be seized only on the basis of a court decision. 
(3) Property seized in the course of the proceedings shall be described in the minutes of the 
proceedings and the person from whom it was seized shall be given a copy of the minutes of 
the proceedings. 
 
Article 14. Secrecy of correspondence (CPC) 
(1) The right to secrecy of letters, telegrams, other postal items, telephone conversations and 
other lawful means of communication shall be guaranteed by the State. In the course of 
criminal proceedings, no one may be deprived of or restricted in this right. 
(2) Limitation of the right referred to in paragraph (1) shall be allowed only on the basis of a 
judicial warrant issued under the conditions of this Code. 
 
Article 15. Inviolability of privacy (CPC) 
(1) Everyone has the right to inviolability of privacy, to the confidentiality of intimate and 
family life and to the protection of personal honour and dignity. In the course of criminal 
proceedings, no one shall have the right to arbitrarily and illegitimately intrude into a person's 
private life. 
(2) In the conduct of procedural actions, information about the private and intimate life of the 
person may not be gathered unnecessarily. At the request of the prosecution body and the 
court, the participants in the procedural actions shall be obliged not to disclose such 
information and a written undertaking shall be made about it. The processing of personal data 
in criminal proceedings shall be carried out in accordance with the provisions of the Law No.133 
of 8 July 2011 on the protection of personal data. 
(3) Persons from whom the prosecuting authority requests information about private and 
intimate life are entitled to be satisfied that this information is administered in a specific 
criminal case. The person shall not be entitled to refuse to provide information about his or 
her private and intimate life or that of other persons under the pretext of the inviolability of 
privacy, but he or she shall be entitled to ask the prosecuting body for an explanation of the 
necessity of obtaining such information, with the inclusion of the explanation in the minutes of 
the respective procedural action. 
(4) Evidence confirming information about the person's private and intimate life shall, at the 
request of the person, be examined in a closed court session. 
(5) The damage caused to the person in the course of criminal proceedings by violation of 
his/her private and intimate life shall be compensated in the manner established by the 
legislation in force. 
 
Article 127. Persons present when objects and documents are searched or seized 
(1) If necessary, the interpreter or specialist may be present during the search or seizure of 
objects and documents. 
(2) The presence of the person to be searched or seized or of adult members of his/her family 
or of those representing the interests of the person concerned shall be ensured during the 
search or seizure of objects and documents. If the presence of these persons is impossible, 
the representative of the executive authority of the local public administration shall be invited. 
(3) The seizing of objects and documents or the search of premises of institutions, enterprises, 
organisations and military units shall be carried out in the presence of the representative 
concerned. 
(4) The persons whose objects and documents are searched or seized, as well as specialists, 
interpreters, representatives, defenders, have the right to be present at all actions of the 
prosecution body/law enforcement and to make objections and statements in relation thereto, 
which shall be recorded in the minutes. 
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(5) For the purpose of ensuring security, the prosecution authorities/law enforcement may 
involve subdivisions of the institutions referred to in Article 56(1) or other institutions. The 
identity of the persons involved by the prosecution authorities/ law enforcement for the 
purpose of ensuring security may be concealed and/or disguised, which shall be recorded in 
the minutes. 
(6) The person who is searched or whose objects and documents shall be seized, shall have 
the right to record by audio-visual means these actions, informing the prosecution body / law 
enforcement of this fact. 
(7) If the person searched requests the presence of a defence counsel (attorney), the 
proceedings shall be interrupted until the defence counsel (attorney) is present, but for no 
longer than 2 hours. In case of urgency caused by the risk of loss, alteration or destruction of 
evidence or danger to the safety of the person being searched or other persons, the search 
shall continue, with reasons being stated in the minutes. 
 
Article 300. Scope of judicial supervision 

 

(1) The investigating judge shall examine the prosecutor's requests for authorisation to carry out criminal 
prosecution actions, special investigative measures and the application of procedural measures of 
constraint limiting the constitutional rights and freedoms of the person, as well as requests for the 
completion of criminal proceedings in the absence of the accused. 
… 
 
Article 301. Prosecution proceedings conducted with the authorisation of the investigating 

judge 

(1) With the authorization of the investigating judge, criminal prosecution actions related to the limitation 
of inviolability of the person, domicile, limitation of secrecy of correspondence, telephone calls, telegraphic 
and other communications, completion of criminal prosecution in the absence of the accused, as well as 
other actions provided by law shall be carried out 
(2) Prosecution actions in the form of search, the scene investigation in the domicile and seizure of 
property following a search may be carried out, by way of exception, without the authorisation of the 
investigating judge, on the basis of a reasoned order of the public prosecutor, in cases of flagrante delicto 
and in cases which do not allow for postponement. The examining magistrate must be informed of the 
carrying out of these prosecution actions within 24 hours, and for the purpose of control, he presents the 
materials of the criminal case in which the prosecution actions carried out are substantiated. If there are 
sufficient grounds, the investigating judge shall, by a reasoned decision, declare the prosecution action 
lawful or, where appropriate, unlawful. 
… 
 
Article 306. Court warrant on carrying out criminal prosecution actions, special investigative 

measures or on applying procedural measures of constraint 

 

The court decision on the carrying out of the prosecution, special investigative measures or on the 
application of procedural measures of constraint shall indicate: the date and place of its drawing up, the 
name and surname of the investigating judge, the person in charge and the body which submitted the 
request, the body carrying out the prosecution, the special investigative measures or applying procedural 
measures of constraint, indicating the purpose of carrying out these actions or measures and the person 
to whom they refer, as well as a mention of the authorisation of the action or its rejection in case of 
objections of the defence counsel, the legal representative, the suspect, the accused, the defendant, the 
reasons for their admission or non-admission to the application of the measure of constraint, the term for 
which the action is authorised, the person in charge or the body authorised to execute the warrant 

(court order), the signature of the investigating judge certified with the stamp of the court. 
 
Article 540/2. Joint investigation teams 
(1) The competent authorities of at least two States may, by mutual agreement, set up a joint 
investigation team for a specific purpose and for a limited period of time, which may be 
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extended with the agreement of all parties, for the purpose of conducting criminal proceedings 
in one or more of the States setting up the team. The composition of the joint investigation 
team shall be decided by mutual agreement. 
 
- Chapter IX (art.531-5401 CPC) 
INTERNATIONAL LEGAL ASSISTANCE IN CRIMINAL MATTERS 
 
Article 533. Scope of legal aid 
(1) International legal assistance may be requested or granted in the execution of certain 
procedural activities provided for by the criminal procedure legislation of the Republic of 
Moldova and of the foreign State concerned in particular: 
… 
3) conducting the scene investigation, search, seizure of objects and documents and 
their transmission abroad, seizure, confrontation, presentation for recognition, 
identification of telephone subscribers, interception of communications, carrying out forensic 
expertise, confiscation of property derived from the commission of crimes and other criminal 
prosecution actions provided for in this Code; 
… 
 
Art.536 Rogatory letters 
(1) The prosecuting authority or court, if it considers necessary to perform prosecution actions 
in the territory of a foreign State, shall address itself by rogatory letter to the prosecuting 
authority or court of that State, or to an international criminal court in accordance with the 
international treaty to which the Republic of Moldova is a party or through diplomatic channels, 
under conditions of reciprocity. 
 
Art.540/1. Search, seizure, removal of objects or documents, seizure and 
confiscation 
 
Rogatory letters requesting the search, seizure or remittance of objects or documents, as well 
as seizure or confiscation shall be executed in accordance with the law of the Republic of 
Moldova. 
 
10.1.15 United States of America 
 
Federal Rules of Criminal Procedure – Rule 17  
(a) Content.—A subpoena must state the court's name and the title of the proceeding, include 
the seal of the court, and command the witness to attend and testify at the time and place the 
subpoena specifies. The clerk must issue a blank subpoena—signed and sealed—to the party 
requesting it, and that party must fill in the blanks before the subpoena is served.  
 
(b) Defendant Unable to Pay.—Upon a defendant's ex parte application, the court must 
order that a subpoena be issued for a named witness if the defendant shows an inability to 
pay the witness's fees and the necessity of the witness's presence for an adequate defense. If 
the court orders a subpoena to be issued, the process costs and witness fees will be paid in 
the same manner as those paid for witnesses the government subpoenas.  
 
(c) Producing Documents and Objects.  
(1) In General.—A subpoena may order the witness to produce any books, papers, 
documents, data, or other objects the subpoena designates. The court may direct the witness 
to produce the designated items in court before trial or before they are to be offered in 
evidence. When the items arrive, the court may permit the parties and their attorneys to 
inspect all or part of them.  
(2) Quashing or Modifying the Subpoena.—On motion made promptly, the court may 
quash or modify the subpoena if compliance would be unreasonable or oppressive.  
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(3) Subpoena for Personal or Confidential Information About a Victim.—After a 
complaint, indictment, or information is filed, a subpoena requiring the production of personal 
or confidential information about a victim may be served on a third party only by court order. 
Before entering the order and unless there are exceptional circumstances, the court must 
require giving notice to the victim so that the victim can move to quash or modify the subpoena 
or otherwise object.  
 
(d) Service.—A marshal, a deputy marshal, or any nonparty who is at least 18 years old may 
serve a subpoena. The server must deliver a copy of the subpoena to the witness and must 
tender to the witness one day's witness-attendance fee and the legal mileage allowance. The 
server need not tender the attendance fee or mileage allowance when the United States, a 
federal officer, or a federal agency has requested the subpoena.  
 
(e) Place of Service.—  
(1) In the United States.—A subpoena requiring a witness to attend a hearing or trial may 
be served at any place within the United States.  
(2) In a Foreign Country.—If the witness is in a foreign country, 28 U.S.C. §1783 governs 
the subpoena's service.  
 
(f) Issuing a Deposition Subpoena.—  
 
(1) Issuance.—A court order to take a deposition authorises the clerk in the district where 
the deposition is to be taken to issue a subpoena for any witness named or described in the 
order.  
(2) Place.—After considering the convenience of the witness and the parties, the court may 
order—and the subpoena may require—the witness to appear anywhere the court designates.  
 
(g) Contempt.—The court (other than a magistrate judge) may hold in contempt a witness 
who, without adequate excuse, disobeys a subpoena issued by a federal court in that district. 
A magistrate judge may hold in contempt a witness who, without adequate excuse, disobeys 
a subpoena issued by that magistrate judge as provided in 28 U.S.C. §636(e).  
 
(h) Information Not Subject to a Subpoena.—No party may subpoena a statement of a 
witness or of a prospective witness under this rule. Rule 26.2 governs the production of the 
statement.  
 
Federal Rules of Criminal Procedure – Rule 41  
(a) Scope and Definitions.—  
(1) Scope.—This rule does not modify any statute regulating search or seizure, or the issuance 
and execution of a search warrant in special circumstances.  
(2) Definitions.—The following definitions apply under this rule:  
(A) “Property” includes documents, books, papers, any other tangible objects, and 
information.  
(B) “Daytime” means the hours between 6:00 a.m. and 10:00 p.m. according to local time.  
(C) “Federal law enforcement officer” means a government agent (other than an attorney for 
the government) who is engaged in enforcing the criminal laws and is within any category of 
officers authorised by the Attorney General to request a search warrant.  
(D) “Domestic terrorism” and “international terrorism” have the meanings set out in 18 U.S.C. 
§2331.  
(E) “Tracking device” has the meaning set out in 18 U.S.C. §3117 (b).  
 
(b) Venue for a Warrant Application.—At the request of a federal law enforcement officer 
or an attorney for the government:  
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(1) a magistrate judge with authority in the district—or if none is reasonably available, a judge 
of a state court of record in the district—has authority to issue a warrant to search for and 
seize a person or property located within the district;  
(2) a magistrate judge with authority in the district has authority to issue a warrant for a 
person or property outside the district if the person or property is located within the district 
when the warrant is issued but might move or be moved outside the district before the warrant 
is executed;  
(3) a magistrate judge—in an investigation of domestic terrorism or international terrorism—
with authority in any district in which activities related to the terrorism may have occurred has 
authority to issue a warrant for a person or property within or outside that district;  
(4) a magistrate judge with authority in the district has authority to issue a warrant to install 
within the district a tracking device; the warrant may authorise use of the device to track the 
movement of a person or property located within the district, outside the district, or both; and  
(5) a magistrate judge having authority in any district where activities related to the crime 
may have occurred, or in the District of Columbia, may issue a warrant for property that is 
located outside the jurisdiction of any state or district, but within any of the following:  
(A) a United States territory, possession, or commonwealth;  
(B) the premises—no matter who owns them—of a United States diplomatic or consular 
mission in a foreign state, including any appurtenant building, part of a building, or land used 
for the mission's purposes; or  
(C) a residence and any appurtenant land owned or leased by the United States and used by 
United States personnel assigned to a United States diplomatic or consular mission in a foreign 
state.  
(6) a magistrate judge with authority in any district where activities related to a crime may 
have occurred has authority to issue a warrant to use remote access to search electronic 
storage media and to seize or copy electronically stored information located within or outside 
that district if:  
(A) the district where the media or information is located has been concealed through 
technological means; or  
(B) in an investigation of a violation of 18 U.S.C. § 1030(a)(5), the media are protected 
computers that have been damaged without authorisation and are located in five or more 
districts.  
 
(c) Persons or Property Subject to Search or Seizure.—A warrant may be issued for any 
of the following:  
(1) evidence of a crime;  
(2) contraband, fruits of crime, or other items illegally possessed;  
(3) property designed for use, intended for use, or used in committing a crime; or  
(4) a person to be arrested or a person who is unlawfully restrained.  
 
(d) Obtaining a Warrant.—  
(1) In General.—After receiving an affidavit or other information, a magistrate judge—or if 
authorised by Rule 41(b), a judge of a state court of record—must issue the warrant if there 
is probable cause to search for and seize a person or property or to install and use a tracking 
device.  
(2) Requesting a Warrant in the Presence of a Judge.—  
(A) Warrant on an Affidavit.—When a federal law enforcement officer or an attorney for the 
government presents an affidavit in support of a warrant, the judge may require the affiant to 
appear personally and may examine under oath the affiant and any witness the affiant 
produces.  
(B) Warrant on Sworn Testimony.—The judge may wholly or partially dispense with a 
written affidavit and base a warrant on sworn testimony if doing so is reasonable under the 
circumstances.  
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(C) Recording Testimony.—Testimony taken in support of a warrant must be recorded by a 
court reporter or by a suitable recording device, and the judge must file the transcript or 
recording with the clerk, along with any affidavit.  
(3) Requesting a Warrant by Telephonic or Other Reliable Electronic Means.—In 
accordance with Rule 4.1, a magistrate judge may issue a warrant based on information 
communicated by telephone or other reliable electronic means.  
 
(e) Issuing the Warrant.—  
 
(1) In General.—The magistrate judge or a judge of a state court of record must issue the 
warrant to an officer authorised to execute it.  
(2) Contents of the Warrant.—  
(A) Warrant to Search for and Seize a Person or Property.—Except for a tracking-device 
warrant, the warrant must identify the person or property to be searched, identify any person 
or property to be seized, and designate the magistrate judge to whom it must be returned. 
The warrant must command the officer to:  
(i) execute the warrant within a specified time no longer than 14 days;  
(ii) execute the warrant during the daytime, unless the judge for good cause expressly 
authorises execution at another time; and  
(iii) return the warrant to the magistrate judge designated in the warrant.  
(B) Warrant Seeking Electronically Stored Information.—A warrant under Rule 
41(e)(2)(A) may authorise the seizure of electronic storage media or the seizure or copying of 
electronically stored information. Unless otherwise specified, the warrant authorises a later 
review of the media or information consistent with the warrant. The time for executing the 
warrant in Rule 41(e)(2)(A) and (f)(1)(A) refers to the seizure or on-site copying of the media 
or information, and not to any later off-site copying or review.  
(C) Warrant for a Tracking Device.—A tracking-device warrant must identify the person or 
property to be tracked, designate the magistrate judge to whom it must be returned, and 
specify a reasonable length of time that the device may be used. The time must not exceed 
45 days from the date the warrant was issued. The court may, for good cause, grant one or 
more extensions for a reasonable period not to exceed 45 days each. The warrant must 
command the officer to:  
(i) complete any installation authorised by the warrant within a specified time no longer than 
10 days;  
(ii) perform any installation authorised by the warrant during the daytime, unless the judge 
for good cause expressly authorises installation at another time; and  
(iii) return the warrant to the judge designated in the warrant.  
 
(f) Executing and Returning the Warrant.—  
(1) Warrant to Search for and Seize a Person or Property.—  
(A) Noting the Time.—The officer executing the warrant must enter on it the exact date and 
time it was executed.  
(B) Inventory.—An officer present during the execution of the warrant must prepare and 
verify an inventory of any property seized. The officer must do so in the presence of another 
officer and the person from whom, or from whose premises, the property was taken. If either 
one is not present, the officer must prepare and verify the inventory in the presence of at least 
one other credible person. In a case involving the seizure of electronic storage media or the 
seizure or copying of electronically stored information, the inventory may be limited to 
describing the physical storage media that were seized or copied. The officer may retain a copy 
of the electronically stored information that was seized or copied.  
(C) Receipt.—The officer executing the warrant must give a copy of the warrant and a receipt 
for the property taken to the person from whom, or from whose premises, the property was 
taken or leave a copy of the warrant and receipt at the place where the officer took the 
property. For a warrant to use remote access to search electronic storage media and seize or 
copy electronically stored information, the officer must make reasonable efforts to serve a 
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copy of the warrant and receipt on the person whose property was searched or who possessed 
the information that was seized or copied. Service may be accomplished by any means, 
including electronic means, reasonably calculated to reach that person. (D) Return.—The 
officer executing the warrant must promptly return it—together with a copy of the inventory—
to the magistrate judge designated on the warrant. The officer may do so by reliable electronic 
means. The judge must, on request, give a copy of the inventory to the person from whom, 
or from whose premises, the property was taken and to the applicant for the warrant.  
(2) Warrant for a Tracking Device.—  
(A) Noting the Time.—The officer executing a tracking-device warrant must enter on it the 
exact date and time the device was installed and the period during which it was used.  
(B) Return.—Within 10 days after the use of the tracking device has ended, the officer 
executing the warrant must return it to the judge designated in the warrant. The officer may 
do so by reliable electronic means.  
(C) Service.—Within 10 days after the use of the tracking device has ended, the officer 
executing a tracking-device warrant must serve a copy of the warrant on the person who was 
tracked or whose property was tracked. Service may be accomplished by delivering a copy to 
the person who, or whose property, was tracked; or by leaving a copy at the person's residence 
or usual place of abode with an individual of suitable age and discretion who resides at that 
location and by mailing a copy to the person's last known address. Upon request of the 
government, the judge may delay notice as provided in Rule 41(f)(3).  
(3) Delayed Notice.—Upon the government's request, a magistrate judge—or if authorised 
by Rule 41(b), a judge of a state court of record—may delay any notice required by this rule 
if the delay is authorised by statute.  
 
(g) Motion to Return Property.—A person aggrieved by an unlawful search and seizure of 
property or by the deprivation of property may move for the property's return. The motion 
must be filed in the district where the property was seized. The court must receive evidence 
on any factual issue necessary to decide the motion. If it grants the motion, the court must 
return the property to the movant, but may impose reasonable conditions to protect access to 
the property and its use in later proceedings.  
 
(h) Motion to Suppress.—A defendant may move to suppress evidence in the court where 
the trial will occur, as Rule 12 provides.  
 
(i) Forwarding Papers to the Clerk.—The magistrate judge to whom the warrant is returned 
must attach to the warrant a copy of the return, of the inventory, and of all other related 
papers and must deliver them to the clerk in the district where the property was seized.  
 
18 U.S.C. § 3103a  
(a) In General.—In addition to the grounds for issuing a warrant in section 3103 of this title, 
a warrant may be issued to search for and seize any property that constitutes evidence of a 
criminal offense in violation of the laws of the United States.  
(b) Delay.—With respect to the issuance of any warrant or court order under this section, or 
any other rule of law, to search for and seize any property or material that constitutes evidence 
of a criminal offense in violation of the laws of the United States, any notice required, or that 
may be required, to be given may be delayed if—  
 
(1) the court finds reasonable cause to believe that providing immediate notification of the 
execution of the warrant may have an adverse result (as defined in section 2705, except if the 
adverse results consist only of unduly delaying a trial);  
(2) the warrant prohibits the seizure of any tangible property, any wire or electronic 
communication (as defined in section 2510), or, except as expressly provided in chapter 121, 
any stored wire or electronic information, except where the court finds reasonable necessity 
for the seizure; and  
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(3) the warrant provides for the giving of such notice within a reasonable period not to exceed 
30 days after the date of its execution, or on a later date certain if the facts of the case justify 
a longer period of delay.  
(c) Extensions of Delay.—Any period of delay authorised by this section may be extended 
by the court for good cause shown, subject to the condition that extensions should only be 
granted upon an updated showing of the need for further delay and that each additional delay 
should be limited to periods of 90 days or less, unless the facts of the case justify a longer 
period of delay.  
(d) Reports.—  
(1) Report by judge.—Not later than 30 days after the expiration of a warrant authorising 
delayed notice (including any extension thereof) entered under this section, or the denial of 
such warrant (or request for extension), the issuing or denying judge shall report to the 
Administrative Office of the United States Courts—  
(A) the fact that a warrant was applied for;  
(B) the fact that the warrant or any extension thereof was granted as applied for, was 
modified, or was denied;  
(C) the period of delay in the giving of notice authorised by the warrant, and the number and 
duration of any extensions; and  
(D) the offense specified in the warrant or application.  
(2) Report by administrative office of the united states courts.—Beginning with the 
fiscal year ending September 30, 2007, the Director of the Administrative Office of the United 
States Courts shall transmit to Congress annually a full and complete report summarizing the 
data required to be filed with the Administrative Office by paragraph (1), including the number 
of applications for warrants and extensions of warrants authorising delayed notice, and the 
number of such warrants and extensions granted or denied during the preceding fiscal year.  
(3) Regulations.—The Director of the Administrative Office of the United States Courts, in 
consultation with the Attorney General, is authorised to issue binding regulations dealing with 
the content and form of the reports required to be filed under paragraph (1).  
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